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1 Introduction


In this Tdoc some principles concerning inter-system handover between GSM and UMTS are proposed for discussion. These principles are mainly outlined within 3GPP TS 33.102 „Security Architecture“, latest version is 3.3.1, and result in changes within certain BSSMAP messages.  

2 Discussion

2.0 Abbreviations 

AKA

Authentication and key agreement

CK

UMTS Cipher key

IK

UMTS Integrity key

UEA

UMTS Encryption algorithm

UIA

UMTS Integrity protection algorithm

USIM

UMTS-SIM

2.1 Conversion of security keys
In 3GPP TS 33.102 the conversion of GSM cipher key into UMTS cipher key and integrity key and vice versa is defined. This conversion function is necessary for an interworking between (UMTS - enhanced) GSM- and UMTS networks and is located in 3G core network entities (e.g. 3G-MSC, 3G-SGSN or respective combined 2/3G nodes) and in the mobile terminal equipment (in the USIM or in the UE if only a SIM is inserted).

2.2 USIM vs. SIM

There are differences between UE with inserted UMTS-SIM (USIM) and UE with inserted GSM-SIM:

For a UE with inserted SIM the GSM authentication and key agreement procedure shall be performed. GSM Kc is established and stored in the SIM and the MSC/SGSN. If UMTS keys are needed the UMTS capable UE must be able to convert the Kc into the UMTS security keys (CK,IK).

For a UE with inserted USIM the UMTS authentication and key agreement procedure shall be performed. The UMTS keys (CK,IK) are established and stored in the USIM and the 3G-MSC/3G-SGSN. If the GSM Kc is needed, the USIM is able to convert the UMTS keys into GSM Kc.

Note: Even if the UE with inserted USIM is currently served by a GSM BSS the UMTS AKA shall be performed.

2.3 Pure 2G CN node vs. combinded (2/3G) CN node

In 3GPP 33.102 a combined CN node (2G/3G-MSC or SGSN) is capable of converting 2G GSM Kc into UMTS keys (CK, IK). A combined CN node of course covers the case of a pure 3G CN node in case of inter-CN-node HO scenarios. 

A pure 2G CN node has no such a conversion function.

2.4 Additional security parameters used in UMTS

To be able to support inter-system handover towards UMTS some UMTS security parameters have to be taken into account. The following security related parameters are necessary to perform handover towards UMTS:

· UE Security Capabilities (This parameter is transmitted from MS to RNC at RRC connection establishment. The parameter defines which integrity protection algorithms and encryption algorithms are supported by the MS.)

· UMTS Cipher key (CK) (used for ciphering.)

· UMTS Integrity key (IK) (used for integrity protection of signalling messages.)

· COUNT-I (A value which is transmitted from MS to RNC at RRC connection establishment. This parameter works as an input parameter for the integrity protection algorithm.)

· FRESH (A value which is generated by RNC and transmitted to MS in the SECURITY MODE COMMAND message. This parameter works as an input parameter for the integrity protection algorithm.)

In UMTS the information related to the radio interface is stored in the access network (i.e. in the serving RNC). This is the reason why the security parameters currently in use are transferred from the source RNC to the target RNC inside a transparent container ('Source RNC to target RNC transparent container' IE) when handover is performed. Only the UMTS keys (CK,IK) are included in the Iu-RELOCATION REQUEST message as explicite IEs. 


To align with this principle also in the GSM to UMTS handover case all additional security parameters (except CK and IK) should be available in the BSC. Then the BSC is able to assemble a 'Source RNC to target RNC transparent container' which has to be transported to the target RNC. With this assumption handover procedures could be performed as shown in sections 2.8 and 2.9. 

A proposal how the additional parameters could get defined values (COUNT-I, FRESH) and how they could be delivered to the BSC can be found in section 2.7.

2.5 Additional Parameters stored in BSC / subsequent handover

To ease the inter-system handover procedure the security parameters needed for GSM to UMTS handover should be stored in the BSC. When handover is to be performed the BSC is able to assemble the 'Source RNC to target RNC transparent container' IE. Following parameters should be included in this transparent container:

· UE Security Capabilities 

· COUNT-I

· FRESH 

Note: Even in the GSM to GSM case all additional parameters should be passed to the target BSC to be able to perform a subsequent handover towards UMTS. 

2.6 Cipher Mode Command

Figure 1 outlines the case, where a UE/MS with inserted USIM has established a call within 2G environment. Although UE/MS is served by a GSM-BSS, it has performed a UMTS AKA with the combined CN node. So, UMTS security keys (CK, IK) are established and stored within UE/MS and 2/3G_MSC.

Subsequently to the AKA, the GSM Cipher Mode Command procedure has to be performed. The CIPHER MODE COMMAND message includes the GSM Kc. 
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Figure 1: Cipher Mode Command (USIM inserted)


For UEs with inserted SIM  the GSM authentication and key agreement procedure shall be performed (see section 2.2). In this case the GSM Kc is established (see figure 2). The GSM Kc together with the permitted GSM algorithms are transmitted inside CIPHER MODE COMMAND message to the BSC. The BSC selects an algorithm and passes this information to the UE and back to the 2G/3G_MSC. 
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Figure 2: Cipher Mode Command (SIM inserted)

If UMTS keys are needed the UE/MS and the 2G/3G_MSC are able to convert the GSM Kc into UMTS CK,IK.

2.7 Connection establishment


In UMTS the UE sends the UE Security Capabilities (=security algorithms which are supported by the UE) and the COUNT-I value (=input parameter for the integrity protection algorithm) to the RNC at RRC connection establishment. After having established the RRC connection the UE sends the CM Service Request to the CN. After execution of the authentication and key agreement procedure, the CN sends a Security Mode Command message to the RNC. Now the RNC generates a random value (=FRESH) and adds this parameter to the Security Mode Command message which is transmitted to the UE.


A similar connection establishment procedure in GSM would solve the problem of undefined values of the parameters COUNT-I and FRESH (see figure 3).
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Figure 3: Connection establishment (exchange of COUNT-I and FRESH)

Following chapters (2.8, 2.9) try to outline respective interworking scenarios in detail. 

2.8 UMTS -> GSM Handover

2.8.1 Intra MSC handover (USIM inserted)


To support this kind of handover no changes of BSSMAP are needed (see figure 4).
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Figure 4: Intra MSC handover (USIM inserted)

· Starting point is an established UMTS call. As a USIM is inserted in the UE, the combined MSC already stored UMTS keys, steming from a previous AKA procedure.  

· Handover procedure is initiated by RNS-A by sending the Iu-Relocation-Required message to 2G/3G_MSC-A. 

· The 2G/3G_MSC-A converts the UMTS keys into GSM Kc (this is also done by the USIM) and assembles the A-Handover-Request message (permitted algorithms can be derived from MS Classmark 2 and MS Classmark 3). 

· BSS-B assembles the L3 information IE and includes it in the A-Handover-Request-Ack message. In this message the chosen GSM algorithm is transmitted to 3G_MSC-A inside the L3 information IE.

· 3G_MSC-A sends the Iu-Relocation-Command to RNC. The Chosen GSM algorithm is included in the L3 information IE.

· Within the RRC-HO-Command message the Chosen GSM algorithm is sent to UE/MS.

Note: If subsequent handover to UMTS shall be possible, the RNC-A should provide the additional security parameters to the BSS-B. 

2.8.2 Inter MSC handover (USIM inserted)


In this case all security related parameters can be exchanged with the existing BSSMAP messages.

The only difference compared to the intra MSC handover case (see figure 1) is, that the A-HO-REQUEST message is transported to MSC-B inside the MAP-Prepare-Handover-Req. message and the A-HO-REQUEST-ACK inside the MAP-Prepare-Handover-Resp. 

Note: If subsequent handover to UMTS shall be possible, the RNC-A should provide the additional security parameters to the BSS-B. 

2.8.3 Intra MSC handover (SIM inserted)


The same procedure as in GSM intra MSC handover case except the initiation of the handover procedure with the Iu-Relocation-Command message and the transport of the 

Layer 3 information inside the Iu-Relocation-Command message.

Note: If subsequent handover to UMTS shall be possible, the RNC-A should provide the additional security parameters to the BSS-B. 

2.8.4 Inter MSC handover (SIM inserted)

The same procedure as in GSM inter MSC handover case except the initiation of the handover procedure with the Iu-Relocation-Command message and the transport of the 

Layer 3 information inside the Iu-Relocation-Command message.

Note: If subsequent handover to UMTS shall be possible, the RNC-A should provide the additional security parameters to the BSS-B. 

2.9 GSM -> UMTS Handover

2.9.1 Intra MSC handover (USIM inserted)


With the assumptions made in sections 2.7 the BSC has knowledge of all additional security parameters which are needed for handover towards UMTS (see figure 5). The BSC has to assemble the 'Source RNC to target RNC transparent container' IE which is included in the Handover Required message. The 3G_MSC-A generates the Iu-Relocation-Request message (including that transparent container). The RNC-B selects an UMTS encryption algorithm and an integrity protection algorithm and assembles a RRC Information which is passed to the UE/MS using the appropriate messages.
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 Figure 5: Intra MSC handover (USIM inserted)

2.9.2 Inter MSC handover (USIM inserted)

The only difference compared to the intra MSC handover case (see figure 5 is, that a -HO-REQUEST message is transported to MSC-B inside the MAP-Prepare-Handover-Req. message and the A-HO-REQUEST-ACK inside the MAP-Prepare-Handover-Resp.

2.9.3 Intra MSC handover (SIM inserted)


This handover procedure is shown in figure 6. The only difference to the USIM case is the provision of UMTS security keys to the RNS-B after executing the conversion function. The conversion is also executed inside the MS.
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 Figure 6: Intra MSC handover (SIM inserted)

2.9.4 Inter MSC handover (SIM inserted)


In this case the UMTS security keys can only be converted by 2G/3G_MSC-B. So the differnce to the intra handover case is that this conversion is executed by 2G/3G_MSC-B after reception of MAP-Prep-Handover req. Before sending of MAP-Prep-Handover resp message 2G/3G_MSC-B has to assemble a BSSMAP Handover Request Ack message which is then transported inside MAP-Prep-Handover resp.
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 Figure 7: Inter MSC handover (SIM inserted)

3 Summary


The following changes related to security aspects are proposed to support intersystem handover between GSM and UMTS:

· enhancements at connection establishment (transmission of parameters 'COUNT-I' and 'UE Security capabilities' from MS to BSS): see section 2.7

· Storage of additional parameters in BSS: see section 2.5

(i.e. 'UE Security capabilities', 'COUNT-I' and 'FRESH')

· Transport of  the parameter 'FRESH' within 04.18 message CIPHER MODE COMMAND

· Transport of  the parameters 'UE Security capabilities', 'COUNT-I' and 'FRESH' within BSSMAP HANDOVER REQUIRED message.

(related Tdoc: 2-00-476)

· Transport of  the parameters 'UE Security capabilities', 'COUNT-I' and 'FRESH' within BSSMAP HANDOVER REQUEST message. 

(related Tdoc: 2-00-405)

· Transport of UMTS 'RRC Container' in BSSMAP HANDOVER REQUEST ACK message.

· Transport of UMTS 'RRC Container' in BSSMAP HANDOVER COMMAND message.

(related Tdoc: 2-00-014)

· Transport of the contents of UMTS 'RRC Container' to the MS ( analogous to 'L3 information' IE and 04.18 message HANDOVER COMMAND in GSM)

Other Tdocs related to security aspects: 2-00-071, 2-00-073.
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