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1 Introduction

The current approved WID [1] calls for a 6-month study phase for TSG RAN:

· Study detailed regulatory requirement (e.g. accuracy, privacy, reliability, latency) for network-verified UE location for potential use cases/services (i.e. emergency call, lawful intercept, public warning, charging/billing), e.g. accuracy requirement (at RAN plenary, from RAN#95 to RAN#96). [RAN]
· Including further clarification on network verified UE location and its relationship to network-based positioning [RAN]

Given that this study phase is expected to conclude at this TSG RAN meeting, this document provides some observations and comments to be captured in the corresponding TR.
2 Discussion
2.1 Background from Rel-17 Discussions
The issue of network-verified UE location first surfaced during the Rel-17 NTN WID (especially in RAN2, RAN3, SA2, and SA3 WGs). A well-established functionality since many releases (NAS Node Selection Function, NNSF) is that when a UE attaches to the mobile network, the RAN selects the appropriate core network for the UE taking into account, among other things [2]
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[3]:

· UE identifiers;
· UE’s selected PLMN;

· UE location information (including the serving cell as known to the serving RAN node).

With NTN it is possible to deploy very large cells over large portions of a continent (possibly covering different countries), with the different core networks for the various countries connected to the same NTN RAN
. Some operators have expressed concerns that in such a scenario, it may not be possible to correctly determine the appropriate core network (i.e. for the appropriate country) for a connecting UE, especially close to country borders: the serving cell information may not be granular enough.
Observation 1: In NTN it is possible to deploy very large cells connected to several countries’ core networks: in such a scenario the RAN may not be able to select the appropriate core network based on serving cell information alone.
In particular, operators were concerned that a malicious UE might “fake” its selected PLMN in order to attempt connecting to a different core network. It is to be noted, though, that upon such an attempt the AMF will disconnect the UE and inform the RAN node via an appropriate NGAP cause value, so the RAN can take appropriate action on subsequent attempts by the same UE (Rel-17 behavior).
Observation 2: A malicious UE, according to operators’ concerns, could try to “trick” the RAN into selecting an incorrect core network; Rel-17 provides some mitigation against such a scenario.
It is possible for the UE to send GNSS measurements to the RAN over RRC thanks to existing MDT functionality, but this too has drawbacks:
· In principle, just as a malicious UE could fake its selected PLMN, it could also fake its GNSS measurements;

· Sending GNSS measurements over RRC before AS security is set up raises security and privacy issues, as was highlighted by SA3.

Because of the above, signaling GNSS measurements over RRC is not considered a viable solution to this issue.
Observation 3: Signaling GNSS measurements from the UE to the RAN over RRC before AS security is set up is not considered a viable solution also due to privacy and security concerns.
The RAN can also request radio measurements (intra-RAT neighbors, inter-RAT neighbors, WLAN, etc.) from the UE; these may be used to drive NNSF and to learn from the environment.

Observation 4: Radio measurements reported from the UE (intra-/inter-RAT, WLAN, etc.) can always be used by the RAN to drive NNSF and to learn from the environment.
Some further “common sense” observations that were made during Rel-17 discussions:

a) In principle, there is no limit to what the UE could “fake” (selected PLMN, GNSS measurements, RRC measurements…), so at some point some “pragmatic” approach might have to be made;
b) The core networks connecting to the same shared RAN will always require some degree of common coordination / configuration: this is typically the case for network sharing (especially MOCN). For NTN, this may include e.g. specific timer settings/behavior for UE connection attempts;

c) Due to mere traffic load considerations, it may not be desirable to cover whole portions of a continent, including multiple countries, with a single cell. Therefore, in real deployments the served cell information may typically be more granular than in the extreme case envisaged so far.
Observation 5: Common sense / pragmatic observations made during Rel-17 discussions (UEs are not completely untrusted entities; required coordination of core networks in MOCN; more granular cell density in real deployments) point to a lower severity of this issue.

The above has been thought sufficient to mitigate the issue in Rel-17, but for Rel-18 RAN WGs have been tasked to specify network-verified UE location information, likely with the involvement of the UE location functionality (and potentially with some impact thereof).
2.2 NTN vs. Terrestrial Regulatory Environment
Current service requirements for 5G systems (applying to both terrestrial and NTN) are listed in [4]. In particular for NTN, “A 5G system with satellite access shall be able to determine a UE's location in order to provide service (e.g. route traffic, support emergency calls) in accordance with the governing national or regional regulatory requirements applicable to that UE.” (Sec. 6.3.2.3 of [4])
Because of this, even when providing services over entire continents with NTN, one must still be subject, country by country, to the local regulations, i.e. (trivial but important) there is no “globally harmonized” set of requirements that overrules local ones. This is also valid for UE location information.

In this respect, there is no difference between NTN and terrestrial networks.

Observation 6: Even when providing “global” coverage, local country regulation always has precedence; in this respect, there is no difference between NTN and terrestrial.
Because of the above, it seems sensible to consider for NTN the same required granularity for UE location information as for terrestrial networks.

Proposal 1: For NTN, TSG RAN should consider the same granularity requirement for UE location information as for terrestrial networks.

A final observation on the involvement of the LCS functionality. For Rel-18 NTN, RAN WGs will likely consider UE-associated positioning functionality: this functionality assumes that a UE context is present for the UE being positioned, which means that the UE itself has already completed the initial access procedures. Because of this, any Rel-18 positioning functionality for NTN may not help much for initial UE access / NNSF refinement, so all observations and mitigations already discussed for Rel-17 will still be relevant and applicable.
Observation 7: LCS functionality assumes a UE context to be already present for the UE being positioning, so any new Rel-18 positioning functionality for NTN may not help much for initial UE access / NNSF refinement.
Proposal 2: All observations and possible mitigations already discussed for Rel-17 NTN UE attach / NNSF / user location information are still relevant and applicable to Rel-18.
Proposal 3: Capture the TP in the Annex in the relevant TR, if agreeable.
3 Conclusions and Proposals
Our observations and proposals are summarized below.
Observation 1: In NTN it is possible to deploy very large cells connected to several countries’ core networks: in such a scenario the RAN may not be able to select the appropriate core network based on serving cell information alone.
Observation 2: A malicious UE, according to operators’ concerns, could try to “trick” the RAN into selecting an incorrect core network; Rel-17 provides some mitigation against such a scenario.
Observation 3: Signaling GNSS measurements from the UE to the RAN over RRC before AS security is set up is not considered a viable solution also due to privacy and security concerns.
Observation 4: Radio measurements reported from the UE (intra-/inter-RAT, WLAN, etc.) can always be used by the RAN to drive NNSF and to learn from the environment.
Observation 5: Common sense / pragmatic observations made during Rel-17 discussions (UEs are not completely untrusted entities; required coordination of core networks in MOCN; more granular cell density in real deployments) point to a lower severity of this issue.

Observation 6: Even when providing “global” coverage, local country regulation always has precedence; in this respect, there is no difference between NTN and terrestrial.
Proposal 1: For NTN, TSG RAN should consider the same granularity requirement for UE location information as for terrestrial networks.

Observation 7: LCS functionality assumes a UE context to be already present for the UE being positioning, so any new Rel-18 positioning functionality for NTN may not help much for initial UE access / NNSF refinement.

Proposal 2: All observations and possible mitigations already discussed for Rel-17 NTN UE attach / NNSF / user location information are still relevant and applicable to Rel-18.
Proposal 3: Capture the TP in the Annex in the relevant TR, if agreeable.
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Annex: TP for TR

START OF CHANGES
X.1 Background from Rel-17 Discussions
When a UE attaches to the mobile network, the RAN selects the appropriate core network for the UE taking into account, among other things (3GPP TS 38.300 Rel-17 [x]):

· UE identifiers;

· UE’s selected PLMN;

· UE location information (including the serving cell as known to the serving RAN node).

With NTN it is possible to deploy very large cells over large portions of a continent (possibly covering different countries), with the different core networks for the various countries connected to the same NTN RAN (MOCN network sharing scenario). In such a scenario, it may not always be possible to correctly determine the appropriate core network for a connecting UE, especially close to country borders, because the serving cell information may not be granular enough.

Furthermore, a malicious UE might “fake” its selected PLMN in order to attempt connecting to a different core network. Upon such an attempt the AMF will disconnect the UE and inform the RAN node via an appropriate NGAP cause value, so the RAN can take appropriate action on subsequent attempts by the same UE.

The UE may send GNSS measurements to the RAN over RRC, but this has at least the following drawbacks:

· In principle, just as a malicious UE could fake its selected PLMN, it could also fake its GNSS measurements;

· Sending GNSS measurements over RRC before AS security is set up raises security and privacy issues.

Because of the above, signaling GNSS measurements over RRC is not considered a viable solution to this issue.

The RAN can also request radio measurements (intra-RAT neighbors, inter-RAT neighbors, WLAN, etc.) from the UE; these may be used to drive NNSF and to learn from the environment.

Some further observations:

a) At least some of the information the UE supplies to the network will have to be considered as trusted, to avoid extreme conclusions (selected PLMN, GNSS measurements, RRC measurements cannot be all faked); 

b) Core networks connecting to the same shared RAN will always require some degree of common coordination / configuration: this is typically the case for network sharing (especially MOCN). For NTN, this may include e.g. specific timer settings/behavior for UE connection attempts;

c) Due to mere traffic load considerations, it may not be desirable to cover whole portions of a continent, including multiple countries, with a single cell. Therefore, in real deployments the served cell information may typically be more granular than in the extreme case envisaged so far.

The above has been deemed sufficient to mitigate the issue in Rel-17.
NEXT CHANGE
X.2 NTN vs. Terrestrial Regulatory Requirements
A 5G system with satellite access shall be able to determine a UE's location in order to provide service (e.g. route traffic, support emergency calls) in accordance with the governing national or regional regulatory requirements applicable to that UE. (Sec. 6.3.2.3 of 3GPP TS 22.261 Rel-18 [y])

Because of this, even when providing services over entire continents with NTN, there is no “globally harmonized” set of requirements that overrules local ones. This is also valid for UE location information. In this respect, there is no difference between NTN and terrestrial networks.

Because of the above, for NTN the same required granularity for UE location information should be considered as for terrestrial networks.

NEXT CHANGE
X.3 LCS and NTN
Most UE positioning functionality is typically UE-associated, i.e., it assumes that a UE context is present for the UE being positioned. This means that the UE itself has already completed the initial access procedures. Because of this, such positioning functionality may not add much benefit for NTN for initial UE access / NNSF refinement: hence, all observations and mitigations already discussed in Rel-17 are still relevant and applicable.
END OF CHANGES
� This constitutes MOCN, a well-known network sharing scenario.





