[bookmark: historyclause]3GPP TSG RAN Meeting #95-e														RP-220668
Electronic Meeting, March 17 - 23, 2022
	
Agenda item:	9.11
Source:	Apple, Qualcomm
Title:	Fulfilment of SA3 requirements on user consent for location information in RLF
Document for:	Discussion and Decision
1	Introduction 
A year ago, in March 2021, both RAN2 and RAN3 WGs received the LS [1] from SA3, in which SA3 notified the RAN WGs about the requirement to specify support for user consent for location information in RLF and CEF.
To this day, despite multiple discussions in all the relevant RAN WGs, that requirement has not been fulfilled. Furthermore, SA3 has not been notified that their requirement has been ignored. 
Considering the technical, security and 3GPP procedural implications we believe the issue must be discussed in RAN.
2   	Discussion
2.1 	History of the issue
In March 2021, in the context of the Rel-16 WI on SON/MDT, both RAN2 and RAN3 WGs received the LS [1] from SA3. The LS clearly states that “RAN2, RAN3 and SA5… should provide a possibility so that the operator has an option to collect and handle user consent”. For convenience, we provide the full text of the LS [1] below:
	SA3 thanks RAN2 for the LS (R2-2010894) on the user consent for trace reporting. 
SA3 understands that regulations for collection of location information could vary around the globe. In some regulations, user consent may not be required on the basis of other legal grounds. In other regulations, user consent may be required regardless.
Therefore, SA3 opines that RAN2, RAN3, and SA5 do not need to make user consent mandatory for RLF/CEF cases but should provide a possibility so that the operator has an option to collect and handle user consent. SA3 also believes it is not required to update previous releases (R15 and prior).



The LS [1] was received in RAN2#113-bis and RAN3#112. In both WGs it was noted without online presentation.
Most recently, the issue was brought up in RAN3#115 [2]. It was first discussed by email [3] and then online [4]. No consensus was reached due to objections from some companies on non-technical grounds and the issue, once again, was ignored and the privacy requirements from SA3 not fulfilled. 
2.2 	Technical background
This clause is provided for information only. Technical matters should be discussed in WGs, not RAN. What needs to be discussed in RAN is outlined in the next clause 2.3.
As of now, 3GPP have only specified user consent for MDT. MDT is a different feature and the fact that a user has (or has not) provided consent for MDT, does not provide any information on whether the user consents to location information in RLF and CEF (which is the issue at hand, according to the SA3 LS). 
Nevertheless, it is worth keeping in mind how user consent for MDT is specified, so that it is clear which WG should work on the issue and what specifications may be impacted. 
Since MDT (as all the other features defined in 3GPP) is controlled by the network (i.e. the gNB), for every UE the gNB might select for MDT, the gNB must receive from the 5GC the information about whether the user has provided consent for the UE to be used for MDT. Such information is provided in INITIAL CONTEXT SETUP REQUEST and HANDOVER REQUEST NG-AP messages (defined in TS 38.413 [5]) in the form of the MDT PLMN List IE (“The purpose of the MDT PLMN List IE is to provide the list of PLMN allowed for MDT”). The information received by the gNB is then propagated upon handover in HANDOVER REQUEST and RETRIEVE UE CONTEXT RESPONSE Xn-AP messages (defined in TS 38.423 [6]).
The proposal, brought up in RAN3#115, was to define a similar signaling mechanism for user consent for location information in RLF and CEF [7], [8]. Those CRs have not been agreed. 
Both TS 38.413 [5] and TS 38.423 [6] are RAN3 specifications. 
2.3 	Procedural implications
The first part of the issue, is the fact that 3GPP specifications currently not allow operators to fulfil privacy requirements (which may be required in some jurisdictions, as clearly indicated in the SA3 LS [1]). That is bad enough in and out of itself, especially taking into account that the said required was provided by SA3 in the context of the Rel-16 WI on SON/MDT.
Observation 1: as of now, 3GPP specifications do not allow operators to fulfil privacy requirements related to user location information. 
Additionally, there is the issue of RAN WGs groups ignoring SA3 requirements, without even a notification to SA3. That in itself is a serious issue which must be discussed in RAN.
Observation 2: it is unacceptable to ignore SA3 privacy requirements, especially without communication to SA3 that their requirements will not be fulfilled.
It is therefore proposed that we discuss these issues in RAN and provide clear guidance to RAN WGs (particularly RAN WG3) to specify the signaling required to fulfill the SA3 privacy requirements.
Proposal 1: RAN to provide clear guidance to RAN WGs to specify the signaling required to fulfill the SA3 privacy requirements.
3	Conclusions and Proposals
Observation 1: as of now, 3GPP specifications do not allow operators to fulfil privacy requirements related to user location information. 
Observation 2: it is unacceptable to ignore SA3 privacy requirements, especially without communication to SA3 that their requirements will not be fulfilled.
Proposal 1: RAN to provide clear guidance to RAN WGs to specify the signaling required to fulfill the SA3 privacy requirements.
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