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1	Work plan related evaluation
	Do you want to modify the time budget for this WI/SI compared to what was endorsed at the last RAN meeting?
	No




2.	Detailed progress in RAN WGs since last TSG meeting (for all involved WGs)
	
2.1	RAN1
2.1.1	Agreements
This WID contains no work for RAN1.
2.1.2	Remaining Open issues
None.
2.2	RAN2
2.2.1	Agreements
RAN2-117e
First phase discussion [AT117-e][203][UPIP]:
1: (Aligned with text in the RAN WID), no company thinks that TS 36.306 needs to be changed for this WID (i.e. no new LTE UE capabilities defined in RAN2 specifications).
2: We reply to the SA3 LS (S3-214462/R2-2200153) using R2-2203369 as the starting point for a second phase of discussion. 
Offline [208] (Vodafone): Provide reply LS to SA3 based on R2-2203369 and this discussion. Deadline 5.

3: Companies agreed that (for RAN 2) only TSs 36.331, 38.331, 36.300, 37.340 and 38.323 are impacted by this WID.

4: Detailed editing of the CRs in R2-2202717, 2718, 2719, 2720 and 2721 should continue in a second phase of discussion.
Can discuss in the second phase whether/how it should be possible to allow release of UPIP at handover (to legacy eNB).
Can discuss in the second phase how the UPINt key derivation works in handover and whether there should be something said about that in RRC.
[203] will continue in 2nd phase to cover CR finalization (Deadline 4)

5: the following 3 LSs that were copied to RAN 2 can be Noted:
a) LS from RAN 3 to SA2 and SA3 in R2-2202145 / R3-221473;
b) LS reply from SA2 to RAN 3 and SA3 in R2-2203728 / S2-2201518; and
c) LS reply from SA3 to RAN 3 and SA2 in R2-2203755 / S3-220464.

Second phase discussion [AT117-e][203][UPIP]:
The 36.331 CR is extended to cover handover and re-establishment.
RAN2 assumes that no changes are needed to the existing RAN 2 and RAN 3 specifications to cope with “how UPIP-required bearers are released at handover to a UPIP-non-supporting eNB”. Companies should contribute to SA2 and CT4 if anything is needed regarding the source MME’s behaviour at handover to a UPIP-non-supporting target MME.
Continue finalizing the following five CRs in post-meeting email discussion [250] (Vodafone):
a) 36.331 CR4763 in R2-2203819
b) 38.331 CR2904 in R2-2203820
c) 36.300 CR1353 in R2-2203821
d) 37.340 CR0294 in R2-2203822
e) 38.323 CR0085 in R2-2203823

Parallel discussion [208][UPIP] Reply LS to SA3 on LTE UPIP (Vodafone):
R2-2203663	Reply LS on LTE User Plane Integrity Protection	RAN2	LS out	Rel-17	To:SA3	Cc:RAN3, SA2
To be further revised in post-meeting email discussion [250]
[bookmark: _Hlk97151058]WI completion status (By Email)
Once the post-meeting email discussion converges, RAN2 considers the the WI is completed and can proceed to ASN.1 review. 

[Post117-e][250][UPIP] Final CRs and LS on LTE UPIP (Vodafone)
The final deadline for this email discussion is now after the RAN plenary document submission deadline.
It is expected that the following 5 CRs are agreed:
a) 36.331 CR4763 in R2-2203819
b) 38.331 CR2904 in R2-2203820
c) 36.300 CR1353 in R2-2203821
d) 37.340 CR0294 in R2-2203822
e) 38.323 CR0085 in R2-2203823

And it is expected that the reply LS to SA3 in R2-2203663 is agreed.
2.2.2	Remaining Open issues
ASN.1 review. 
2.3	RAN3
2.3.1	Agreements
RAN3 114bis-e
The UPIP policy (‘required’, ‘preferred’, or ‘not needed’) should be signalled over S1, X2 and E1 interfaces in messages related to “E-RAB establishment”.
On the S1 interface, the UPIP policy should be included in: E-RAB SETUP REQUEST, INITIAL CONTEXT SETUP REQUEST, HANDOVER REQUEST. (Please see other bullets with regard to UE CONTEXT MODIFICATION REQUEST and E-RAB MODIFY REQUEST; the transparent container in HANDOVER REQUIRED/REQUEST; and PATH SWITCH REQUEST/ACK.)
On X2 interface, the UPIP policy should be included in: HANDOVER REQUEST, SGNB ADDITION REQUEST, SGNB MODIFICATION REQUEST and (at least because of its use for RRC re-establishment in a new eNB) RETRIEVE UE CONTEXT RESPONSE
On E1 interface, the UPIP policy should be included in: BEARER CONTEXT SETUP REQUEST and BEARER CONTEXT MODIFICATION REQUEST
On the S1 interface, use the EIA 7 bit in the UE Security Capabilities IE to inform the eNB that the UE supports UPIP.
On X2, from source eNB to target eNB, use the EIA 7 bit in the UE Security Capabilities IE to inform the eNB that the UE supports UPIP. (How to signal the UE’s UPIP support from MeNB to SgNB is a separate discussion)
There is no need to signal the UE’s support of UPIP in E1-AP as the CU-CP should only request the CU-UP to enable UPIP for UE’s that support UPIP.
Add S1-AP, X2-AP, and E1-AP cause values to report the failure to implement “UPIP=required”.
Following X2 handover, on the S1 interface in the PATH SWITCH REQUEST message, the target eNB sends the UPIP policy (received from the source eNB) to the MME for verification. If any mismatch, the MME sends back the UPIP policy to the target eNB in the PATH SWITCH REQUEST ACKNOWLEDGE. 
Not modify X2 interface signaling related to LTE-LTE dual connectivity.
S1, X2, and E1 signaling should be done on a per-RAB basis (and not done on the per PDN connection basis that is used by 5GC). Per-RAB signalling aligns with the CRs agreed by SA2 and CT4. 
In line with (at least) the agreed SA2 and CT 4 CRs, only the UPIP policy and not the ciphering policy is sent of S1, X2 and E1 interfaces. 
In line with the agreed RAN WID (and at least SA2 CRs), LTE UPIP is for the full data rate and hence we should not signal a Maximum Integrity Protected Data Rate Uplink or Downlink on S1, X2 or E1 interfaces.
There does not seem to be any SA3 requirement nor SA2 or CT 4 procedure that leads to the need to signal a change of a RAB’s UPIP policy to the eNB. Hence it is proposed to NOT add the UPIP policy to the S1-AP E-RAB MODIFY REQUEST message.
To cope with handover from a non-supporting MME to a supporting MME, SA3 have specified that “then the MME shall send an S1 CONTEXT MODIFICATION REQUEST message to inform the eNB about the correct UE EPS security capabilities”. Hence it is proposed include the updated (LTE) UE security capabilities in the S1-AP UE CONTEXT MODIFICATION REQUEST message. (already supported in TS 36.413)
RAN3 115e
No UPIP Policy in-use (security result) sent from eNB to MME for required, preferred, no need cases.
Assigned Criticality of “reject” for the UPIP Policy as the mechanism to detect UPIP supporting/non-supporting nodes (on a direct interface).
Agree that “At S1 handover, the source eNB shall send the UE’s UP integrity protection policy (if received from the source MME) to the target eNB in a source-to-target container”.
It is agreed that no [extra] standards changes are needed to enable a legacy target eNB to support S1/X2 handover from a source eNB for a UE that was using UPIP (with UPIP policy=preferred).
Agreed to remove the security indication/result from the DRB To Modify List / DRB Modified List in the bearer context modification procedure from the E1 interface CR.

Agreed to use “Criticality reject” in the X2 Handover Request to detect whether the target eNB supports UPIP.

Agreed that no [extra] RAN 3 standards changes are needed to support the case that a UE has its “UPIP=required” E-RABs released at handover to a UPIP-non-supporting eNB. 

In line with proposal 1 in the proposed outcome of CB # 16-ProtocolSupport under AI 31.2.4: to agree the text proposal in section 8.4.1.2 (Handover Preparation) of R3-222730 and copied below:
If the Security Result IE is included within the Target eNB to Source eNB Transparent Container IE of the HANDOVER COMMAND message, it indicates whether integrity protection has been configured by the target eNB for the concerned E-RAB. 
/… existing text omitted…/
Interaction with Handover Cancel procedures:
If the Security Result IE is not included in the Target eNB to Source eNB Transparent Container IE of the HANDOVER COMMAND message, and the Security Indication IE in the Source eNB to Target eNB Transparent Container IE indicated that some of the E-RABs required User Plane Integrity Protection, the source eNB shall initiate the Handover Cancel procedure. The source eNB may reattempt the handover but only for the E-RABs that do not require User Plane Integrity Protection.
Resulting agreed CRs
R3-222982 	S1-AP 	TS 36.413	CR1852r6
R3-222971 	X2-AP		TS 36.423	CR1663r6
R3-222972 	E1-AP 	TS 38.463 	CR 0678r4 (Note that this CR will be implemented in R17 TS 37.483)
2.3.2	Remaining Open issues
Corrections and ASN.1 review to be continued in RAN3#116e, e.g., use a new dedicated IE or UE security capability in the SGNB ADDITION REQUEST and SGNB MODIFICATION REQUEST messages to inform the SgNB that the UE supports EIA7 (EPS-UPIP).

2.4	RAN4
2.4.1	Agreements
This WID contains no work for RAN4.
2.4.2	Remaining Open issues
None.
2.5	RAN5
2.5.1	Agreements
This WID contains no work for RAN5.
2.5.2	Remaining Open issues
None.
2.5.3	Remaining Open issues with cross-WG dependencies
None.
2.6	RAN6
2.6.1	Agreements
This WID contains no work for RAN6.
2.6.2	Remaining Open issues
None.
3.	Detailed progress in SA/CT WGs since last TSG meeting (for all involved WGs)
3.1	SAx/CTs
3.1.1	Agreements with cross-TSG impacts
RAN3 114bis-e sent an LS to SA2 and SA3 in R3-221473. 
Then SA2 replied to RAN3 and SA3 in R2-2203728 / S2-2201518. 
After that SA3 replied to RAN3 and SA2 in R2-2203755 / S3-220464, as below:
[SA3 answer]: SA3 acknowledge the information that RAN plenary has restricted the scope to EN-DC capable UEs.
1. (for SA3) In case of handover from a UPIP supporting eNB to a UPIP non-supporting eNB, would it be acceptable to SA3 if occasionally some packets over bearers with UPIP policy set to “required” are sent without integrity protection before the CN triggers the release of the bearer?
[SA3 answer]: SA3 prefers to avoid it since this violates the expected security policy.

1. (for SA3 and SA2) RAN3 has noted the functionality difference between EPS and 5GS, e.g., when UPIP policy is ‘preferred’, the NG-RAN node is required to notify if the UPIP is performed or not. 
[SA3 answer]: In both EPS/LTE and 5GS, SA3 currently does not have any security requirement for the RAN (eNB) to notify Core Network when UP IP policy is set to ‘Preferred’. SA3 only requires that the DRBs for which the UP IP policy set to ‘Required’ is not handed over to target RAN nodes that cannot fulfil this requirement.
About the following comment in the LS:
With regard to the reduced scope of the RAN WID, RAN 3 would like to inform SA3 that they do not plan to provide specification changes to support UPIP when using LTE-LTE Dual Connectivity.
[SA3 answer]: SA3 acknowledge the information that RAN3 does not plan to provide specification changes to support UP IP when using LTE-LTE Dual Connectivity in Rel-17 and SA3 will update SA3 specification in TS 33.401 accordingly.

RAN3 115e then took the answers from SA2 and SA3 into account.

3.1.2	Remaining Open issues with cross-TSG impacts
None. 
	
4.	References
RAN2 117e
R2-2202145	Reply LS on LTE User Plane Integrity Protection (R3-221473; contact: Vodafone)	RAN3	LS in	Rel-17	To:SA3, SA2	Cc:CT4, CT1, RAN2 

R2-2203728	Reply LS on LTE User Plane Integrity Protection (R3-221473; contact: Huawei)	SA2	LS in	Rel-17	To: RAN3, SA3	Cc:CT4, CT1, RAN2

R2-2203755	Reply LS on LTE User Plane Integrity Protection (S3-220464; contact: Ericsson)	SA2	LS in	Rel-17	To: RAN3, SA2	Cc:CT4, CT1, RAN2	

R2-2204080	Reply LS on LTE User Plane Integrity Protection (S3-220464; contact: Ericsson)	SA2	LS in	Rel-17	To: RAN3, SA2	Cc:CT4, CT1, RAN2	


R2-2202722	Discussion on LTE User Plane Integrity Protection (SA3 LS)	Huawei, HiSilicon	discussion	Rel-17	UPIP_SEC_LTE

R2-2203369	draft Reply LS on LTE User Plane Integrity Protection	Vodafone	LS out	Rel-17	To:SA3	Cc:RAN3, SA2

R2-2202717	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	36.331	16.7.0	4763	-	B	UPIP_SEC_LTE
R2-2202718	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	38.331	16.7.0	2904	-	B	UPIP_SEC_LTE
R2-2202719	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	36.300	16.7.0	1353	-	B	UPIP_SEC_LTE
R2-2202720	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	37.340	16.8.0	0294	-	B	UPIP_SEC_LTE
R2-2202721	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	38.323	16.6.0	0085	-	B	UPIP_SEC_LTE
[bookmark: _Hlk96074699]
R2-2203632	Report of [AT117-e][203][UPIP] LTE UPIP configuration and capabilities (Vodafone)		Vodafone	discussion	Rel-17	UPIP_SEC_LTE-Core	Late

R2-2203765	Updated Report of [AT117-e][203][UPIP] LTE UPIP configuration and capabilities (Vodafone)		Vodafone	discussion	Rel-17	UPIP_SEC_LTE-RAN-Core	


R2-2203819	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	36.331	16.7.0	4763	1	B	UPIP_SEC_LTE-RAN-Core

R2-2203820	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	38.331	16.7.0	2904	1	B	UPIP_SEC_LTE-RAN-Core

R2-2203821	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	36.300	16.7.0	1353	1	B	UPIP_SEC_LTE-RAN-Core

R2-2203822	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	37.340	16.8.0	0294	1	B	UPIP_SEC_LTE-RAN-Core

R2-2203823	Introducing support of UP IP for EPC connected architectures using NR PDCP	Huawei, HiSilicon, Vodafone, Ericsson	CR	Rel-17	38.323	16.6.0	0085	1	B	UPIP_SEC_LTE-RAN-Core

R2-2203663	Reply LS on LTE User Plane Integrity Protection	RAN2	LS out	Rel-17	To:SA3	Cc:RAN3, SA2

RAN3 114bis-e
	R3-220128
	LS on LTE User Plane Integrity Protection (SA3)
	LS in

	R3-220327
	Introduction of User Plane Integrity Protection in EPS (Qualcomm Incorporated)
	CR1852r, TS 36.413 v16.8.0, Rel-17, Cat. B
Rev in R3-221114
WI code updated as “UPIP_SEC_LTE-RAN-Core”
Rev in R3-221448
“Nokia, Nokia Shanghai Bell, Huawei, ZTE, Vodafone, Ericsson” were added as co-signed companies
 Endorsed as BL CR

	R3-220606
	Support of EPS User Plane Integrity Protection (Nokia, Nokia Shanghai Bell)
	discussion

	R3-220619
	Support for User Plane Integrity Protection support for EPC connected architectures (Ericsson, ZTE)
	CR1660r, TS 36.423 v16.8.0, Rel-17, Cat. B

	R3-220620
	EPS User Plane Integrity Protection (VODAFONE Group Plc)
	discussion

	R3-220651
	Discussion on UPIP support for EPC connected architecture (Samsung)
	discussion

	R3-220657
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT, ZTE)
	discussion

	R3-220658
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	CR1855r, TS 36.413 v16.8.0, Rel-17, Cat. B

	R3-220659
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	CR1663r, TS 36.423 v16.8.0, Rel-17, Cat. B
Rev in R3-221131
Rev in R3-221447
Rev in R3-221453
 Endorsed as BL CR

	R3-220660
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	CR0670r, TS 38.463 v16.8.0, Rel-17, Cat. B

	R3-220768
	Support for User Plane Integrity Protection support for EPC connected architectures with EN-DC capable UE_E1AP (ZTE,China Telecom, Ericsson, Vodafone, Qualcomm)
	Other
Rev in R3-221144
Add WID code, change to CR
Rev in R3-221434
Add “Nokia, Nokia Shanghai Bell” as co-signer
 Endorsed as BL CR



RAN3 115e
	R3-221606
	Support for User Plane Integrity Protection support for EPC connected architectures with EN-DC capable UE_E1AP (ZTE, China Telecom, Ericsson, Vodafone, Qualcomm, Nokia, Nokia Shanghai Bell, Huawei)
	CR0678r2, TS 38.463 v16.8.0, Rel-17, Cat. B
· Check comments 
Rev in R3-222568 Endorsed as BL CR

	R3-221607
	Introduction of User Plane Integrity Protection in EPS (Qualcomm Incorporated, Nokia, Nokia Shanghai Bell, Huawei, ZTE, Vodafone, Ericsson)
	CR1852r3, TS 36.413 v16.8.0, Rel-17, Cat. B
· Check comments
· Merge R3-222040
Rev in R3-222569 Endorsed as BL CR

	R3-221608
	Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT, ZTE, Qualcomm Incorporated, Nokia, Nokia Shanghai Bell, Vodafone, Ericsson)
	CR1663r4, TS 36.423 v16.8.0, Rel-17, Cat. B
· Check comments
Rev in R3-222570 Endorsed as BL CR

	R3-221741
	(TP for S1AP BL CR on UP IP) Remaining functionality support for IP UP in EPS (Qualcomm Incorporated)
	Other
Rev in R3-222730 Agreed

	R3-221824
	(TP for TS 36.423) Support of EPS User Plane Integrity Protection (Nokia, Nokia Shanghai Bell)
	other

	R3-221973
	(TP for UPIP BLCR for TS 36.423) Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	Other
Rev in R3-222700
· Remove new security capability IE related text
Rev in R3-222899  Agreed unseed

	R3-221974
	(TP for UPIP BLCR for TS 36.413) Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	other

	R3-221975
	(TP for UPIP BLCR for TS 38.463) Supporting EPS User Plane Integrity Protection (Huawei, Orange, CATT)
	other

	R3-222040
	Further discussion on UPIP EPC (Ericsson)
	Discussion
Merged

	R3-222197
	(TPs for TS38.401 TS36.413 TS36.423) Supporting UPIP (ZTE)
	Other
Rev in R3-222769 Agreed
Update title: (TP for E1AP BL CR on UP IP) Support for UPIP in EPS

	R3-222347
	EPS User Plane Integrity Protection with non-supporting nodes (VODAFONE)
	discussion

	R3-222485
	Reply LS on LTE User Plane Integrity Protection (SA2)
	LS in

	R3-222523
	Reply LS on LTE User Plane Integrity Protection (SA3)
	LS in
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