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1. Introduction

Previously, there are relevant studies and discussions in CT and RAN5 for testing UE. Meanwhile, as currently the 5G advanced in industrial internet, a variety of industrial UE (IUE) is arising. However, conventional mechanisms/standards for testing UE cannot be applied to IUE directly. Unlike commercial UEs which usually have only one communication interface (i.e., 5G or NR), IUEs may have different interfaces embedded for linking industrial internet and sensor networks [1], e.g., some specialized networks for industrial internet of things (IIoT) like WirelessHART, ModBus, CAN, and ZigBee, etc. In the case, an IUE plays the role as a gateway where the NR connects the core network (i.e., for uplink), and the industrial interfaces connects the industrial internet (i.e., for downlink). 

To ensure the conformance, interconnection and operation of different IUEs, a great number of previous test systems, which are designed to test individual interface, should be deploy. It is difficult to manage different test systems, make them work together and execute tests cross various IUEs for specific user requirements, as different IUEs require different testing standards and protocols, which can’t interact directly with each other. Therefore, an uniform test framework which is adaptable to test different IUEs is demanded. We are at a pre-study stage right now.

In this document, we will provide discussions of an IUE test framework (IUETF) for conformance tests on various IUEs, including a conceptual model and test services.
2. Discussion

2.1 A Conceptual Model of IUETF
Figure 1 shows the concept model of IUETF. The framework consists of three parts: test manager (TMR), test agent (TA) and network under test (NUT). As an actual management controller, the TMR conducts a test indirectly by controlling the TA. A management information base (MIB) stores all object values of test module, view object and test report in TMR, including the management objects for TA. The test activities of the TMR should be converted into unified services and transferred to the TA. After having processed the testing services from TMR, TA conducts test interactions directly with NUT. Therefore, TA bridges TMR and NUT while TA needs to be equipped with the specific physical communication interface and protocol stack as in NUT. The NUT is an industrial network that can include one IUE play as a gateway while some other devices used to activate the behaviors of the specific protocol residing in NUT, which is named auxiliary testing equipment (ATE). IUE needs to be verified for having certain required protocol implementations. NUT contains points of control and observation at the upper or lower service boundary of the protocol implementations that resides in IUE to execute tests. The protocol implementations during testing is called implementations under test (IUT). Before starting performing the conformance tests, IUT should be configured by instructions from TMR. In a complicated environment, ATE can be used to stimulate the IUE to ensure TAs observe the expected responses from IUE if the IUT can`t activate some particular behaviors of protocol by itself.
Proposal 1: The conceptual model of IUETF shall contain TMR, TA and NUT. The conceptual model shall take following factors into account,

· the behaviors of the specific protocol residing in NUT, ATE

· UT should be configured by instructions from TMR
· The test activities of the TMR should be converted into unified services and transferred to the TA
· future-proof.
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Figure 1 — Conceptual model of IUETF
2.2 Test Services
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Figure 2 — Test services for IUETF
Testing services are conceptually divided into two classes: testing data services (TDSs) and testing management services (TMSs) as shown in Figure 2. TMSs could be used to create application communication relationships or set the parameters of TA via Management Entry-Service Access Points (ME-SAPs). TDSs should be used to implement testing procedures between TMR and TA via Data Entry
Service Access Points (DE-SAPs). TMR can transfer testing data to TA and control TA testing behaviors.

TDSs include:

— EventReport service: This service is used to report one or more failures or exceptions from TAs. The content of the report can be generated dependent on changes of the test condition. EventReport service can be retried until an EventAck service for the EventReport received.

— EventAck service: EventAck is used to acknowledge an individual EventReport service has been received. An EventAck should result in the ceasing of the EventReport retry requests for the corresponding individual event.

— Read service: This service is used to read value of an object from TM in TMR or TA.

— Write service: This service is used to write value of an object from TM in TMR or TA.

— StartTest service: This service is used to start a test task between TM in TMR and TA. Test cases are executed after this service is called.

— StopTest service: This service is used to stop a test task between TM in TMR and TA. All test activities in test system is stopped after this service is called.

— DataUploading service: This service is used to transfer a block of data from TA to TM in TMR. It supports fragmentation to transmit a large amount of data. The destination device can reassemble the received messages.

— DataDownloading service: This service is the same way as the DataUploading service. The difference is that TM sends a block of data to TA.

— StartDownAndUploading service: This service is used to begin downloading or uploading of data.

— StopDownAndUploading service: This service is used to end downloading or uploading of data.

— ExecuteTesting service: This service is used to execute a test case. 

TMSs include:

— Associate service: This service provides mechanisms to create a logical connection between TA and TM in TMR. The connection is the prerequisite for the execution of the other services between TM and TAs.

— Abort service: This service permits to release a logic connection between TM and TAs. Communication activities including should be stopped until a new connection has been established.

— Sync service: The service enables setting of the time for a TA associated with a TM in TMR. This is useful for time synchronization in a test system with time constraints.

— AddressAllocation service: This service provides functions to allocate addresses for TAs. TM can allocate a unique identification for each TA through this service.

— DeviceStatus service: This service is used for a spontaneous transmission of device status.

Proposal 2: The Test services for IUETF shall contain testing data services (TDSs) and testing management services (TMSs). The conceptual model shall take following factors into account,

· TDSs include EventReport service, EventAck service, Read service, Write service, StartTest service, StopTest service, DataUploading service, DataDownloading service, StartDownAndUploading service, StopDownAndUploading service, ExecuteTesting service, and etc.

· TMSs include Associate service, Abort servic, Sync service, AddressAllocation service, DeviceStatus service, and etc.
3. Conclusion

We provide discussions of an IUE test framework (IUETF) for conformance tests on various IUEs, including a conceptual model and test services.
Proposal 1: The conceptual model of IUETF shall contain TMR, TA and NUT. The conceptual model shall take following factors into account,

· the behaviors of the specific protocol residing in NUT, ATE

· UT should be configured by instructions from TMR
· The test activities of the TMR should be converted into unified services and transferred to the TA
· future-proof.

Proposal 2: The Test services for IUETF shall contain testing data services (TDSs) and testing management services (TMSs). The conceptual model shall take following factors into account,

· TDSs include EventReport service, EventAck service, Read service, Write service, StartTest service, StopTest service, DataUploading service, DataDownloading service, StartDownAndUploading service, StopDownAndUploading service, ExecuteTesting service, and etc.

· TMSs include Associate service, Abort servic, Sync service, AddressAllocation service, DeviceStatus service, and etc.

4. References

[1] ISO/IEC19637 Information technology — Sensor network testing framework

[2] RP-211697, RAN5 agreed non TTCN CR(s) WI UE Conformance Test Aspects - Further NB-IoT enhancements (NB_IOTenh2-UEConTest), RAN5, RAN #93e, Sep.2021.
[3] RP-211697, Revised WID on NR Industrial Internet of Things, Nokia, Nokia Shanghai Bell, Matti Kangas, RAN #93e, Sep.2021.
[4] TS 36.509, Handling of multi-PDNs-configured UEs, 3GPP TR 36.509, May. 2016.
