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<Start of modified section 1>
–	DIRECT LINK SECURITY MODE COMMAND
Table 4.7.4-18: DIRECT LINK SECURITY MODE COMMAND
	Derivation Path: TS 24.587 [54] Table 7.3.13.1.1

	Information Element
	Value/remark
	Comment
	Condition

	DIRECT LINK SECURITY MODE COMMAND message identity
	'0000 1110'B
	
	

	Sequence number
	Not CheckedSet in the test case, increase by 1 when a PC5 signalling message being sent or received
	0~255, uniquely identify a PC5 signalling message being sent or received
	Tx

	
	Incremented by TTCN by 1 for each outgoing new PC5 Signalling message.
	0~255, uniquely identify a PC5 signalling message being sent or received
	Rx

	Selected security algorithms
	'0000 0000'B
	
	

	UE security capabilities
	
	
	

	  Length of UE security capabilities contents
	'02'H
	
	

	  5G-EA algorithms
	'1000 0000'B
	5G-EA0 supported
	

	  5G-IA algorithms
	'1000 0000'B
	5G-IA0 supported
	

	UE PC5 unicast signalling security policy
	
	
	

	  UE PC5 unicast signalling security policy IEI
	'59'H
	
	

	  Signalling integrity protection policy
	'000'B
	Signalling integrity protection not needed
	

	  Signalling ciphering policy
	'000'B
	Signalling ciphering not needed.
	

	Nonce_2
	Not Checked
	
	Tx

	
	Not Present
	
	Rx

	LSBs of KNRP-sess ID
	Not Checked
	
	Tx

	
	Not Present'00'H
	
	Rx

	Key establishment information container
	Not Checked
	
	Tx

	
	Not Present
	
	Rx

	MSBs of KNRP ID
	Not Checked
	
	Tx

	
	Not Present'00'H
	
	Rx



	Condition
	Explanation

	Tx
	UE transmits and NR-SS-UE receives

	Rx
	UE receives and NR-SS-UE transmits



<End of modified section 1>
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