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<Start of first modified section>
[bookmark: _Toc27404842][bookmark: _Toc36029309][bookmark: _Toc51831581][bookmark: _Toc75892370][bookmark: _Toc75977256]4.2.5.1	IPsec
IPsec involves security policy database (SPD) and security association database (SAD) (Ref. RFC4301). The entries in the databases are configured with security parameters by ASPs at the IPsec_CTRL port.
NOTE:	IPsec is not directly associated to a given socket but IPsec is applied to IP packets matching a configured security association.  configuration of IPsec in general is independent of the existence of sockets but typically the IPsec configuration is done just before establishment of a corresponding socket.
The SS shall cleanup all IPsec database entries which has been setup by TTCN during a test case at the end of the test case independent of how the test case terminates (normal termination, run-time error etc.)
[bookmark: _Toc27404843][bookmark: _Toc36029310][bookmark: _Toc51831582][bookmark: _Toc75892371][bookmark: _Toc75977257]4.2.5.1.1	Security Association
NOTE:	Within this clause SA is used as abbreviation of ‘Security Association’ (i.e. not as abbreviation for ‘System Adaptor’ as usual) 
During the IMS signalling handling two pairs of SAs consisting of four unidirectional SAs will be used, one pair of SAs (SA2 and SA4) is between the server port of UE and the client port of the SS, another pair of SAs (SA1 and SA3) is between the client port of UE and the server port of the SS, see figure 4.2.5.2.3.1-1.

Figure 4.2.5.2.3.1-1 Two pairs of SAs

SA1 used for data flow from port_uc to port_ps is an inbound SA for protected server port of P-CSCF, its Security Parameter Index spi_ps is selected by P-CSCF (IMS Registration/Authentication function in IP_PTC) and presented in 401 Unauthorised; SA2 used for data flow from port_pc to port_us is an inbound SA for protected server port of UE, its Security Parameter Index spi_us is selected by UE and presented in initial REGISTER message; SA3 used for data flow from port_ps to port_uc is an inbound SA for protected client port of UE, its Security Parameter Index spi_uc is selected by UE and presented in initial REGISTER message; SA4 used for data flow from port_us to port_pc via an inbound SA for client port of P-CSCF, its Security Parameter Index spi_pc is selected by P-CSCF (IMS Registration/Authentication function in IP_PTC) and presented in 401 Unauthorised message. The pair of SA1 and SA3 is for bidirectional traffic between port_uc and port_ps. The pair of SA2 and SA4 is for bidirectional traffic between port_pc and port_us. Those four spi_xx and other security parameters are negotiated during security association set up procedure and shall be passed to IPsec protocol layer in the SS. See "SAD and SPD" and clause 7.2 of TS 33.203 [41].
These four unidirectional SA and relevant ports are shared by TCP and UDP. TCP transport will use all four SAs, UDP transport uses only two SAs, because there is no traffic from port_ps to port_uc, nor from port_us to port_pc. Figure 4.2.5.2.3.1-2 shows the usage of ports and SAs under UDP and TCP transport in a generic registration procedure (see clause C.2 of TS 34.229-1 [40]).



Figure 4.2.5.2.3.1-2: Usage of ports and SAs in UDP and TCP transport

[bookmark: _Toc21353996][bookmark: _Toc27749615][bookmark: _Toc21353781][bookmark: _Toc27749399][bookmark: _Toc21353968][bookmark: _Toc27749587][bookmark: _Toc21353768][bookmark: _Toc27749386]<End of modified section>
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