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2. Reset NAS counts before sending SECURITY MODE COMMAND.
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1. [bookmark: _Toc122434485][bookmark: _Toc85748457]Overview
This document lists all the changes needed to correct issues in the ATS iWD-TTCN3-B2020-09_D21wk37 related to the title of this CR.
Contact:	Shaun Harry
	shaun.harry@keysight.com
1. [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc85748458]Corrections required
1. [bookmark: _Toc30685521][bookmark: _Toc85748459]Change 1
	Function name
	f_TC_9_3_1_2_NR5GC

	Reason for change
	The current implementation to check the specific message contents of REGISTRATION REQUEST from GMM mobility info after the call to f_NR5GC_PreambleReject () always gives a run-time error, because the stored information is cleared during the function f_NR_UE_DeRegisterOnSwitchOff ()

	Summary of change
	Remove the call to f_NR5GC_PreambleReject ()  and bring the preamble signalling into the test case so that the specific message contents of REGISTRATION REQUEST can be checked before sending REGISTRATION REJECT  

	TTCN module
	Mobility_Registration_NR5GC_NR

	MCC160 Comment
	



Before Change
	function f_TC_9_3_1_2_NR5GC() runs on NR5GC_PTC
  { //Mobility Registration Update / Single-registration mode with N26 / 5GMM-IDLE / EPC to 5GC
  
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_RadioBearerId_Type v_SRB;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var template bitstring v_PatterncIoT_V2X := (? length (2) & '1'B & ? length (5));
    f_NR5GC_IRAT_Init(NR_6);

    //Create and configure cell
    f_NR_CellConfig_Def(v_NGC_NASCellA);
    
    // @sic R5-205142 sic@
    f_NR5GC_PreambleReject (v_NGC_NASCellA, tsc_EmmCause_IllegalUe);

    // @sic R5-216185 sic@
    // Now check specific message contents
    
    v_GMM_MobilityInfo := f_NR5GC_MobileInfo_GetGMM_MobilityInfo();
    if (match(v_GMM_MobilityInfo.GMMCap.s1Cap, '1'B) and match(v_GMM_MobilityInfo.S1NwkCap.cIoT_V2X, v_PatterncIoT_V2X)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "EUTRA and NR Capability, Preamble");
    } else {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "EUTRA and NR Capability, Preamble");
    }

    // Turn power off
    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);
    // Now tell EUTRA to attach
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger("Preamble"));
    // First pass capability info to EUTRA
    f_NR5GC_IRAT_UECapabilityTransfer(v_NGC_NASCellA);
    // Wait until UE has attached on EUTRA
    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA, "Preamble");

    f_NR_TestBody_Set(true);

    v_SRB := fl_TC_9_3_1_2_NR5GC_TestBody();

    f_NR_TestBody_Set(false);

    f_NR_Postamble(v_NGC_NASCellA, STATE_CONNECTED_3A, v_SRB); // @sic R5s200379, R5s201005 sic@ sic@
    
    // Now tell EUTRA test is finished
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger("Postamble"));
  }	



After Change
	  function f_TC_9_3_1_2_NR5GC() runs on NR5GC_PTC
  { //Mobility Registration Update / Single-registration mode with N26 / 5GMM-IDLE / EPC to 5GC
  
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_RadioBearerId_Type v_SRB;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var template bitstring v_PatterncIoT_V2X := (? length (2) & '1'B & ? length (5));
    
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var PLMN_Identity v_ASN_PLMN;
    var NAS_PlmnId v_PLMN;
    
    f_NR5GC_IRAT_Init(NR_6);

    //Create and configure cell
    f_NR_CellConfig_Def(v_NGC_NASCellA);
    
    v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    
    v_ReceivedMsg := f_NR5GC_Preamble_Steps1_4(v_NGC_NASCellA); 
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
          
    // Do Authentication and SMC
    f_NR5GC_RRC_Idle_Steps5_9_AKA (v_GMM_MobilityInfo, v_NGC_NASCellA, v_ReceivedMsg, v_PLMN, Initial_NoSecurity);

    // @sic R5-216185 sic@
    // Now check specific message contents
    if (match(v_GMM_MobilityInfo.GMMCap.s1Cap, '1'B) and match(v_GMM_MobilityInfo.S1NwkCap.cIoT_V2X, v_PatterncIoT_V2X)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "EUTRA and NR Capability, Preamble");
    } else {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "EUTRA and NR Capability, Preamble");
    }

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1, 
                                   cs_TimingInfo_Now,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause(omit, tsc_EmmCause_IllegalUe))))); 
    f_NR_RRCRelease (v_NGC_NASCellA);
    f_NR_UE_DeRegisterOnSwitchOff(v_NGC_NASCellA, STATE_DEREGISTERED);
   

    // Turn power off
    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);
    // Now tell EUTRA to attach
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger("Preamble"));
    // First pass capability info to EUTRA
    f_NR5GC_IRAT_UECapabilityTransfer(v_NGC_NASCellA);
    // Wait until UE has attached on EUTRA
    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA, "Preamble");

    f_NR_TestBody_Set(true);

    v_SRB := fl_TC_9_3_1_2_NR5GC_TestBody();

    f_NR_TestBody_Set(false);

    f_NR_Postamble(v_NGC_NASCellA, STATE_CONNECTED_3A, v_SRB); // @sic R5s200379, R5s201005 sic@ sic@
    
    // Now tell EUTRA test is finished
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Trigger("Postamble"));
  }




1. [bookmark: _Toc62217288][bookmark: _Toc85748460]Change 2
	Function name
	fl_TC_9_3_1_2_NR5GC_TestBody

	Reason for change
	Upon updating the security from the mapped context received from EUTRA, the DL NAS count need to be reset in order to successfully calculate the MAC-I for the Security Mode Command message.

	Summary of change
	Reset NAS counts before sending SECURITY MODE COMMAND.

Note : This is the original proposed change 1 from R5s210446. The solution implemented in 21wk37, to set both NAS counts to 0 in f_NR5GC_MappedContextFromS1_InitNAS() does not work because the next DL message is then sent with count value 1. If we reset the NAS count (send NG_NAS_SecurityStart_Req with NasCountReset = true), the NG NAS EMU resets the count to the maximum value, so that it will send the following DL message with count 0 (see the comment in f_NasCountInit())

	TTCN module
	Mobility_Registration_NR5GC_NR.ttcn

	MCC160 Comment
	



Before Change
     function fl_TC_9_3_1_2_NR5GC_TestBody() runs on NR5GC_PTC return NR_RadioBearerId_Type
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_RadioBearerId_Type v_SRB;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var NG_NAS_UL_Pdu_Type v_NASMsg;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;
    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti; // @sic R5s201060 sic@
    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var boolean v_Result;
    var NasCount_Type v_NasCountUL;

    //@siclog "Step 1" siclog@
    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    //@siclog "Step 2" siclog@
    // Steps 1 - 3
    // RRC Connection Setup
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));
    v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security(EUTRA);        // @sic R5-205142 sic@
    v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(EUTRA); // @sic R5s201060 sic@
    v_NASMsg := v_ReceivedMsg.Pdu;  // @sic R5s210359 sic@  Store original Registration Request
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo,
                                           v_ReceivedMsg.Pdu,
                                           Mobility,
                                           f_NR_Convert_CoOrdTo5G_GUTI(v_CoOrd_Guti, omit), // @sic R5s201060 sic@
                                           '111'B,
                                           '?'B,
                                           omit,
                                           omit,
                                           ?,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           cr_UEStatus_S1,
                                           -,
                                           omit,
                                           omit,
                                           omit,
                                           ?,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit)) {  // @sic R5-206290, R5-211404 sic@
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
    // Send TAU Req for checking in EUTRA
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_OctetData(v_ReceivedMsg.Pdu.Msg.registration_Request.epsMessage.epsMsg, "TAUReq"));
       
    // derive 5G parameters from values received from EUTRA
    f_NR5GC_MappedContextFromS1_InitNAS (v_SecurityRx, false);  // @sic R5s210078 sic@

    // Do NAS Security Mode procedure
    v_SecurityParams := f_NR5GC_Security_Get();

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Initial_NoSecurity,   // @sic R5s210078 sic@
                                               v_GMM_MobilityInfo);
                                               
    // Mapped security context with Kasme @sic R5-205142 sic@
    v_MsgToSend.security_Mode_Command.ngNasKSI := cs_NAS_KeySetIdentifier_lv(v_SecurityRx.KSI, tsc_NasKsi_MappedSecurityContext);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;
    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_NoSecurity);  // @sic R5s210078 sic@
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    if (not v_Result) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");
    }
    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s210359 sic@
      // Check updated Registration Request and update v_GMM_MobilityInfo
      v_NASMsg.PiggybackedPduList[0].Msg := v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg;
      v_NASMsg.PiggybackedPduList[0].PiggybackedPduList := omit;
      if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_NASMsg, Mobility)) {  // @sic R5s210446 sic@
        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Replayed Registration Request Message Failed");
      }
    }
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);

    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA,v_NasCountUL);
    
    f_NR5GC_MobilityRegistration_Steps4_6(v_NGC_NASCellA, v_GMM_MobilityInfo, - , -, noRrcConnectionRelease, cs_NG_NetworkFeatureSupport_Def);

    // @sic R5-205142 sic@ Now finish the procedure
    v_SRB := f_NR5GC_IRAT_S1ToN1_Steps14(v_NGC_NASCellA, noRrcConnectionRelease);
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2");
    // @sic R5s201005 sic@
    return v_SRB;
  }
After Change

…
import from NG_NasEmu_CtrlFunctions all; 
…    


  function fl_TC_9_3_1_2_NR5GC_TestBody() runs on NR5GC_PTC return NR_RadioBearerId_Type
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_RadioBearerId_Type v_SRB;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var NG_NAS_UL_Pdu_Type v_NASMsg;
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;
    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti; // @sic R5s201060 sic@
    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var boolean v_Result;
    var NasCount_Type v_NasCountUL;

    //@siclog "Step 1" siclog@
    f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

    //@siclog "Step 2" siclog@
    // Steps 1 - 3
    // RRC Connection Setup
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));
    v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security(EUTRA);        // @sic R5-205142 sic@
    v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(EUTRA); // @sic R5s201060 sic@
    v_NASMsg := v_ReceivedMsg.Pdu;  // @sic R5s210359 sic@  Store original Registration Request
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo,
                                           v_ReceivedMsg.Pdu,
                                           Mobility,
                                           f_NR_Convert_CoOrdTo5G_GUTI(v_CoOrd_Guti, omit), // @sic R5s201060 sic@
                                           '111'B,
                                           '?'B,
                                           omit,
                                           omit,
                                           ?,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           cr_UEStatus_S1,
                                           -,
                                           omit,
                                           omit,
                                           omit,
                                           ?,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit,
                                           omit)) {  // @sic R5-206290, R5-211404 sic@
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }
    // Send TAU Req for checking in EUTRA
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_OctetData(v_ReceivedMsg.Pdu.Msg.registration_Request.epsMessage.epsMsg, "TAUReq"));
       
    // derive 5G parameters from values received from EUTRA
    f_NR5GC_MappedContextFromS1_InitNAS (v_SecurityRx, false);  // @sic R5s210078 sic@

    // Do NAS Security Mode procedure
    v_SecurityParams := f_NR5GC_Security_Get();
    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */ //ADDED

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,
                                               Initial_NoSecurity,   // @sic R5s210078 sic@
                                               v_GMM_MobilityInfo);
                                               
    // Mapped security context with Kasme @sic R5-205142 sic@
    v_MsgToSend.security_Mode_Command.ngNasKSI := cs_NAS_KeySetIdentifier_lv(v_SecurityRx.KSI, tsc_NasKsi_MappedSecurityContext);
    // send SECURITY MODE COMMAND
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;
    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_NoSecurity);  // @sic R5s210078 sic@
    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;
    if (not v_Result) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");
    }
    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s210359 sic@
      // Check updated Registration Request and update v_GMM_MobilityInfo
      v_NASMsg.PiggybackedPduList[0].Msg := v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg;
      v_NASMsg.PiggybackedPduList[0].PiggybackedPduList := omit;
      if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_NASMsg, Mobility)) {  // @sic R5s210446 sic@
        f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Replayed Registration Request Message Failed");
      }
    }
    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo);

    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA,v_NasCountUL);
    
    f_NR5GC_MobilityRegistration_Steps4_6(v_NGC_NASCellA, v_GMM_MobilityInfo, - , -, noRrcConnectionRelease, cs_NG_NetworkFeatureSupport_Def);

    // @sic R5-205142 sic@ Now finish the procedure
    v_SRB := f_NR5GC_IRAT_S1ToN1_Steps14(v_NGC_NASCellA, noRrcConnectionRelease);
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 2");
    // @sic R5s201005 sic@
    return v_SRB;
  }

