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<Start of modified section 1>
[bookmark: _Toc43210180][bookmark: _Toc51948406][bookmark: _Toc52162479][bookmark: _Toc60916065][bookmark: _Toc68197379][bookmark: _Toc75880628][bookmark: _Toc84254326][bookmark: _Toc84259155]6.7	Authentication / MAC Parameter Invalid / Only two consecutive invalid challenges / 5GS
…
[bookmark: _Toc43210185][bookmark: _Toc51948411][bookmark: _Toc52162484][bookmark: _Toc60916070]6.7.3.2	Test procedure sequence
Table 6.7.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	
	
	
	

	2
	UE sends initial registration for IMS services.
	-->
	REGISTER
	
	

	3
	SS responds with an invalid AKAv1-MD5 authentication challenge with an invalid MAC value.
	<--
	401 Unauthorized
	
	

	4
	Check: does the UE send a REGISTER request:
- contains no AUTS directive and an empty response directive, i.e. no authentication challenge response 
- UE populates a new Security-Client header set to specify the security mechanism it supports, the IPsec layer algorithms it supports and the parameters needed for the new security association setup
	-->
	REGISTER
	1
	P

	5
	SS responds with an invalid AKAv1-MD5 authentication challenge with an invalid MAC value.
	<--
	401 Unauthorized
	
	

	6
	Check: does the UE send another REGISTER request:
- contains no AUTS directive and an empty response directive, i.e. no authentication challenge response
- UE populates a new Security-Client header set to specify the security mechanism it supports, the IPsec layer algorithms it supports and the parameters needed for the new security association setup 
	-->
	REGISTER
	2
	P

	7
	Void
	
	
	
	

	8
	Void
	
	
	
	

	9-1615
	Steps 2-8 from Clause A.2 are performed.
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