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Introduction
[bookmark: _Hlk73960613]Enhanced reliability and functional safety communication is an important topic for multiple verticals, i.e., including automotive, industrial communication, railway application, etc.. As described earlier in [12], functional safety can be achieved by consider working with the international safety standards, wherein safety requirements for different domains are regulated by standardization norms, i.e., [1-4]. On the top of the functional safety norms, IEC 61508 introduces concept for transferring safety data via communication channels. When safe data is transmitted, the failure measure (such as the error rate/packet drops) of the communication process need to be precisely measured. For example, the communication process should be able to estimate reliably the threats like: transmission errors, repetitions, deletion, insertion, resequencing, corruption, and delay. Thus, the Norm IEC 61508 introduces two main concepts of communication channels required for transmission of safety data (see Figure 1 for more details)[Note1]:
· “controllable channel” concept, which requires all the channel component and/or communication layer/sub-layer to comply with IEC 61508. Hence, the evaluation of the threats and channel errors are conducted reliably in this communication procedure.
·  “open channel” concept, where parts of the communication channel are not designed or validated according to the IEC 61508. However, a safety layer and an interface is designed in the elements subject to IEC 61508 compliance. Therefore, threat evaluation is done reliably in compliant upper layers based on the availability of the open channel. 
Even though it more compliant to safety requirements, we fully understand that the “controllable channel” is very difficult to achieve and/or not even feasible in wireless communication systems. The “open” channel, on the one hand, is easiest selection that minimizes the impact on communication standardization. On the other hand, open channel is not transparent enough to safety layers and is not adapted according to functional safety integrity levels (SIL). As a compromise, we may investigate and study the feasibility of  a “grey” or quasi-functional-safe-aware channel concept, which allows qualifying channel links for safe communication, predict failures accurately, and allow proactive monitoring/feedback to adapt either transmission rate or assessment of fail-safe reliably through standardized interface. We also believe that the “open channel” concept is not fully utilizing 5G NR capabilities in order to fulfil safety requirements. For example, safety communication layers or safety procedures in upper layer may efficiently utilize NR packet duplication, enhanced HARQ/ARQ mechanism, cyclic communication (e.g., CG/SPS), and communication service availability (e.g., survival time**/burst distribution). Nevertheless, the latter was introduced to IIoT discussions in Rel-17 as a RAN2-led WI objective [8], which was a very good start towards functional safety communication and enhanced reliability based on few TSC parameters.
In 3GPP SA work groups, SA1 have studied the requirements of functional safety in [5] and further specification of the communication service availability, other QoS metrics to evaluate the “open channel” quality, and their relations are specified in  [6], e.g., end-to-end latency, survival time, burst, and transfer interval definition and their relation. Additionally, SA2 have specified multiple time sensitive communication Assistance Information (TSCAI) in [14]. 
In this document, we propose updated views compared to [12] on a possible RAN2/1 SI in Rel-18 that considers further enhancement to TSC as concluded in [13]. Initially, we may study possible adaptation of selected L2/L1 procedures to assist the functional safety mechanisms in upper layers. Further discussions and proposals are considered in the following sections.
[bookmark: _Hlk81863107][Note 1]: It is important note that the terminologies “black” and “white” channel concepts, i.e., referred to from [1-4] and [9,10], need to be adapted to 3GPP non-inclusive language and terminologies. For example, “black” channel can be: “open channel” and “white” channel can be: “controllable channel”.


Figure 1: “Open” and “controllable” channel concepts for functional safety with a proposal for a “grey” channel concept as a compromise depicted in [13].
Background on functional safety communication for verticals
A communication system is considered as part of a safety system if the application involves transmission of information between different locations. For a communication system to be safe, it must be proven and compliant to domain-specific safety standards. For example, automotive has to be compliant to ISO 26262 [2], industrial automation (fieldbus and wireless) to IEC 61784-3 [3], and railway application in [4]. As mentioned above, the IEC 61508 [1] introduces different mechanism to reliably transfer safe data via a communication system, where these mechanisms are considered in the norms [2-4]. In [1], four safety integrity levels (SIL) were introduced for specifying the target level of safety required to be implemented. Later, each vertical re-defined these SIL values according to its safety procedure, e.g., automotive configured/derived from the first 3 of SIL values 4 different Automotive SIL (ASIL), namely A, B, C, and D [2]. With the “open” communication channel concept, these integrity levels are not taking any role in preparing, transmitting, and monitoring the reception of a safe message. 
3GPP SA1 studied the impact of open channel and possible functional safety requirements in [5, 6]. Additionally, industrials Fora, e.g., 5G-ACIA and 5GAA, consider also defining the need for functional safe communication and how to make it possible for their vertical domain using a 5G RAN. In the following we summaries their finding
Safe and time sensitive communication in 3GPP
3GPP SA adapted the concept that safety protocols are designed to be independent of the characteristics of the underlying transmission channel. The transmission rate, the physical characteristics of the transmission media (wired/wireless) and any mechanisms for error mitigation and error detection in the transmission protocol are considered as an open channel. This approach does not require a safety assessment of the individual communication paths of the system. Nevertheless, reliable wireless transmission is necessary which is designed, according to NR requirements, based on the required QoS values (according to Time Sensitive Communication Assistance Information (TSCAI) given in [14]). This means functional safety protocols needs only to specify the necessary requirements on the wireless communication such as latency and transfer interval (see Table 5.8.6-1, use case scenario on emergency stop [5]). However, functional safety protocols may specify further requirements on the top of QoS values which is not going to be considered by the RAN, e.g., when a communication path failure requires functional safety application to stop. On the later, SA1 introduced survival time and other metrics to evaluate the overall system performance of data transmission (e.g., failure/delays) between predefined communication service interfaces (CSIF) as depicted in Figure 2 [6].
[image: ]
Figure 2: Network performance measurements at different communication system interfaces (CSIF) [6]
For automotive, 3GPP considered the need to be able to provide means to prioritize transmission of messages according to their type (e.g. safety vs. non-safety) [7]; however, without more identification in lower communication layers. In Rel-16 support for V2X scenario [8], SA1 introduces including transport layer support for both safety and non-safety V2X scenarios, where the safety-related V2X scenarios are, e.g., automated driving, vehicle platooning, and other advanced use cases.
During the RAN approval for Rel-17 WIs, it was agreed that IIoT considers enhancements based on new possible QoS parameters evaluating the survival time as defined and Communication service availability (CSA) as in SA1 [6] and specified in [14] (known as TSCAI). Hence, Rel-17 considers the impact on RAN2 to introduce survival time/burst distribution to evaluate such a TSCAI metric. However, the impact on L1 or possible enhancements for main RAN functionalities, e.g., HARQ, configured grants, radio-link monitoring, different TX/RX triggering mechanisms, different TSCAI parameters, etc. may not be fully supported due to time limitation. We believe this is a right direction towards functional safety-aware RAN, which we need more consideration and further studying.
5G Safe communication in industrial Fora
Towards functional safety, 5G-ACIA spent some discussions on machine safety and functional safety requirements including their impact on the 5G RAN. In [9], functional safety was considered as one of the  most crucial  aspects  in  the  operation  of  industrial  sites, which could be achieved by implementing functional safety (e.g. based on suitable safety protocols) as a native network service. This definitely ensures better safety provisioning.  In order to allow for proper 5G operation in an industrial automation site conducting functional safety, 5G-ACIA proposes [9, sec. 2.2] that safety design should determine the target safety level, e.g., SIL, and the range of hazardous in the setup. According to these determined target values, i.e. SIL and hazards range, safety measures can be developed for and used by 5G. In order to focus on Rel-16/17 development at 3GPP RAN WGs, 5G-ACIA updated this vision slightly and suggested to have the 5G communication system as a “open channel” [10, sec. 5.6.1]. Even though this concept may not require 3GPP in Rel-17 to implement functional safety standards, but they mentioned that 5G should be capable of supporting functional/machine safety in production systems [10], e.g., by considering CSA as discussed before.
Similarly, 5GAA also released a report in [11] about safety treatment in connected/autonomous driving functions. In this report, a compromise approach is proposed, which considers the communication channel being not a purely “open” channel but provides control plane interfaces to reliably inform its state [11, sec. 7.2]. The report also focuses on information that can be reported to safety application (e.g., a monitoring functions) from such a “grey”/ functional-safety-aware channel.
Accordingly, we prefer to study 5GAA compromise approach considering a “grey”/ functional-safety-aware channel option for enhanced reliability and functional safety communication in different verticals.
Further study of enhanced reliability for safe communication in IIoT/V2X
Motivation
Multiple verticals may support functional safety integration in 5G-Advanced specification, e.g., automotive and industrial IoT (IIoT). SA1 has studied and specified requirements for, at least, automotive and industrial automation functional safety related use cases. SA1 also introduced possible enablers for 5G system supporting functional safety, e.g., CSA, survival time, etc.. SA2 specified TSCAI including possible TSC parameters for Functional Safety communication. Additionally, industrial fora discussed their need for supporting functional safety requirements in the 5G network. In our view, multiple lower layer procedures may be easily adaptation or new QoS parameters can be introduced to enable the so called “grey channel” concept with minimum specification impact. 
Objects and proposals for studying enhanced reliability for safe communication in IIoT/V2X 
In order to enhance the transmission of functional safety related data in 5G-Advanced, different TSC requirements need to be considered at the lower layers[Note2]. Reporting and proactively monitoring new and existing QoS parameters needs to be conducted via, e.g., monitoring varying latency/transfer time, loss of communication (e.g., survival time, HARQ mechanism, etc.), insufficient throughput (e.g., enhancements to MCS selection), etc.. We propose to study following and then specify if deemed feasible and beneficial for Uu and Sidelink based on the email discussion summary in [13].
Possible Study objectives for RAN-Assisted FuSa in Rel-18:
Enhance radio link monitoring
1. General (Uu and SL):
a. Study reporting of survival time to upper layers (if any, which information to convey and how)
b. Enhance radio link monitoring for reliable Uu (UL/DL) and SL, e.g.:
· study survival time heartbeat monitoring option (TX/RX)
c. Study possible RX-UE (DL) Survival time triggering mechanism:
d. Study how and identify reporting options those parameters to upper layers[Note2]
2. For support of RAN-Assisted FuSa communication in Sidelink:
a. Extend survival time to Sidelink, hence: study it in a general SL enhanced or together with IIoT-SL
b. Study Survival time for different SL cast types (unicast, groupcast, and broadcast) and different HARQ options
c. Study possibilities to enhance survival time utilizing inter-UE assisting information
d. Study possible SL RX-UE / SL TX-UE Survival time triggering mechanism for SL
3. For RAN-Assisted FuSa communication in Uu (Further enhancements):
a. Further enhance QoS parameter for TSC on the top of Rel-17 IIoT (e.g., existing discussion in RAN2)
b. Extend the analysis in RAN to aperiodic-deterministic traffic in addition to periodic-deterministic in Rel17 (as defined in SA1 TS 22.104)
c. Study further QoS Parameters on the top of Rel-17, e.g., CSA, CSR, burst spread, etc.

[Note 2]: possible interfaces for conveying/reporting the functional safety monitoring parameters and possible functional safety identifiers (e.g., survival time heartbeats) may need further discussions in SA2.
Conclusion
[bookmark: _Ref55091672]Propose studying a RAN-assisted enhanced reliability for safe communication in IIoT/V2X as mentioned in Chapter 3 – Section 3.2.1 in this document.
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