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1 Introduction
In NR having much wider bandwidth in high frequency bands, the data structure was designed to support the NR target for peak data rate, i.e. 20Gbps for downlink and 10Gbps for uplink, which allows pre-processing before the reception of UL grant and enable the application of HWA, which has the fixed-sized L2 headers per PDCP Service Data Unit (SDU) in most cases. 
However, in reality, it is expected that tremendous number of L2 headers with the NR data structure cause processing bottleneck. For example, 1.6 million of L2 headers should be processed per second to support the NR target for DL peak data rate. Moreover, support of User Plane Integrity Protection (UPIP) at any data rate became a mandatory feature to support secure communication in the late stage of Release 16 of NR, which also incur significant performance degradation on data processing.
In this contribution, we can discuss the user plane enhancement to resolve such concerns.
2  Discussion
2.1 NR data structure
The NR data structure adopted from Release 15 onwards is shown in Fig. 1. The NR systems use a very simple data structure at the cost of header overhead, which eases implementation and enables fast hardware processing by hardware accelerators operated in modem engine. 
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Fig. 1. NR data structure.

To be more specific, the L2 headers and 4byte Message Authentication Code-Integrity (MAC-I) derived from UPIP (User  Plane Integrity Protection) are added for each PDCP SDU, which can be pre-processed regardless of the reception of UL grant. However, this PDCP SDU based processing ends up with tremendous number of L2 header (PDCP/RLC/MAC header) at high data rates, which cause processing burden because the number of L2 headers is directly related to the number of RLC and PDCP Sequence Numbers (SN) impinging the complexity of window management as well as their header parsing complexity.
Observation 1. The NR data structure causes tremendous number of L2 header at high data rates, which increases the complexity of data processing. 

In PDCP layer, the UPIP (User Plane Integrity Protection) is performed by applying the cryptographic algorithm to the user plane data. However, such symmetric cryptographic algorithm requires extremely compute-intensive operations, which incur significant performance degradation on data processing. In this reason, Release 15 NR restricted the usage of UPIP up to 64Kbps [1]. However, the UPIP shall be supported at any data rate from Release 16 onwards, which is expected to be one of the critical bottlenecks for the scenarios supporting very high data rates.
Observation 2. The user plane integrity protection incurs significant performance degradation on NR data processing

Due to the maximum size (i.e. 1500 byte) supported by Ethernet protocol widely used in local area networks (LAN), the practical size of most PDCP SDUs is equal to or smaller than 1500 byte while the NR modem including hardware engines shall support the size of 9000 byte according to standard specification [2]. In this regard, the capacity of modem engine per invocation is not fully used, i.e. inefficient. 
Observation 3. The efficiency of NR data processing needs to be improved. 
2.2 High-speed Packetization
It is well known that the cryptographic algorithm (e.g. AES algorithm) for UPIP theoretically has a linear time complexity with the input size and the dominant contributor about the processing time is the initialization and security key setup time for the range of small data, e.g. about 16 bytes ~ 8192 bytes. In this regard, the performance of cryptographic processing can be enhanced by increasing the input size due to its linearity. For example, the initialization and key setup time can be significantly reduced by one-shot execution per multiple PDCP SDUs as shown in Fig. 2 while the NR data structure explained in Fig. 1 requires one initialization and security key setup time per PDCP SDU. Such enhancement can be simply done by PDCP concatenation in PDCP layer, which also reduces the number of L2 headers significantly. 
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Fig. 2. Proposed data structure for Rel-18
Based on the previous observations, we think that the legacy user plane protocols should be enhanced to support high data rates in Rel-18 timeframe and this topic should not be postponed to the later releases, considering the actual implementation timeline.

Proposal. RAN consider user plane enhancements (i.e. PDCP concatenation) in Rel-18.
3 Conclusion

In this contribution, we provide our view on High-speed packetization for user plane enhancements to discuss the following proposal:

Proposal. RAN consider user plane enhancements (i.e. PDCP concatenation) in Rel-18.
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