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9.1.11.2.1	Test Purpose (TP)
(1)
with { UE in Automatic SNPN selection mode and a and SNPN cell is available for which an entry exists in the "list of subscriber data" and the UE in 5GMM-REGISTERED-INITIATED state }
ensure that {
  when { the SS sends a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value #75 (Permanently not authorized for this SNPN) }
then { the UE deletes any 5G-GUTI, last visited registered TAI and ngKSI, and store the SNPN identity in the "permanently forbidden SNPNs" }
      }

(2)
with { the UE is in 5GMM-DEREGISTERED.PLMN-SEARCH state }
ensure that {
  when { User manually selects the SNPN cell which belongs to the "permanently forbidden SNPNs" list }
then { the UE attempts registration on the SNPN cell }
      }


9.1.11.2.2	Conformance requirements
References: The conformance requirements covered in the current TC are specified in: TS 24.501 clauses 5.5.1.2.5, 5.1.3.2.1, 5.1.3.2.2, TS 23.122 clause 4.9.3.0. Unless otherwise stated these are Rel-16 requirements.
[bookmark: OLE_LINK22][bookmark: OLE_LINK19][TS 24.501, clause 5.5.1.2.5]
If the initial registration request cannot be accepted by the network, the AMF shall send a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value.
If the initial registration request is rejected due to general NAS level mobility management congestion control, the network shall set the 5GMM cause value to #22 "congestion" and assign a back-off timer T3346.
The UE shall take the following actions depending on the 5GMM cause value received in the REGISTRATION REJECT message.
…
#75	(Permanently not authorized for this SNPN).
	5GMM cause #75 is only applicable when received from a cell belonging to an SNPN with a globally-unique SNPN identity. 5GMM cause #75 received from a cell not belonging to an SNPN or a cell belonging to an SNPN with a non-globally-unique SNPN identity is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.5.1.2.7.
	The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall reset the registration attempt counter and store the SNPN identity in the "permanently forbidden SNPNs" list for the specific access type for which the message was received and, if the UE supports access to an SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data" or the selected PLMN subscription. If the registration request is not for onboarding services in SNPN, the UE shall enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform an SNPN selection according to 3GPP TS 23.122 [5]. If the registration request is for onboarding services in SNPN, the UE shall enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform an SNPN selection for onboarding services according to 3GPP TS 23.122 [5]. If the message has been successfully integrity checked by the NAS, the UE shall set the SNPN-specific attempt counter for 3GPP access and the SNPN-specific attempt counter for non-3GPP access for the current SNPN to the UE implementation-specific maximum value.
	If the message has been successfully integrity checked by the NAS and the UE also supports the registration procedure over the other access to the same SNPN, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.
NOTE 6:	When 5GMM cause #75 is received over 3GPP access, the term "other access" in "the UE also supports the registration procedure over the other access to the same SNPN" is used to express access to SNPN services via a PLMN.
…
[TS 24.501, clause 5.1.3.2.1.3.5]
The substate 5GMM-DEREGISTERED.PLMN-SEARCH is chosen in the UE, if the UE is searching for PLMNs or SNPNs. This substate is left either when a cell has been selected (the new substate is NORMAL-SERVICE or LIMITED-SERVICE) or when it has been concluded that no cell is available at the moment (the new substate is NO-CELL-AVAILABLE).
This substate is not applicable to non-3GPP access.
[TS 24.501, clause 5.1.3.2.2]
In order to describe the detailed UE behaviour, the 5GS update (5U) status pertaining to a specific subscriber is defined.
If the UE is not operating in SNPN access operation mode (see 3GPP TS 23.501 [8]), the 5GS update status is stored in a non-volatile memory in the USIM if the corresponding file is present in the USIM, else in the non-volatile memory in the ME, as described in annex C.
If the UE is operating in SNPN access operation mode, the 5GS update status for each SNPN whose SNPN identity is included in the "list of subscriber data" configured in the ME (see 3GPP TS 23.122 [5]) is stored in the non-volatile memory in the ME as described in annex C.
The 5GS update status value is changed only after the execution of a registration, network-initiated de-registration, 5GS based primary authentication and key agreement, service request, paging procedure or due to change in TAI which does not belong to the current registration area while T3346 is running.
5U1: UPDATED
	The last registration attempt was successful.
5U2: NOT UPDATED
	The last registration attempt failed procedurally, e.g. no response or reject message was received from the AMF.
5U3: ROAMING NOT ALLOWED
	The last registration, service request, or registration for mobility or periodic registration update attempt was correctly performed, but the answer from the AMF was negative (because of roaming or subscription restrictions).
[TS 23.122, clause 4.9.3.0]
The ME is configured with a "list of subscriber data" containing zero or more entries. Each entry of the "list of subscriber data" consists of:
… The MS shall add an SNPN to the list of "permanently forbidden SNPNs" which is, if the MS supports access to an SNPN using credentials from a credentials holder, associated with the selected entry of the "list of subscriber data" or the selected PLMN subscription, if a message with cause value #75 "Permanently not authorized for this SNPN" (see 3GPP TS 24.501 [64]) is received by the MS in response to an LR request from the SNPN.
The MS shall remove an SNPN from the list of "permanently forbidden SNPNs" which is, if the MS supports access to an SNPN using credentials from a credentials holder, associated with the selected entry of the "list of subscriber data" or the selected PLMN subscription, if:
a)	there is a successful LR after a subsequent manual selection of the SNPN;
b)	the MS is configured to use timer T3245 and timer T3245 expires;
c)	the MS is not configured to use timer T3245, the timer T3247 expires and the value of the SNPN-specific attempt counter for that SNPN is less than the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64] ;
d)	an entry of the "list of subscriber data" with the subscribed SNPN identity identifying the SNPN is updated or the USIM is removed if: 
-	EAP based primary authentication and key agreement procedure using EAP-AKA'; or
-	5G AKA based primary authentication and key agreement procedure;
	was performed in the selected SNPN; or
e)	the selected entry of the "list of subscriber data" is updated or USIM is removed for the selected PLMN subscription.
9.1.11.2.3	Test description
9.1.11.2.3.1	Pre-test conditions
System Simulator:
-	SNPN cell NGC Cell A is configured according to Table 6.3.2.2-2 broadcasting globally-unique SNPN IDs as per Table 9.1.11.2.3.1-1. 
Table 9.1.11.2.3.1–1: SNPN Identifier
	cell ID
	Network Identifier (NID)

	
	Assignment mode 
	NID value

	NGC Cell A
	0
	1



-	System information combination NR-12 as defined in TS 38.508-1 [4] clause 4.4.3.1.2 is used in the NGC Cell.
UE:
-	The UE is in Automatic SNPN selection mode.
-	The UE is provisioned with a “list of subscriber data” to allow access to SNPN identified by NGC Cell A.
Preamble:
-	NGC Cell A is set to “Serving Cell”.
-	The UE is in state Switched OFF (state 0-A).
9.1.11.2.3.2	Test procedure sequence
Table 9.1.11.2.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2-13
	Steps 2-13 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed
	-
	-
	-
	-

	14
	The SS transmits a REGISTRATION REJECT message, 5GMM cause value = #75 "Permanently not authorized for this SNPN ".
	<--
	REGISTRATION REJECT
	-
	-

	15
	The SS releases the RRC connection.
	-
	-
	-
	-

	16
	Check: Does the UE transmit the REGISTRATION REQUEST message on NGC Cell A in the next 60 seconds?
	-->
	REGISTRATION REQUEST
	1
	F

	17
	The UE is made to perform manual SNPN search and select SNPN identified by NGC Cell A.
	
	
	
	

	18
	Check: Does the UE transmit the REGISTRATION REQUEST message on NGC Cell A?
	-->
	REGISTRATION REQUEST
	2
	P

	19-34a1
	Steps 5-20a1 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed on NGC Cell A.
	-
	-
	-
	-

	35
	The user sets the UE in Automatic SNPN/Network selection mode.
	-
	-
	-
	-

	



9.1.11.2.3.3	Specific message contents
Table 9.1.11.2.3.3-1: REGISTRATION REJECT (step 14, Table 9.1.11.2.3.2-1)
	Derivation path: TS 38.508-1 [4] table 4.7.1-9

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	‘01001011’B
	#75 "Permanently not authorized for this SNPN"
	



Table 9.1.11.2.3.3-2: REGISTRATION REQUEST (step 18, Table 9.1.11.2.3.2-1)
	Derivation path: TS 38.508-1 [4] table 4.7.1-6

	Information Element
	Value/Remark
	Comment
	Condition

	ngKSI
	
	
	

	  NAS key set identifier
	'111'B
	no key is available 
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111"
	

	5GS mobile identity
	The valid SUCI
	Only SUCI is available.
	

	Last visited registered TAI
	Not present
	
	





