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1. Overall Description:

3GPP RAN#87-e has received an urgent request from GSMA CVD [RP-200038] which informs 3GPP about a new security threat published in February 2020 exploiting a lack of integrity protection of the user plane in LTE and NR. GSMA CVD has discussed the matter and concluded that the security vulnerability is also imposed by the current specification for NR which mandate user plane integrity protection for UE only for 64 kbps [see TS38.300]. GSMA finally asks 3GPP to agree on mandatory UE support for full rate user plane integrity protection. 
During this RAN#87-e meeting an email discussion took place on the proposal in RP-200284, where several operators requested 3GPP to agree on mandatory UE support of full rate user plane integrity protection from Rel-16 onwards. 
· 
· 
It should be noted that the topic has been already discussed at least since Spring 2019 between RAN2 and SA3, where RAN2 discussed the implications of full rate UP IP during its RAN2#105bis meeting and concluded in a LS to SA3 in [R2-1905455]:

RAN2 would like to provide the following responses to SA3 questions:

1. SA3 would like to understand the technical challenges in supporting UP IP at full data rate in Rel-15 NR UEs in all cases. Can RAN2 kindly provide detailed information on the technical challenges in supporting UP IP at full data rate?

[RAN2 response] RAN2 has not identified any technical challenges in supporting UP IP at full data rate from protocol specification point of view.

This LS also informed SA3 about the findings on the different architecture options in the 2. answer:
2. Assuming that the UP IP support is also introduced at the PDCP layer for E-UTRA (in a similar manner as for NR), SA3 would like to request feedback from RAN2 on whether they see any issues in meeting the above SA3 agreed requirement for all the network options listed above? 

[RAN2 response] RAN2 has not identified any specific challenges for the considered network options and support for UP IP at full data rate are feasible from RAN perspective for all options. However, unlike NR, E-UTRA PDCP does not support UP IP in Rel-15 and therefore RAN2 may not finish the additional work needed for Option 1 (E-UTRA with EPC) in Rel-16 time-frame, considering the RAN2 workload. 

RAN understand the current NAS parameters in TS24.501 allows optionally setting up user plane integrity protection at 64kbps or full rate. One of these parameters applies in UL direction, another one in DL direction. 
In view of GSMA LS, RAN acknowledges the importance for operators to be able to activate user plane integrity protection in a predictable manner, both in UL and in DL directions ensuring the UE will operate. It is also important for operators to be able to prevent user plane traffic should integrity protection not be supported or not be supported with sufficient data rates. However the current granularity of the NAS parameters is 64kbps or full rate and concerns have been voiced with regards to the potential impact of the latter.
To mitigate the above concerns, while ensuring integrity protection will be used and under operator control, RAN would invite CT to consider introducing additional granularity between 64kbps and full rate that would allow to address the security issue raised by GSMA whilst enabling much higher data rates than possible today, up to full rate.

2. Actions:

To SA group.

ACTION: 
RAN asks SA and CT to take note of the above information and  to update the Rel-16 specifications as required. RAN also appreciates if SA could send an answer LS to GSMA on the matter …
3. Date of Next RAN Meetings:

RAN Meeting #88
15th – 18th June 2020
Malmö, Sweden
RAN Meeting #89
14th – 17th September 2020
Funchal (Madeira), Portugal
