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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Anchor carrier: In NB-IoT, a carrier where the UE assumes that NPSS/NSSS/NPBCH/SIB-NB for FDD or NPSS/NSSS/NPBCH for TDD are transmitted.
Bandwidth Reduced: Refers to operation in downlink and uplink with a limited channel bandwidth of 6 PRBs.

Cellular IoT EPS Optimisation: Provides improved support of small data transfer, as defined in TS 24.301 [35].

Commercial Mobile Alert System: Public Warning System that delivers Warning Notifications provided by Warning Notification Providers to CMAS capable UEs.

Common access barring parameters: The common access barring parameters refer to the access class barring parameters that are broadcast in SystemInformationBlockType2 outside the list of PLMN specific parameters (i.e. in ac-BarringPerPLMN-List).

Control plane CIoT EPS optimisation: Enables support of efficient transport of user data (IP, non-IP or SMS) over control plane via the MME without triggering data radio bearer establishment, as defined in TS 24.301 [35].
Control plane EDT: Early Data Transmission used with the Control plane CIoT EPS optimisation.
CSG member cell: A cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN and for which the CSG whitelist of the UE includes an entry comprising cell's CSG ID and the respective PLMN identity.

Dual Connectivity: A UE in RRC_CONNECTED is configured with Dual Connectivity when configured with a Master and a Secondary Cell Group.

Early Data Transmission: Allows one uplink data transmission optionally followed by one downlink data transmission during the random access procedure as specified in TS 36.300 [9]. The S1 connection is established or resumed upon reception of the uplink data and may be released or suspended along with the transmission of the downlink data. Early data transmission refers to both CP-EDT and UP-EDT.
E-UTRA-NR Dual Connectivity: A form of dual connectivity, defined in TS 37.340 [81], in which a UE in RRC_CONNECTED is configured with MCG cells using E-UTRA and SCG cells using NR as defined in TS 37.340 [81].
EU-Alert: Public Warning System that delivers Warning Notifications provided by Warning Notification Providers using the same AS mechanisms as defined for CMAS.

Field: The individual contents of an information element are referred as fields.

Floor: Mathematical function used to 'round down' i.e. to the nearest integer having a lower or equal value.

Information element: A structural element containing a single or multiple fields is referred as information element.

Korean Public Alert System (KPAS): Public Warning System that delivers Warning Notifications provided by Warning Notification Providers using the same AS mechanisms as defined for CMAS.

Master Cell Group: For a UE not configured with DC, the MCG comprises all serving cells. For a UE configured with DC, the MCG concerns a subset of the serving cells comprising of the PCell and zero or more secondary cells.
Mixed Operation Mode: In NB-IoT FDD, multi-carrier operation where the anchor carrier is in standalone mode while the non-anchor carrier is in inband or guardand mode, and vice versa. See TS 36.300 [9].

MBMS service: MBMS bearer service as defined in TS 23.246 [56] (i.e. provided via an MRB or an SC-MRB).

NB-IoT: NB-IoT allows access to network services via E-UTRA with a channel bandwidth limited to 200 kHz.

NB-IoT UE: A UE that uses NB-IoT.

NCSG: Network controlled small gap as defined in TS 36.133 [16].

Non-anchor carrier: In NB-IoT, a carrier where the UE does not assume that NPSS/NSSS/NPBCH/SIB-NB for FDD or NPSS/NSSS/NPBCH for TDD are transmitted.
Primary Cell: The cell, operating on the primary frequency, in which the UE either performs the initial connection establishment procedure or initiates the connection re-establishment procedure, or the cell indicated as the primary cell in the handover procedure.

Primary Secondary Cell: The SCG cell in which the UE is instructed to perform random access or initial PUSCH transmission if random access procedure is skipped when performing the SCG change procedure.
Primary Timing Advance Group: Timing Advance Group containing the PCell or the PSCell.

PUCCH SCell: An SCell configured with PUCCH.

RLC bearer configuration: The lower layer part of the radio bearer configuration comprising the RLC and logical channel configurations.
Secondary Cell: A cell, operating on a secondary frequency, which may be configured once an RRC connection is established and which may be used to provide additional radio resources. Except for the case of EN-DC, the PSCell is considered to be an SCell.

Secondary Cell Group: For a UE configured with DC, the subset of serving cells not part of the MCG, i.e. comprising of the PSCell and zero or more other secondary cells.
Secondary Timing Advance Group: Timing Advance Group neither containing the PCell nor the PSCell. A secondary timing advance group contains at least one cell with configured uplink.

Serving Cell: For a UE in RRC_CONNECTED not configured with CA/ DC there is only one serving cell comprising of the primary cell. For a UE in RRC_CONNECTED configured with CA/ DC the term 'serving cells' is used to denote the set of one or more cells comprising of the primary cell and all secondary cells.
Sidelink: UE to UE interface for sidelink communication, V2X sidelink communication and sidelink discovery. The sidelink corresponds to the PC5 interface as defined in TS 23.303 [68].

Sidelink communication: AS functionality enabling ProSe Direct Communication as defined in TS 23.303 [68], between two or more nearby UEs, using E-UTRA technology but not traversing any network node. In this version, the terminology "sidelink communication" without "V2X" prefix only concerns PS unless specifically stated otherwise.
Sidelink discovery: AS functionality enabling ProSe Direct Discovery as defined in TS 23.303 [68], using E-UTRA technology but not traversing any network node.

Sidelink operation: Includes sidelink communication, V2X sidelink communication and sidelink discovery.

Split SRB: in MR-DC, an SRB between the MN and the UE, allowing selection of either the direct path or the path via the SN as well as duplication of RRC PDUs across both paths as defined in TS 37.340 [81].

UE in CE: Refers to a UE that is capable of using coverage enhancement, and requires coverage enhancement mode to access a cell or is configured in a coverage enhancement mode.

User plane CIoT EPS optimisation: Enables support for change from EMM-IDLE mode to EMM-CONNECTED mode without the need for using the Service Request procedure, as defined in TS 24.301 [35].

User plane EDT: Early Data Transmission used with the User plane CIoT EPS optimisation.
Timing Advance Group: A group of serving cells that is configured by RRC and that, for the cells with an UL configured, use the same timing reference cell and the same Timing Advance value. A Timing Advance Group only includes cells of the same cell group i.e. it either includes MCG cells or SCG cells.

V2X Sidelink communication: AS functionality enabling V2X Communication as defined in TS 23.285 [78], between nearby UEs, using E-UTRA technology but not traversing any network node.
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5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover, connection re-establishment, connection resume and/ or UP-EDT.

The integrity protection algorithm is common for signalling radio bearers SRB1, SRB2 and SRB4. When configured with MCG only, the ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2, SRB4 and DRBs). Neither integrity protection nor ciphering applies for SRB0.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (eea0).

The 'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode [32, TS33.401]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.

NOTE 1:
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key for E-UTRA connected to EPC, or KAMF for E-UTRA connected to 5GC, which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover, connection re-establishment, connection resume and UP-EDT. The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the KASME key for E-UTRA connected to EPC, or KAMF for E-UTRA connected to 5GC, taken into use with the latest successful NAS SMC procedure. The nextHopChainingCount parameter is used upon handover, connection re-establishment, connection resume and UP-EDT by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see TS 33.401 [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8] for E-UTRA connected to EPC, and TS 38.323 [83] for E-UTRA connected to 5GC) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. At connection resume the COUNT is reset. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8] for E-UTRA connected to EPC, and TS 38.323 [83] for E-UTRA connected to 5GC). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8] for E-UTRA connected to EPC, and TS 38.323 [83] for E-UTRA connected to 5GC). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or by triggering a transition from RRC_CONNECTED to RRC_IDLE or RRC_INACTIVE and then back to RRC_CONNECTED.

For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.

In case of DC, a separate KeNB is used for SCG-DRBs (S-KeNB). This key is derived from the key used for the MCG (KeNB) and an SCG counter that is used to ensure freshness. To refresh the S-KeNB e.g. when the COUNT will wrap around, E-UTRAN employs an SCG change, i.e. an RRCConnectionReconfiguration message including mobilityControlInfoSCG. When performing handover, while at least one SCG-DRB remains configured, both KeNB and S-KeNB are refreshed. In such case E-UTRAN performs handover with SCG change i.e. an RRCConnectionReconfiguration message including both mobilityControlInfo and mobilityControlInfoSCG. The ciphering algorithm is common for all radio bearers within a CG but may be different between MCG and SCG. The ciphering algorithm for SCG DRBs can only be changed upon SCG change.

In case of EN-DC, the network indicates whether the UE shall use either KeNB or S-KgNB for a particular DRB. S-KgNB is derived in the same way as S-KeNB as defined in 33.501[86], uses a different counter (sk-Counter) and is used only for DRBs using NR PDCP. Whenever there is a need to refresh S-KgNB, e.g. upon change of MN or SN, the NR SCG reconfiguration with sync and key change is used (see 5.3.1.1). E-UTRAN provides a UE configured with EN-DC with an sk-Counter even when no DRB is setup using S-KgNB i.e. to facilitate configuration of SRB3. The same ciphering algorithm is used for all radio bearers using the same key (i.e. KeNB or S-KgNB). Likewise, the same integrity algorithm is used for all SRBs using the same key. Although NR RRC uses different values for the security algorithms than E-UTRA, the actual algorithms are the same in case of EN-DC in this version of the specification. Hence, for such algorithms, the security capabilities supported by a UE are consistent across these RATs.

NOTE 2:
The network ensures that different values are used for the SCG counter and for the sk-Counter when deriving S-KgNB and/or S-KeNB from the same KeNB.
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5.3.3.3a
Actions related to transmission of RRCConnectionResumeRequest message

If the UE is resuming the RRC connection from a suspended RRC connection, the UE shall set the contents of RRCConnectionResumeRequest message as follows:

1>
if the UE is a NB-IoT UE; or

1>
if the UE is initiating UP-EDT in accordance with conditions in 5.3.3.1b; or

1>
if field useFullResumeID is signalled in SystemInformationBlockType2:

2>
set the resumeID to the stored resumeIdentity;

1>
else:

2>
set the truncatedResumeID to include bits in bit position 9 to 20 and 29 to 40 from the left in the stored resumeIdentity.

1>
if the UE supports mo-VoiceCall establishment cause and UE is resuming the RRC connection for mobile originating MMTEL voice and SystemInformationBlockType2 includes voiceServiceCauseIndication and the establishment cause received from upper layers is not set to highPriorityAccess:

2>
set the resumeCause to mo-VoiceCall;

1>
else if the UE supports mo-VoiceCall establishment cause for mobile originating MMTEL video and UE is resuming the RRC connection for mobile originating MMTEL video and SystemInformationBlockType2 includes videoServiceCauseIndication and the establishment cause received from upper layers is not set to highPriorityAccess:

2>
set the resumeCause to mo-VoiceCall;
1>
else:

2>
set the resumeCause in accordance with the information received from upper layers;

1>
set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortResumeMAC-Input (or VarShortResumeMAC-Input-NB in NB-IoT);

2>
with the KRRCint key and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

1>
if the UE is a NB-IoT UE:

2>
if the UE supports DL channel quality reporting and cqi-Reporting is present in SystemInformationBlockType2-NB:

3>
set the cqi-NPDCCH to include the latest results of the downlink channel quality measurements of the serving cell as specified in TS 36.133 [16];

NOTE 0:
The downlink channel quality measurements may use measurement period T1 or T2, as defined in TS 36.133 [16]. In case period T2 is used the RRC-MAC interactions are left to UE implementation.

2>
set earlyContentionResolution to TRUE;

1>
restore the RRC configuration and security context from the stored UE AS context;

1>
if the UE is initiating UP-EDT in accordance with conditions in 5.3.3.1b:

2>
restore the PDCP state and re-establish PDCP entities for all SRBs and all DRBs;

2>
if drb-ContinueROHC has been provided in immediately preceding RRC connection release message, and the UE is requesting to resume RRC connection in the same cell:

3>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

3>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

2>
else:

3>
indicate to lower layers that stored UE AS context is used;
3>
reset the header compression protocol context for the DRBs configured with the header compression protocol;

2>
resume all SRBs and all DRBs;

2>
derive the KeNB key based on the KASME key to which the current KeNB is associated, using the stored value of nextHopChainingCount received in the RRCConnectionRelease message in the preceding connection, as specified in TS 33.401 [32];

2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

2>
configure lower layers to resume integrity protection using the previously configured algorithm and the KRRCint key derived in this subclause to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm and the KRRCenc key derived in this subclause to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering and to apply the ciphering algorithm and the KUPenc key derived in this subclause immediately to the user data sent and received by the UE;

2>
configure the lower layers to use EDT;

1>
else:

2>
if SRB1 was configured with NR PDCP:

3>
for SRB1, release the NR PDCP entity and establish an E-UTRA PDCP entity with the current (MCG) security configuration;

NOTE 1:
The UE applies the LTE ciphering and integrity protection algorithms that are equivalent to the previously configured NR security algorithms.

2>
else:

3>
for SRB1, restore the PDCP state and re-establish the PDCP entity;

If the UE is resuming the RRC connection from RRC_INACTIVE, the UE shall set the contents of RRCConnectionResumeRequest message as follows:

2>
if field useFullResumeID is signalled in SystemInformationBlockType2:

3>
set the fullI-RNTI to the stored fullI-RNTI value provided in suspend;

2>
else:

3>
set the shortI-RNTI to the stored shortI-RNTI value provided in suspend;

2>
set the resumeCause in accordance with the information received from upper layers or from AS layer;

NOTE 1a:
if the resume is triggered by upper layers and AS layer simultaneously, set the resumeCause in accordance with the information received from upper layers.

2>
set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:

3>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarINACTIVE-MAC-Input;

3>
with the KRRCint key and the previously configured integrity protection algorithm; and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

2>
restore the RRC configuration and security context from the stored UE AS context except physical layer and MAC configuration;

2>
update the KeNB key based on the current KeNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [86];

2>
derive the KRRCenc key, the KRRCint and the KUPenc key;

2>
configure lower layers to resume integrity protection for all SRBs except SRB0 using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

2>
configure lower layers to resume ciphering for all radio bearers except SRB0 and to apply the previously configured ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

2>
apply the default configuration for SRB1 as specified in 9.2.1.1;

2>
apply the default NR PDCP configuration as specified in TS 38.331 [82], clause 9.2.1.1 for SRB1;

Following procedures are applied for both suspended RRC connection and RRC_INACTIVE:

2>
resume SRB1;

NOTE 2:
Until successful connection resumption, the default physical layer configuration and the default MAC Main configuration are applied for the transmission of SRB0 and SRB1, and SRB1 is used only for the transfer of RRCConnectionResume message.
The UE shall submit the RRCConnectionResumeRequest message to lower layers for transmission.

The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.3.5.
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5.3.3.5
Cell re-selection while T300, T302, T303, T305, T306, or T308 is running

The UE shall:

1>
if in RRC_INACTIVE:

2>
if cell reselection occurs while T300 or T302 is running:

3>
set the variable pendingRnaUpdate to 'FALSE', if that is set to TRUE;

4>
perform the actions upon leaving RRC_INACTIVE as specified in 5.3.12 with release cause 'RRC Resume failure';

1>
else if cell reselection occurs while T300, T302, T303, T305, T306, or T308 is running:



2>
if timer T302, T303, T305, T306, and/or T308 is running and if the UE is connected to EPC:
3>
stop timer T302, T303, T305, T306, and T308, whichever ones were running;

3>
perform the actions as specified in 5.3.3.7;

2>
else if timer T302 is running and if the UE is connected to 5GC:

3>
stop timer T302;

3>
perform the actions as specified in 5.3.16.4;

2>
if timer T300 is running:

3>
stop timer T300;

3>
if UE has sent RRCConnectionResumeRequest message and has not received RRCConnectionResume message:

4>
reset MAC;

4>
if UE has initiated UP-EDT:

5>
perform the actions upon abortion of UP-EDT as specified in 5.3.3.9a;

4>
else:

5>
re-establish RLC for all RBs that are established;

5>
suspend SRB1;

3>
else:

4>
reset MAC, release the MAC configuration and re-establish RLC for all RBs that are established;

3>
inform upper layers about the failure to establish the RRC connection or failure to resume the RRC connection with suspend indication;

5.3.3.6
T300 expiry

The UE shall:

1>
if timer T300 expires:

2>
if UE has sent RRCConnectionResumeRequest message and has not received RRCConnectionResume message:

3>
reset MAC;
3>
if UE has initiated UP-EDT:
4>
perform the actions upon abortion of UP-EDT as specified in 5.3.3.9a;

3>
else:
4>
re-establish RLC for all RBs that are established;

4>
suspend SRB1;

2>
else:

3>
reset MAC, release the MAC configuration and re-establish RLC for all RBs that are established;

2>
if the UE is a NB-IoT UE:

3>
if connEstFailOffset is included in SystemInformationBlockType2-NB:

4>
use connEstFailOffset for the parameter Qoffsettemp for the concerned cell when performing cell selection and reselection according to TS 36.304 [4];

3>
else:

4>
use value of infinity for the parameter Qoffsettemp for the concerned cell when performing cell selection and reselection according to TS 36.304 [4];

NOTE 0:
For NB-IoT, the number of times that the UE detects T300 expiry on the same cell before applying connEstFailOffset and the amount of time that the UE applies connEstFailOffset before removing the offset from evaluation of the cell is up to UE implementation.

2>
else if the UE supports RRC Connection Establishment failure temporary Qoffset and T300 has expired a consecutive connEstFailCount times on the same cell for which txFailParams is included in SystemInformationBlockType2:

3>
for a period as indicated by connEstFailOffsetValidity:

4>
use connEstFailOffset for the parameter Qoffsettemp for the concerned cell when performing cell selection and reselection according to TS 36.304 [4] and TS 25.304 [40];

NOTE 1:
When performing cell selection, if no suitable or acceptable cell can be found, it is up to UE implementation whether to stop using connEstFailOffset for the parameter Qoffsettemp during connEstFailOffsetValidity for the concerned cell.

2>
except for NB-IoT, store the following connection establishment failure information in the VarConnEstFailReport by setting its fields as follows:

3>
clear the information included in VarConnEstFailReport, if any;

3>
set the plmn-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

3>
set the failedCellId to the global cell identity of the cell where connection establishment failure is detected;
3>
set the measResultFailedCell to include the RSRP and RSRQ, if available, of the cell where connection establishment failure is detected and based on measurements collected up to the moment the UE detected the failure;

3>
if available, set the measResultNeighCells, in order of decreasing ranking-criterion as used for cell re-selection, to include neighbouring cell measurements for at most the following number of neighbouring cells: 6 intra-frequency and 3 inter-frequency neighbours per frequency as well as 3 inter-RAT neighbours, per frequency/ set of frequencies (GERAN) per RAT and according to the following:

4>
for each neighbour cell included, include the optional fields that are available;

NOTE 2:
The UE includes the latest results of the available measurements as used for cell reselection evaluation, which are performed in accordance with the performance requirements as specified in TS 36.133 [16].

3>
if available, set the logMeasResultListWLAN to include the WLAN measurement results, in order of decreasing RSSI for WLAN APs;

3>
if available, set the logMeasResultListBT to include the Bluetooth measurement results, in order of decreasing RSSI for Bluetooth beacons;

3>
if detailed location information is available, set the content of the locationInfo as follows:

4>
include the locationCoordinates;

4>
include the horizontalVelocity, if available;

3>
set the numberOfPreamblesSent to indicate the number of preambles sent by MAC for the failed random access procedure;
3>
set contentionDetected to indicate whether contention resolution was not successful as specified in TS 36.321 [6] for at least one of the transmitted preambles for the failed random access procedure;

3>
set maxTxPowerReached to indicate whether or not the maximum power level was used for the last transmitted preamble, see TS 36.321 [6];


2>
if in RRC_INACTIVE:

3>
perform the actions upon leaving RRC_INACTIVE as specified in 5.3.12, with release cause 'RRC connection failure';

2>
else inform upper layers about the failure to establish the RRC connection or failure to resume the RRC connection with suspend indication, upon which the procedure ends;

The UE may discard the connection establishment failure information, i.e. release the UE variable VarConnEstFailReport, 48 hours after the failure is detected, upon power off or upon detach.
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5.3.8
RRC connection release

5.3.8.1
General


[image: image1.emf] 
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Figure 5.3.8.1-1: RRC connection release, successful

The purpose of this procedure is:

-
to release the RRC connection, which includes the release of the established radio bearers as well as all radio resources; or

-
to suspend the RRC connection for both suspended RRC connection or RRC_INACTIVE, which includes the suspension of the established radio bearers.
-
to complete the UP-EDT procedure, which includes the release or suspension of the established radio bearers.
5.3.8.2
Initiation

E-UTRAN initiates the RRC connection release procedure to a UE in RRC_CONNECTED or in RRC_INACTIVE or to complete UP-EDT.

	Next change


5.3.12
UE actions upon leaving RRC_CONNECTED or RRC_INACTIVE

Upon entering RRC_IDLE, the UE shall:

1>
reset MAC;

1>
stop all timers that are running except T320, T322, T325, T330;

1>
if leaving RRC_CONNECTED was triggered by suspension of the RRC:

2>
re-establish RLC entities for all SRBs and DRBs, including RBs configured with NR PDCP;
2>
store the UE AS Context including the current RRC configuration, the current security context, the PDCP state including ROHC state, C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;

2>
store the following information provided by E-UTRAN:

3>
the resumeIdentity;

3>
the nextHopChainingCount, if present;

3>
the drb-ContinueROHC, if present;

2>
suspend all SRB(s) and DRB(s), including RBs configured with NR PDCP, except SRB0;

2>
indicate the suspension of the RRC connection to upper layers;

2>
configure lower layers to suspend integrity protection and ciphering;

NOTE 1:
Except for UP-EDT, ciphering is not applied for the subsequent RRCConnectionResume message used to resume the connection and an integrity check is performed by lower layers, but merely upon request from RRC.

1>
else:

2>
release all radio resources, including release of the RLC entity, the MAC configuration and the associated PDCP entity for all established RBs;

2>
indicate the release of the RRC connection to upper layers together with the release cause;

1>
if leaving RRC_CONNECTED was triggered neither by reception of the MobilityFromEUTRACommand message nor by selecting an inter-RAT cell while T311 was running:

2>
if timer T350 is configured:

3>
start timer T350;

3>
apply rclwi-Configuration if configured, otherwise apply the wlan-Id-List corresponding to the RPLMN included in SystemInformationBlockType17;

2>
else:

3>
release the wlan-OffloadConfigDedicated, if received;

3>
if the wlan-OffloadConfigCommon corresponding to the RPLMN is broadcast by the cell:

4>
apply the wlan-OffloadConfigCommon corresponding to the RPLMN included in SystemInformationBlockType17;

4>
apply steerToWLAN if configured, otherwise apply the wlan-Id-List corresponding to the RPLMN included in SystemInformationBlockType17;
2>
enter RRC_IDLE and perform procedures as specified in TS 36.304 [4, 5.2.7];
1>
else:

2>
release the wlan-OffloadConfigDedicated, if received;

NOTE 2:
BL UEs or UEs in CE verifies validity of SI when released to RRC_IDLE.
1>
release the LWA configuration, if configured, as described in 5.6.14.3;
1>
release the LWIP configuration, if configured, as described in 5.6.17.3;

	Next change


6.2.2
Message definitions
<<unchanged text skipped>>
–
RRCConnectionReject
The RRCConnectionReject message is used to reject the RRC connection establishment or to reject the EDT procedure.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: E‑UTRAN to UE

RRCConnectionReject message
-- ASN1START

RRCConnectionReject ::=



SEQUENCE {


criticalExtensions




CHOICE {



c1








CHOICE {




rrcConnectionReject-r8



RRCConnectionReject-r8-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionReject-r8-IEs ::=

SEQUENCE {


waitTime






INTEGER (1..16),


nonCriticalExtension



RRCConnectionReject-v8a0-IEs

OPTIONAL

}

RRCConnectionReject-v8a0-IEs ::= SEQUENCE {


lateNonCriticalExtension


OCTET STRING





OPTIONAL,


nonCriticalExtension



RRCConnectionReject-v1020-IEs

OPTIONAL

}

RRCConnectionReject-v1020-IEs ::=
SEQUENCE {


extendedWaitTime-r10



INTEGER (1..1800)




OPTIONAL,
-- Need ON


nonCriticalExtension



RRCConnectionReject-v1130-IEs

OPTIONAL

}

RRCConnectionReject-v1130-IEs ::=
SEQUENCE {


deprioritisationReq-r11



SEQUENCE {



deprioritisationType-r11


ENUMERATED {frequency, e-utra},



deprioritisationTimer-r11


ENUMERATED {min5, min10, min15, min30}


}

















OPTIONAL,
-- Need ON


nonCriticalExtension



RRCConnectionReject-v1320-IEs






OPTIONAL

}

RRCConnectionReject-v1320-IEs ::=
SEQUENCE {


rrc-SuspendIndication-r13



ENUMERATED {true}



OPTIONAL,
--
Need ON


nonCriticalExtension




SEQUENCE {}





OPTIONAL

}

-- ASN1STOP

	RRCConnectionReject field descriptions

	deprioritisationReq

Indicates whether the current frequency or RAT is to be de-prioritised. The UE shall be able to store a depriotisation request for up to 8 frequencies (applicable when receiving another frequency specific deprioritisation request before T325 expiry).

	deprioritisationTimer
Indicates the period for which either the current carrier frequency or E-UTRA is deprioritised. Value minN corresponds to N minutes.

	extendedWaitTime

Value in seconds for the wait time for Delay Tolerant access requests.

	rrc-SuspendIndication
If present, this field indicates that the UE should remain suspended and not release its stored context.

	waitTime

Wait time value in seconds.
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6.7.2
NB-IoT Message definitions

<<unchanged text skipped>>
–
RRCConnectionReject-NB
The RRCConnectionReject-NB message is used to reject the RRC connection establishment or RRC connection resume or to reject the EDT procedure.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: E‑UTRAN to UE

RRCConnectionReject-NB message
-- ASN1START

RRCConnectionReject-NB ::=



SEQUENCE {


criticalExtensions




CHOICE {



c1








CHOICE {




rrcConnectionReject-r13



RRCConnectionReject-NB-r13-IEs,




spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionReject-NB-r13-IEs ::=

SEQUENCE {


extendedWaitTime-r13




INTEGER (1..1800),


rrc-SuspendIndication-r13



ENUMERATED {true}


OPTIONAL,
-- Need ON


lateNonCriticalExtension



OCTET STRING



OPTIONAL,


nonCriticalExtension




SEQUENCE {}




OPTIONAL

}

-- ASN1STOP

	RRCConnectionReject-NB field descriptions

	extendedWaitTime

Value in seconds.

	rrc-SuspendIndication
If present, this field indicates that the UE should remain suspended and not release its stored context.


–
RRCEarlyDataRequest-NB
The RRCEarlyDataRequest-NB message is used to initiate CP-EDT.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCEarlyDataRequest-NB message
-- ASN1START

RRCEarlyDataRequest-NB-r15 ::=

SEQUENCE {


criticalExtensions




CHOICE {



rrcEarlyDataRequest-r15



RRCEarlyDataRequest-NB-r15-IEs,



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCEarlyDataRequest-NB-r15-IEs ::=
SEQUENCE {


s-TMSI-r15






S-TMSI,


establishmentCause-r15



ENUMERATED {mo-Data-r15, mo-ExceptionData-r15,












delayTolerantAccess-r15, spare1},


cqi-NPDCCH-r15





CQI-NPDCCH-NB-r14 


OPTIONAL,


dedicatedInfoNAS-r15



DedicatedInfoNAS,


nonCriticalExtension



SEQUENCE {}




OPTIONAL

}

-- ASN1STOP

	RRCEarlyDataRequest-NB field descriptions

	establishmentCause

Provides the establishment cause for the RRC early data request as provided by the upper layers.

eNB is not expected to reject a RRCEarlyDataRequest due to unknown cause value being used by the UE.


	End of changes


