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To:  3GPP SA3 and RAN2

Cc:  RAN 
	GSMA would like to ask 3GPP SA3 and RAN2 to take the above into consideration for LTE and the upcoming 5G standard


1 Introduction
GSMA has been made aware through its “Coordinated Vulnerability Disclosure Programme” that a third party research paper is currently under review for publication that presents a two layer-2 attack scenarios on LTE. In order to allow for the telecommunications standards setting community to address the above vulnerability, the authors of the Research Paper have agreed that the summary of the work may be shared with 3GPP.
2 Item for Consideration 

Abstract from the Research Paper
“Long Term Evolution (LTE) is the latest mobile communication standard and has a pivotal role in our information society. LTE combines performance goals with modern security mechanisms and serves casual use cases as well as critical infrastructures and public safety communications. Both scenarios are demanding towards a resilient and secure specification and implementation of LTE, as open attack vectors potentially lead to severe risks for our society. Previous work on LTE protocol security identified crucial attack vectors for both the physical (layer one) and network (layer three) layers. Data link layer (layer two) protocols, however, remain a blind spot in existing LTE security research and next to nothing is known about their security properties.
In the paper, we fill this research gap and present the first layer two security analysis including three novel attack vectors. These attacks impair the confidentiality and/or privacy of LTE communication. More specifically, they first present a passive identity-mapping attack that matches volatile radio identities to longer lasting network identities, enabling us to identify users within a cell and serving as a stepping stone for follow-up attacks. Second, we demonstrate how a passive attacker can abuse the resource allocation to perform website fingerprinting that enables the attacker to learn the accessed websites of a user.
Finally, we the ALTER attack that exploits the missing integrity protection of LTE user data, which allows them to modify the message payload. As a proof-of-concept demonstration, we show how an active attacker can redirect DNS requests and then perform a DNS spoofing attack. As a result, the user is redirected to a malicious website. Our experimental analysis demonstrates the real-world applicability of all three attacks and emphasizes the threat of open attack vectors on LTE layer two protocol.”
Observations from GSMA 

In their Research Paper the authors describe two “Layer-2” attack scenarios on LTE. 
Of the two, the most concerning scenario allows an attacker to redirect an LTE mobile to a fraudulent web site by using a false eNodeB to perform a man-in-the-middle between the mobile and the network. 
The attack works by the false eNodeB detecting an encrypted DNS request from the mobile and changing the destination IP address to the public IP address of a server controlled by the fraudster that redirects the mobile to a fraudulent web site. 
This scenario exploits the fact that the LTE standard does not mandate the integrity check of the user plane data and is not implemented in the mobiles and eNodeBs. This attack works even when user plane traffic is encrypted (not only when “null encryption” is used).
The second scenario allows an attacker to analyse the mobile usage without decrypting it but only by guessing, for example, the website visited from the timing and size of the data packets. 
The authors have demonstrated both scenarios and submitted a paper to a conference to be presented publicly end of May. 
3GPP Support: SA3 and RAN2
GSMA is requesting SA3 and RAN2 to review what needs to be done to cover this from a standards perspective in order to make sure there is protection for customers.
Deadline

GSMA would appreciate a response following the SA3 and RAN2 meetings on 16th to 20th April 2018. 
3 Contact 

Further questions, can be directed to Samantha Saad at the GSMA (ssaad@gsma.com)

Annex A Further Information on GSMA CVD
GSMA CVD
The GSMA coordinated Vulnerability disclose programme invites both private individuals and organisations to report vulnerabilities impacting the mobile industry to the GSMA in a responsible manner. More information may be found at gsma.com/cvd.
GSMA CVD Governance Team

This team consists of GSMA operator members who are Subject Matter Experts within the GSMA Fraud and Security Group. The team assess and determine the appropriate steps for industry in dealing with each CVD submitted to the GSMA. 
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