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<Start of Changes>
5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:

1>
apply the default physical channel configuration as specified in 9.2.4;

1>
apply the default semi-persistent scheduling configuration as specified in 9.2.3;

1>
apply the default MAC main configuration as specified in 9.2.2;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;

1>
consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;

1>
start synchronising to the DL of the target PCell;

1>
set the C-RNTI to the value of the newUE-Identity;

1>
for the target PCell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
for the target PCell, apply the uplink bandwidth indicated by (the absence or presence of) the ul-Bandwidth;

1>
configure lower layers in accordance with the received radioResourceConfigCommon;

1>
configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;

1>
perform the radio resource configuration procedure as specified in 5.3.10;

1>
forward the nas-SecurityParamToEUTRA to the upper layers;

1>
derive the KeNB key, as specified in TS 33.401 [32];

1>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];

1>
configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
if the received RRCConnectionReconfiguration includes the sCellToAddModList:

2>
perform SCell addition as specified in 5.3.10.3b;
1>
if the RRCConnectionReconfiguration message includes the measConfig:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
perform the measurement identity autonomous removal as specified in 5.5.2.2a;

1>
if the RRCConnectionReconfiguration message includes the otherConfig:

2>
perform the other configuration procedure as specified in 5.3.10.9;
1>
if the RRCConnectionReconfiguration message includes wlan-OffloadInfo:

2>
perform the dedicated WLAN offload configuration procedure as specified in 5.6.12.2;
1>
if the RRCConnectionReconfiguration message includes rclwi-Configuration:

2>
perform the WLAN traffic steering command procedure as specified in 5.6.16.2;
1>
if the RRCConnectionReconfiguration message includes lwa-Configuration:

2>
perform the LWA configuration proceedure as specified in 5.6.14.2;

1>
if the RRCConnectionReconfiguration message includes lwip-Configuration:
2>
perform the LWIP reconfiguration procedure as specified in 5.6.17.2;
1>
set the content of RRCConnectionReconfigurationComplete message as follows:

2>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

3>
include rlf-InfoAvailable;

2>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport and if T330 is not running:

3>
include logMeasAvailableMBSFN;

2>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

3>
include the logMeasAvailable;

2>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

3>
include connEstFailInfoAvailable;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
if the RRCConnectionReconfiguration message does not include rlf-TimersAndConstants set to setup:

2>
use the default values specified in 9.2.5 for timer T310, T311 and constant N310, N311;
1>
if MAC successfully completes the random access procedure:

2>
stop timer T304;

2>
apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the target PCell, if any;
2>
apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target PCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target PCell;

NOTE 1:
Whenever the UE shall setup or reconfigure a configuration in accordance with a field that is received it applies the new configuration, except for the cases addressed by the above statements.

2>
enter E-UTRA RRC_CONNECTED, upon which the procedure ends;

NOTE 2:
The UE is not required to determine the SFN of the target PCell by acquiring system information from that cell before performing RACH access in the target PCell.

<Next Change >
5.5.5
Measurement reporting
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Figure 5.5.5-1: Measurement reporting

The purpose of this procedure is to transfer measurement results from the UE to E-UTRAN. The UE shall initiate this procedure only after successful security activation.
For the measId for which the measurement reporting procedure was triggered, the UE shall set the measResults within the MeasurementReport message as follows:

1>
set the measId to the measurement identity that triggered the measurement reporting;

1>
set the measResultPCell to include the quantities of the PCell;

1>
set the measResultServFreqList to include for each SCell that is configured, if any, within measResultSCell the quantities of the concerned SCell, if available according to performance requirements in [16];

1>
if the reportConfig associated with the measId that triggered the measurement reporting includes reportAddNeighMeas:

2>
for each serving frequency for which measObjectId is referenced in the measIdList, other than the frequency corresponding with the measId that triggered the measurement reporting:
3>
set the measResultServFreqList to include within measResultBestNeighCell the physCellId and the quantities of the best non-serving cell, based on RSRP, on the concerned serving frequency;

1>
if there is at least one applicable neighbouring cell to report:

2>
set the measResultNeighCells to include the best neighbouring cells up to maxReportCells in accordance with the following:
3>
if the triggerType is set to event:
4>
include the cells included in the cellsTriggeredList as defined within the VarMeasReportList for this measId;

3>
else:

4>
include the applicable cells for which the new measurement results became available since the last periodical reporting or since the measurement was initiated or reset;

NOTE 1:
The reliability of the report (i.e. the certainty it contains the strongest cells on the concerned frequency) depends on the measurement configuration i.e. the reportInterval. The related performance requirements are specified in TS 36.133 [16].

3>
for each cell that is included in the measResultNeighCells, include the physCellId;

3>
if the triggerType is set to event; or the purpose is set to reportStrongestCells or to reportStrongestCellsForSON:

4>
for each included cell, include the layer 3 filtered measured results in accordance with the reportConfig for this measId, ordered as follows:

5>
if the measObject associated with this measId concerns E-UTRA:

6>
set the measResult to include the quantity(ies) indicated in the reportQuantity within the concerned reportConfig in order of decreasing triggerQuantity, i.e. the best cell is included first;

5>
if the measObject associated with this measId concerns UTRA FDD and if ReportConfigInterRAT includes the reportQuantityUTRA-FDD:

6>
set the measResult to include the quantities indicated by the reportQuantityUTRA-FDD in order of decreasing measQuantityUTRA-FDD within the quantityConfig, i.e. the best cell is included first;
5>
if the measObject associated with this measId concerns UTRA FDD and if ReportConfigInterRAT does not include the reportQuantityUTRA-FDD; or

5>
if the measObject associated with this measId concerns UTRA TDD, GERAN or CDMA2000:

6>
set the measResult to the quantity as configured for the concerned RAT within the quantityConfig in order of either decreasing quantity for UTRA and GERAN or increasing quantity for CDMA2000 pilotStrength, i.e. the best cell is included first;

3>
else if the purpose is set to reportCGI:

4>
if the mandatory present fields of the cgi-Info for the cell indicated by the cellForWhichToReportCGI in the associated measObject have been obtained:

5>

if the includeMultiBandInfo is configured:

6>
include the freqBandIndicator;

6> 
if the cell broadcasts the multiBandInfoList, include the multiBandInfoList;
6>
if the cell broadcasts the freqBandIndicatorPriority, include the freqBandIndicatorPriority;
5>
if the cell broadcasts a CSG identity:

6>
include the csg-Identity;

6>
include the csg-MemberStatus and set it to member if the cell is a CSG member cell;

5>
if the si-RequestForHO is configured within the reportConfig associated with this measId:

6>
include the cgi-Info containing all the fields that have been successfully acquired and in accordance with the following:

7>
if the cell is a CSG member cell, determine the subset of the PLMN identities, starting from the second entry of PLMN identities in the broadcast information, that meet the following conditions:

a)
equal to the RPLMN or an EPLMN; and

b)
the CSG whitelist of the UE includes an entry comprising of the concerned PLMN identity and the CSG identity broadcast by the cell;

7>
if the subset of PLMN identities determined according to the previous includes at least one PLMN identity, include the plmn-IdentityList and set it to include this subset of the PLMN identities;

7>
if the cell is a CSG member cell, include the primaryPLMN-Suitable if the primary PLMN meets conditions a) and b) specified above;
5>
else:

6>
include the cgi-Info containing all the fields that have been successfully acquired and in accordance with the following:
7>
include in the plmn-IdentityList the list of identities starting from the second entry of PLMN Identities in the broadcast information;

1>
for the cells included according to the previous (i.e. covering the PCell, the SCells, the best non-serving cells on serving frequencies as well as neighbouring EUTRA cells) include results according to the extended RSRQ if corresponding results are available according to the associated performance requirements defined in 36.133 [16];

1>
if there is at least one applicable CSI-RS resource to report:

2>
set the measResultCSI-RS-List to include the best CSI-RS resources up to maxReportCells in accordance with the following:
3>
if the triggerType is set to event:
4>
include the CSI-RS resources included in the csi-RS-TriggeredList as defined within the VarMeasReportList for this measId;

3>
else:

4>
include the applicable CSI-RS resources for which the new measurement results became available since the last periodical reporting or since the measurement was initiated or reset;

NOTE 2:
The reliability of the report (i.e. the certainty it contains the strongest CSI-RS resources on the concerned frequency) depends on the measurement configuration i.e. the reportInterval. The related performance requirements are specified in TS 36.133 [16].
3>
for each CSI-RS resource that is included in the measResultCSI-RS-List:

4>
include the measCSI-RS-Id;
4>
include the layer 3 filtered measured results in accordance with the reportConfig for this measId, ordered as follow:

5>
set the csi-RSRP-Result to include the quantity indicated in the reportQuantity within the concerned reportConfig in order of decreasing triggerQuantityCSI-RS, i.e. the best CSI-RS resource is included first;
4>
if reportCRS-Meas is included within the associated reportConfig, and the cell indicated by physCellId of this CSI-RS resource is not a serving cell:
5>
set the measResultNeighCells to include the cell indicated by physCellId of this CSI-RS resource, and include the physCellId;

5>
set the rsrpResult to include the RSRP of the concerned cell, if available according to performance requirements in [16];

5>
set the rsrqResult to include the RSRQ of the concerned cell, if available according to performance requirements in [16];
1>
if the ue-RxTxTimeDiffPeriodical is configured within the corresponding reportConfig for this measId;

2>
set the ue-RxTxTimeDiffResult to the measurement result provided by lower layers;

2>
set the currentSFN;
1>
if the measRSSI-ReportConfig is configured within the corresponding reportConfig for this measId:
2>
set the rssi-Result to the average of sample value(s) provided by lower layers in the reportInterval;

2>
set the channelOccupancy to the rounded percentage of sample values which are beyond to the channelOccupancyThreshold within all the sample values in the reportInterval;

1>
if uplink PDCP delay results are available:

2>
set the ul-PDCP-DelayResultList to include the uplink PDCP delay results available;

1>
if the includeLocationInfo is configured in the corresponding reportConfig for this measId and detailed location information that has not been reported is available, set the content of the locationInfo as follows:
2>
include the locationCoordinates;

2>
if available, include the gnss-TOD-msec;

1>
if the reportSSTD-Meas is set to true within the corresponding reportConfig for this measId:

2>
set the measResultSSTD to the measurement results provided by lower layers;
1>
increment the numberOfReportsSent as defined within the VarMeasReportList for this measId by 1;

1>
stop the periodical reporting timer, if running;

1>
if the numberOfReportsSent as defined within the VarMeasReportList for this measId is less than the reportAmount as defined within the corresponding reportConfig for this measId:

2>
start the periodical reporting timer with the value of reportInterval as defined within the corresponding reportConfig for this measId;

1>
else:

2>
if the triggerType is set to periodical:

3> remove the entry within the VarMeasReportList for this measId;

3> remove this measId from the measIdList within VarMeasConfig;

1>
if the measured results are for CDMA2000 HRPD:

2>
set the preRegistrationStatusHRPD to the UE's CDMA2000 upper layer's HRPD preRegistrationStatus;

1>
if the measured results are for CDMA2000 1xRTT:

2>
set the preRegistrationStatusHRPD to FALSE;
1>
if the measured results are for WLAN:

2>
set the measResult to include the quantities within the quantityConfig for the following WLAN(s) up to maxReportCells:
3>
include WLAN the UE is connected to, if any;

3>
include WLAN in order of decreasing WLAN RSSI, i.e. the best WLAN is included first, for WLANs which do not match all WLAN identifiers of any entry within wlan-MobilitySet in VarWLAN-MobilityConfig;

2>
for each included WLAN:

3>
set wlan-Identifiers to include all WLAN identifiers that can be acquired for the WLAN measured;

3>
set connectedWLAN to TRUE if the UE is connected to the WLAN measured;

3>
if reportQuantityWLAN exists within the VarMeasConfig for this measId; for its fields:

4>
if bandRequestWLAN is set to TRUE:

5>
set bandWLAN to include WLAN band of the WLAN measured;

4>
if carrierInfoRequestWLAN is set to TRUE:

5>
set carrierInfoWLANto include WLAN carrier information of the WLAN measured if it can be acquired;

4>
if availableAdmissionCapacityRequestWLAN is set to TRUE:

5>
set the measResult to include avaiableAdmissionCapacityWLAN if it can be acquired;

4>
if backhaulDL-BandwidthRequestWLAN is set to TRUE:

5>
set the measResult to include backhaulDL-BandwidthWLAN if it can be acquired;

4>
if backhaulUL-BandwidthRequestWLAN is set to TRUE:

5>
set the measResult to include backhaulUL-BandwidthWLAN if it can be acquired;

4>
if channelUtilizationRequestWLAN is set to TRUE:

5>
set the measResult to include channelUtilizationWLAN if it can be acquired;

4>

if stationCountRequestWLAN is set to TRUE:

5>
set the measResult to include stationCountWLAN if it can be acquired;

1>
submit the MeasurementReport message to lower layers for transmission, upon which the procedure ends;

<Next Change >
6.3.2
Radio resource control information elements
<< skip unchanged part >>
–
PDCP-Config
The IE PDCP-Config is used to set the configurable PDCP parameters for data radio bearers.

PDCP-Config information element

-- ASN1START

PDCP-Config ::=





SEQUENCE {


discardTimer





ENUMERATED {












ms50, ms100, ms150, ms300, ms500,












ms750, ms1500, infinity


}














OPTIONAL,


-- Cond Setup


rlc-AM







SEQUENCE {



statusReportRequired



BOOLEAN


}














OPTIONAL,


-- Cond Rlc-AM


rlc-UM







SEQUENCE {



pdcp-SN-Size





ENUMERATED {len7bits, len12bits}


}














OPTIONAL,


-- Cond Rlc-UM


headerCompression




CHOICE {



notUsed







NULL,



rohc







SEQUENCE {




maxCID







INTEGER (1..16383)



DEFAULT 15,




profiles






SEQUENCE {





profile0x0001





BOOLEAN,





profile0x0002





BOOLEAN,





profile0x0003





BOOLEAN,





profile0x0004





BOOLEAN,





profile0x0006





BOOLEAN,





profile0x0101





BOOLEAN,





profile0x0102





BOOLEAN,





profile0x0103





BOOLEAN,





profile0x0104





BOOLEAN




},




...



}


},


...,


[[
rn-IntegrityProtection-r10

ENUMERATED {enabled}
OPTIONAL
-- Cond RN


]],


[[
pdcp-SN-Size-v1130



ENUMERATED {len15bits}
OPTIONAL
-- Cond Rlc-AM2


]],

[[
ul-DataSplitDRB-ViaSCG-r12

BOOLEAN

OPTIONAL,
-- Need ON


t-Reordering-r12



ENUMERATED {











ms0, ms20, ms40, ms60, ms80, ms100, ms120, ms140,











ms160, ms180, ms200, ms220, ms240, ms260, ms280, ms300,











ms500, ms750, spare14, spare13, spare12, spare11, spare10,










spare9, spare8, spare7, spare6, spare5, spare4, spare3,










spare2, spare1}




OPTIONAL
-- Cond SetupS


]],


[[
ul-DataSplitThreshold-r13

CHOICE {



release





NULL,




setup





ENUMERATED {










b0, b100, b200, b400, b800, b1600, b3200, b6400, b12800,











b25600, b51200, b102400, b204800, b409600, b819200,











spare1}



}















OPTIONAL,
-- Need ON


pdcp-SN-Size-v1310



ENUMERATED {len18bits}
OPTIONAL,
-- Cond Rlc-AM3


statusFeedback-r13



CHOICE {




release





NULL,




setup





SEQUENCE {




statusPDU-TypeForPolling-r13

ENUMERATED {type1, type2}

OPTIONAL,





statusPDU-Periodicity-Type1-r13

ENUMERATED {











ms5, ms10, ms20, ms30, ms40, ms50, ms60, ms70, ms80, ms90,











ms100, ms150, ms200, ms300, ms500, ms1000, ms2000, ms5000,











ms10000, ms20000, ms50000}

OPTIONAL,
-- Need ON





statusPDU-Periodicity-Type2-r13

ENUMERATED {











ms5, ms10, ms20, ms30, ms40, ms50, ms60, ms70, ms80, ms90,











ms100, ms150, ms200, ms300, ms500, ms1000, ms2000, ms5000,











ms10000, ms20000, ms50000}

OPTIONAL,
-- Need ON





statusPDU-Periodicity-Offset-r13
ENUMERATED {











ms1, ms2, ms5, ms10, ms25, ms50, ms100, ms250, ms500,











ms2500, ms5000, ms25000}
OPTIONAL
-- Need ON




}



}















OPTIONAL
-- Need ON 

]]

}

-- ASN1STOP

	PDCP-Config field descriptions

	discardTimer

Indicates the discard timer value specified in TS 36.323 [8]. Value in milliseconds. Value ms50 means 50 ms, ms100 means 100 ms and so on.

	headerCompression

E-UTRAN does not reconfigure header compression for an MCG DRB except for upon handover and upon the first reconfiguration after RRC connection re-establishment. E-UTRAN does not reconfigure header compression for a SCG DRB except for upon SCG change involving PDCP re-establishment. For split and LWA DRBs E-UTRAN configures only notUsed.

	maxCID

Indicates the value of the MAX_CID parameter as specified in TS 36.323 [8]. The total value of MAX_CIDs across all bearers for the UE should be less than or equal to the value of maxNumberROHC-ContextSessions parameter as indicated by the UE.

	pdcp-SN-Size

Indicates the PDCP Sequence Number length in bits. For RLC UM: value len7bits means that the 7-bit PDCP SN format is used and len12bits means that the 12-bit PDCP SN format is used. For RLC AM: value len15bits means that the 15-bit PDCP SN format is used, value len18bits means that the 18-bit PDCP SN format is used, otherwise if the field is not included upon setup of the PCDP entity 12-bit PDCP SN format is used, as specified in TS 36.323 [8].

	profiles

The profiles used by both compressor and decompressor in both UE and E-UTRAN. The field indicates which of the ROHC profiles specified in TS 36.323 [8] are supported, i.e. value true indicates that the profile is supported. Profile 0x0000 shall always be supported when the use of ROHC is configured. If support of two ROHC profile identifiers with the same 8 LSB’s is signalled, only the profile corresponding to the highest value shall be applied. E-UTRAN does not configure ROHC while t-Reordering is configured (i.e. for split DRBs, for LWA bearers or upon reconfiguration from split or LWA to MCG DRB).

	statusFeedback

Indicates whether the UE shall send PDCP Status Report periodically or by E-UTRAN polling as specified in TS 36.323 [8].

	statusPDU-TypeForPolling

Indicates the PDCP Control PDU option when it is triggered by E-UTRAN polling. Value type1 indicates using the legacy PDCP Control PDU for PDCP status reporting and value type2 indicates using the LWA specific PDCP Control PDU for LWA status reporting as specified in TS 36.323 [8].

	statusPDU-Periodicity-Type1

Indicates the value of the PDCP Status reporting periodicity for type1 Status PDU, as specified in TS 36.323 [8]. Value in milliseconds. Value ms5 means 5 ms, ms10 means 10 ms and so on.

	statusPDU-Periodicity-Type2

Indicates the value of the PDCP Status reporting periodicity for type2 Status PDU, as specified in TS 36.323 [8]. Value in milliseconds. Value ms5 means 5 ms, ms10 means 10 ms and so on.

	statusPDU-Periodicity-Offset

Indicates the value of the offset for type2 Status PDU periodicity, as specified in TS 36.323 [8]. Value in milliseconds. Value ms1 means 1 ms, ms2 means 2 ms and so on.

	t-Reordering

Indicates the value of the reordering timer, as specified in TS 36.323 [8]. Value in milliseconds. Value ms0 means 0 ms, ms20 means 20 ms and so on.

	rn-IntegrityProtection

Indicates that integrity protection or verification shall be applied for all subsequent packets received and sent by the RN on the DRB.

	statusReportRequired

Indicates whether or not the UE shall send a PDCP Status Report upon re-establishment of the PDCP entity and upon PDCP data recovery as specified in TS 36.323 [8].

	ul-DataSplitDRB-ViaSCG

Indicates whether the UE shall send PDCP PDUs via SCG as specified in TS 36.323 [8]. E-UTRAN only configures the field (i.e. indicates value TRUE) for split DRBs.

	ul-DataSplitThreshold
Indicates the threshold value for uplink data split operation specified in TS 36.323 [8]. Value b100 means 100 Bytes, b200 means 200 Bytes and so on. E-UTRAN only configures this field for split DRBs.


	Conditional presence
	Explanation

	Rlc-AM
	The field is mandatory present upon setup of a PDCP entity for a radio bearer configured with RLC AM. The field is optional, need ON, in case of reconfiguration of a PDCP entity at handover, at the first reconfiguration after RRC re-establishment or at SCG change involving PDCP re-establishment or PDCP data recovery for a radio bearer configured with RLC AM. Otherwise the field is not present.

	Rlc-AM2
	The field is optionally present, need OP, upon setup of a PDCP entity for a radio bearer configured with RLC AM. Otherwise the field is not present.

	Rlc-AM3
	The field is optionally present, need OP, upon setup of a PDCP entity for a radio bearer configured with RLC AM, if pdcp-SN-Size-v1130 is absent. Otherwise the field is not present.

	Rlc-UM
	The field is mandatory present upon setup of a PDCP entity for a radio bearer configured with RLC UM. It is optionally present, Need ON, upon handover within E-UTRA, upon the first reconfiguration after re-establishment and upon SCG change involving PDCP re-establishment. Otherwise the field is not present.

	RN
	The field is optionally present when signalled to the RN, need OR. Otherwise the field is not present.

	Setup
	The field is mandatory present in case of radio bearer setup. Otherwise the field is optionally present, need ON.

	SetupS
	The field is mandatory present in case of setup of or reconfiguration to a split DRB or LWA DRB. The field is optionally present upon reconfiguration of a split DRB or LWA DRB or upon DRB type change from split to MCG DRB or from LWA to LTE only, need ON. Otherwise the field is not present.


<Next Change >
11.2
Processing delay requirements for RRC procedures

The UE performance requirements for RRC procedures are specified in the following table, by means of a value N:

N = the number of 1ms subframes from the end of reception of the E-UTRAN -> UE message on the UE physical layer up to when the UE shall be ready for the reception of uplink grant for the UE -> E-UTRAN response message with no access delay other than the TTI-alignment (e.g. excluding delays caused by scheduling, the random access procedure or physical layer synchronisation).

NOTE:
No processing delay requirements are specified for RN-specific procedures.
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Figure 11.2-1: Illustration of RRC procedure delay

	Procedure title:
	E-UTRAN -> UE
	UE -> E-UTRAN
	N
	Notes

	RRC Connection Control Procedures

	RRC connection establishment


	RRCConnectionSetup
	RRCConnectionSetupComplete
	15
	

	RRC connection release
	RRCConnectionRelease
	
	NA


	

	RRC connection re-configuration (radio resource configuration)


	RRCConnectionReconfiguration
	RRCConnectionReconfigurationComplete
	15
	

	RRC connection re-configuration (measurement configuration)


	RRCConnectionReconfiguration
	RRCConnectionReconfigurationComplete
	15
	

	RRC connection re-configuration (intra-LTE mobility)


	RRCConnectionReconfiguration
	RRCConnectionReconfigurationComplete
	15
	

	RRC connection reconfiguration (SCell addition/release)
	RRCConnectionReconfiguration
	RRCConnectionReconfigurationComplete
	20
	

	RRC connection reconfiguration (SCG establishment/ release, SCG cell addition/ release)
	RRCConnectionReconfiguration
	RRCConnectionReconfigurationComplete
	20
	

	RRC connection re-establishment


	RRCConnectionReestablishment
	RRCConnectionReestablishmentComplete
	15
	

	Initial security activation
	SecurityModeCommand
	SecurityModeCommandComplete/SecurityModeCommandFailure
	10
	

	Initial security activation + RRC connection re-configuration (RB establishment)
	SecurityModeCommand, RRCConnectionReconfiguration
	RRCConnectionReconfigurationComplete
	20
	The two DL messages are transmitted in the same TTI

	Paging
	Paging
	
	NA
	

	Inter RAT mobility

	Handover to E-UTRA
	RRCConnectionReconfiguration (sent by other RAT)
	RRCConnectionReconfigurationComplete
	NA
	The performance of this procedure is specified in [50] in case of handover from GSM and [29], [30] in case of handover from UTRA.

	Handover from E-UTRA
	MobilityFromEUTRACommand
	
	NA
	The performance of this procedure is specified in [16]

	Handover from E-UTRA to CDMA2000
	HandoverFromEUTRAPreparationRequest (CDMA2000)
	
	NA
	Used to trigger the handover preparation procedure with a CDMA2000 RAT.

The performance of this procedure is specified in [16]

	Measurement procedures

	Measurement Reporting
	
	MeasurementReport
	NA
	

	Other procedures

	UE capability transfer
	UECapabilityEnquiry
	UECapabilityInformation
	10
	

	Counter check
	CounterCheck
	CounterCheckResponse
	10
	

	Proximity indication
	
	ProximityIndication
	NA
	

	UE information
	UEInformationRequest
	UEInformationResponse
	15
	

	MBMS counting
	MBMSCountingRequest
	MBMSCountingResponse
	NA
	

	MBMS interest indication
	
	MBMSInterestIndication
	NA
	

	In-device coexistence indication
	
	InDeviceCoexIndication
	NA
	

	UE assistance information
	
	UEAssistanceInformation
	NA
	

	SCG failure information
	
	SCGFailureInformation
	NA
	

	Sidelink UE information
	
	SidelinkUEInformation
	NA
	

	WLAN Connection Status Reporting
	
	WLANConnectionStatusReport
	NA
	


A.6
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated “-“ in “P” column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	InDeviceCoexIndication
	-
	- 
	- 
	

	InterFreqRSTDMeasurementIndication
	-
	-
	-
	

	LoggedMeasurementsConfiguration
	-
	-
	-
	

	MasterInformationBlock
	+
	+
	+
	

	MBMSCountingRequest
	+
	+
	+
	

	MBMSCountingResponse
	-
	-
	-
	

	MBMSInterestIndication
	+
	-
	-
	

	MBSFNAreaConfiguration
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	RAN2 agreed that measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs MEASUREMENT REPORT is only be sent from the UE after successful security activation.

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	SidelinkUEInformation
	+
	-
	-
	

	ProximityIndication
	-
	-
	-
	

	RNReconfiguration
	-
	-
	-
	

	RNReconfigurationComplete
	-
	-
	-
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However a short MAC-I is included.

	RRCConnectionReject
	+
	NA
	NA
	

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	UEAssistanceInformation
	-
	-
	-
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	SCGFailureInformation
	-
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	In order to protect privacy of UEs UEInformationResponse is only be sent from the UE after successful security activation

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
	

	WLANConnectionStatusReport
	-
	-
	-
	


<End of Changes>
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