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1.
Introduction

At RAN#71, RAN asked SA3 for feedback on security requirements for RAN (NR) [1]. At RAN#72, RAN received a first response from SA3 [2]
2.
SA3 Feedback - Security and Privacy related requirements
SA3 started working on TR 33.899 "Study on the security aspects of the next generation system" during its SA3#83 meeting in May 2016, a first version of which can be found in S3-160815. This TR includes several security areas. Two of these that are relevant for RAN are "RAN security" and "Privacy security".
After considering RAN's LS RP-160647 [1], SA3's first response is as follows. SA3 may follow-up with changes or extensions to these proposed requirements as the work on next generation networks matures.
"SA3 agreed the following proposed security requirements:

The RAN design for the Next Generation Radio Access Technologies shall
ensure support for integrity and confidentiality protection of radio signalling messages, including messages between RAN and Core network nodes.

Note: it may not be possible for all messages to be protected, for example some messages may need to be sent before security can be established.

ensure the ability to support integrity and confidentiality protection of user plane messages, including messages between RAN and Core network nodes, with the use of such security to be configurable during security set-up.

ensure support for the allocation and use of identities to provide user privacy, e.g. reduce the need for sending any permanent identities in the clear.

ensure the efficient establishment of RAN security mechanisms."
It is proposed to reflect the above requirements (minus the note) in TR 38.913 [4], with a reference to the SA3 TR as possible source of security and privacy related requirements for RAN.
On the topic of jamming, SA3 agrees that "designing a radio system for resilience against jamming is a desirable goal. Network slicing allows to optimise radio parameters for different use cases, e.g. high resilience against jamming, throughput, latency etc."
However, SA3 feels that "designing a radio system to best fit different use cases and requirements (incl. resilience) lies in the remit of RAN."
It is proposed to capture this as follows in TR 38.913 [4]:

The RAN design for the Next Generation Radio Access Technologies shall ensure resilience against jamming

3.
Conclusion

In this contribution, we reviewed the impact of the initial SA3 feedback on security and privacy related requirements for RAN.
Proposal 1: It is proposed to include the text proposal below in TR 38.913 [4].
------------------------------------------------------- BEGIN TEXT PROPOSAL ------------------------------------------------------
10.11
Security and Privacy related requirement relevant for Radio Access
The RAN design for the Next Generation Radio Access Technologies shall ensure support for integrity and confidentiality protection of radio signalling messages, including messages between RAN and Core network nodes.

The RAN design for the Next Generation Radio Access Technologies shall ensure the ability to support integrity and confidentiality protection of user plane messages, including messages between RAN and Core network nodes, with the use of such security to be configurable during security set-up.

The RAN design for the Next Generation Radio Access Technologies shall ensure support for the allocation and use of identities to provide user privacy, e.g. reduce the need for sending any permanent identities in the clear.

The RAN design for the Next Generation Radio Access Technologies shall ensure the efficient establishment of RAN security mechanisms.
The RAN design for the Next Generation Radio Access Technologies shall ensure resilience against jamming.

NOTE:
Security and Privacy-related system requirements are reflected in TR 33.899 "Study on the security aspects of the next generation system". This TR includes security areas on "RAN security" and "Privacy security", which is a possible source of security and privacy related requirements for the Radio Access.
------------------------------------------------------- END TEXT PROPOSAL ---------------------------------------------------------
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