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Change 1
	Function name
	f_HTTP_GBA_Authentication

	Reason for change
	The length of XRES is hardcoded as “4”, this should be calculated as real length of XRES. If not fixed, this will cause authentication fail as digest from UE will not match the one expected.

	Summary of change
	Added regular expression to ignore all the other tokens in User-agent, but “3gpp-gba-tmpi” must be present among them.
Added XRES length calculation.

	TTCN module
	\Common\HTTP\HTTP_CommonAuthentication.ttcn

	MCC160 Comment
	


Before change

     function f_HTTP_GBA_Authentication(HTTP_DATA_PORT p_HttpDataPort,

                                     timer p_Watchdog,

                                     NAF_Type p_NAF,

                                     HTTP_AuthenticationParams_Type p_HTTP_AuthenticationParams) return template (value) HTTP_AuthenticationResult_Type

  { /* @sic R5-160765: generic implementation for XCAP and ProSe sic@ */

    var template (omit) HTTP_DATA_IND v_HTTP_DATA_IND;

    var HTTP_DATA_IND v_InitialRequestGBA;

    var HTTP_DATA_IND v_SubsequentRequestGBA;

    var charstring v_RequestLineUri;

    var charstring v_UsernameGBA;

    var bitstring v_XRES := p_HTTP_AuthenticationParams.AuthParams.XRES;

    var integer v_XRESLength := 4;
    var charstring v_CNonce;

    var ServerVal_List v_ProductTokenList;

    var template (value) WwwAuthenticate v_WwwAuthenticate;

    var template (value) AuthenticationInfo v_AuthenticationInfo;

    var template (value) ContentType v_ContentType;

    var charstring v_MessageBody;

    var template (present) HttpRequest_Type v_HttpRequest;

    var template (present) charstring v_RequestLineMethod;

    var template UserAgent v_UserAgent;

    var template Authorization v_Authorization;

    var template (present) Host v_Host;

    var octetstring v_DigestResponse;

    var charstring v_RspAuth;

    var boolean v_GbaInitialRequest := true;

    var charstring v_Error := "";

    v_Host := cr_Host(p_HTTP_AuthenticationParams.BsfServerDomainName);     /* @sic R5-155363 sic@ */

    if (pc_TMPI_forGBA) {

      v_UsernameGBA := fl_GBA_TMPI_Derivation(p_HTTP_AuthenticationParams.AuthParams, p_HTTP_AuthenticationParams.PrivateUserId, p_HTTP_AuthenticationParams.BsfServerDomainName);

    } else {

      v_UsernameGBA := p_HTTP_AuthenticationParams.PrivateUserId;

    }

    select (p_NAF) {

      case (NAF_XCAP, NAF_ProSe) {      /* @sic R5-160765: GBA for ProSE; !!!! most likely for ProSe a different method than GET needs to be used !!!! sic@ */

        v_RequestLineMethod := "GET";

      }

    }

    // 29.2 step 1

    v_ProductTokenList := {"3gpp-gba-tmpi"};
    v_UserAgent := f_UserAgentRX(v_ProductTokenList);

    v_Authorization := fl_Authorization_GBA(v_UsernameGBA, p_HTTP_AuthenticationParams.BsfServerDomainName, v_GbaInitialRequest);

    v_HttpRequest := cr_HttpRequest(cr_HttpRequestLine(v_RequestLineMethod), v_UserAgent, v_Authorization, v_Host); /* @sic R5-160765: GBA for ProSE; R5-155363: v_Host sic@ */

    v_HTTP_DATA_IND := f_HTTP_ReceiveRequest(p_HttpDataPort, v_HttpRequest, p_Watchdog);

    if (not ispresent(v_HTTP_DATA_IND)) { return cs_HTTP_AuthenticationResult_Timeout; }

    v_InitialRequestGBA := valueof(v_HTTP_DATA_IND);

    /* Authentication is based on standard 3GPP AKA infratructure which sets the password (XRES)

       used in the HTTP Digest authentication according RFC 3310.

       See TS 33.220 clause 4.3.1. */

    // 29.2 step 2

    v_ProductTokenList := {"BSF-Server"};

    v_WwwAuthenticate := fl_WwwAuthenticate_GBA(p_HTTP_AuthenticationParams.Nonce);

    f_HTTP_SendResponse(p_HttpDataPort, v_InitialRequestGBA.routingInfo, cs_HttpResponse_401(v_ProductTokenList, v_WwwAuthenticate));

    // 29.2 step 3

    v_RequestLineUri := v_InitialRequestGBA.httpRequest.requestLine.uri;    // same URI as in previous request */

    v_UserAgent := *;

    v_Authorization := fl_Authorization_GBA(v_UsernameGBA, p_HTTP_AuthenticationParams.BsfServerDomainName);

    v_HttpRequest := cr_HttpRequest(cr_HttpRequestLine(v_RequestLineMethod, v_RequestLineUri), v_UserAgent, v_Authorization, v_Host); /* @sic R5-160765: GBA for ProSE; R5-155363: v_Host sic@ */

    v_HTTP_DATA_IND := f_HTTP_ReceiveRequest(p_HttpDataPort, v_HttpRequest, p_Watchdog);

    if (not ispresent(v_HTTP_DATA_IND)) { return cs_HTTP_AuthenticationResult_Timeout; }

    v_SubsequentRequestGBA := valueof(v_HTTP_DATA_IND);

    // Check authentication response

    v_Error := f_HTTP_CheckDigestResponse("BSF-Server", v_SubsequentRequestGBA.httpRequest, v_XRES, v_XRESLength);

    if (v_Error != "") { return cs_HTTP_AuthenticationResult_Error(v_Error); }

    v_CNonce := f_SIP_CommaParamList_GetParamValue(v_SubsequentRequestGBA.httpRequest.authorization.body[0].digestResponse, "cnonce");

    // 29.2 step 4

    v_ProductTokenList := {"3gpp-gba-tmpi"};  /* @sic R5s150945 change 1.5: "3gpp-gba-tmpi" only sic@ */

    v_ContentType := cs_ContentType("application/vnd.3gpp.bsf+xml");

    v_MessageBody := oct2char(bit2oct(encvalue(cs_BootstrappingInfo(p_HTTP_AuthenticationParams.PSK_BootstrappingInfo.BTid))));

    v_DigestResponse := f_IMS_Authorization_CalculateDigestResponse("", v_SubsequentRequestGBA.httpRequest.authorization.body[0].digestResponse, v_XRES, v_XRESLength, v_MessageBody); /* @sic R5s150945 change 1.6 sic@ */

    v_RspAuth := f_StringToLower(oct2str(v_DigestResponse));

    v_AuthenticationInfo := fl_AuthenticationInfo_GBA(v_RspAuth, v_CNonce);

    f_HTTP_SendResponse(p_HttpDataPort,

                        v_SubsequentRequestGBA.routingInfo,

                        cs_HttpResponse_200(-, cs_Server(v_ProductTokenList), v_AuthenticationInfo, v_ContentType, v_MessageBody));

    return cs_HTTP_AuthenticationResult_NoError;

  }

}
After change

  function f_HTTP_GBA_Authentication(HTTP_DATA_PORT p_HttpDataPort,

                                     timer p_Watchdog,

                                     NAF_Type p_NAF,

                                     HTTP_AuthenticationParams_Type p_HTTP_AuthenticationParams) return template (value) HTTP_AuthenticationResult_Type

  { /* @sic R5-160765: generic implementation for XCAP and ProSe sic@ */

    var template (omit) HTTP_DATA_IND v_HTTP_DATA_IND;

    var HTTP_DATA_IND v_InitialRequestGBA;

    var HTTP_DATA_IND v_SubsequentRequestGBA;

    var charstring v_RequestLineUri;

    var charstring v_UsernameGBA;

    var bitstring v_XRES := p_HTTP_AuthenticationParams.AuthParams.XRES;

    var integer v_XRESLength := lengthof(v_XRES) / 8;
    var charstring v_CNonce;

    var ServerVal_List v_ProductTokenList;

    var template (value) WwwAuthenticate v_WwwAuthenticate;

    var template (value) AuthenticationInfo v_AuthenticationInfo;

    var template (value) ContentType v_ContentType;

    var charstring v_MessageBody;

    var template (present) HttpRequest_Type v_HttpRequest;

    var template (present) charstring v_RequestLineMethod;

    var template UserAgent v_UserAgent;

    var template Authorization v_Authorization;

    var template (present) Host v_Host;

    var octetstring v_DigestResponse;

    var charstring v_RspAuth;

    var boolean v_GbaInitialRequest := true;

    var charstring v_Error := "";

    v_Host := cr_Host(p_HTTP_AuthenticationParams.BsfServerDomainName);     /* @sic R5-155363 sic@ */

    if (pc_TMPI_forGBA) {

      v_UsernameGBA := fl_GBA_TMPI_Derivation(p_HTTP_AuthenticationParams.AuthParams, p_HTTP_AuthenticationParams.PrivateUserId, p_HTTP_AuthenticationParams.BsfServerDomainName);

    } else {

      v_UsernameGBA := p_HTTP_AuthenticationParams.PrivateUserId;

    }

    select (p_NAF) {

      case (NAF_XCAP, NAF_ProSe) {      /* @sic R5-160765: GBA for ProSE; !!!! most likely for ProSe a different method than GET needs to be used !!!! sic@ */

        v_RequestLineMethod := "GET";

      }

    }

    // 29.2 step 1                     

    v_ProductTokenList := {"3gpp-gba-tmpi"};
    v_UserAgent := f_UserAgentRX(v_ProductTokenList);

    v_Authorization := fl_Authorization_GBA(v_UsernameGBA, p_HTTP_AuthenticationParams.BsfServerDomainName, v_GbaInitialRequest);

    v_HttpRequest := cr_HttpRequest(cr_HttpRequestLine(v_RequestLineMethod), v_UserAgent, v_Authorization, v_Host); /* @sic R5-160765: GBA for ProSE; R5-155363: v_Host sic@ */

    v_HTTP_DATA_IND := f_HTTP_ReceiveRequest(p_HttpDataPort, v_HttpRequest, p_Watchdog);

    if (not ispresent(v_HTTP_DATA_IND)) { return cs_HTTP_AuthenticationResult_Timeout; }

    v_InitialRequestGBA := valueof(v_HTTP_DATA_IND);

    /* Authentication is based on standard 3GPP AKA infratructure which sets the password (XRES)

       used in the HTTP Digest authentication according RFC 3310.

       See TS 33.220 clause 4.3.1. */

    // 29.2 step 2

    v_ProductTokenList := {"BSF-Server"};

    v_WwwAuthenticate := fl_WwwAuthenticate_GBA(p_HTTP_AuthenticationParams.Nonce);

    f_HTTP_SendResponse(p_HttpDataPort, v_InitialRequestGBA.routingInfo, cs_HttpResponse_401(v_ProductTokenList, v_WwwAuthenticate));

    // 29.2 step 3

    v_RequestLineUri := v_InitialRequestGBA.httpRequest.requestLine.uri;    // same URI as in previous request */

    v_UserAgent := *;

    v_Authorization := fl_Authorization_GBA(v_UsernameGBA, p_HTTP_AuthenticationParams.BsfServerDomainName);

    v_HttpRequest := cr_HttpRequest(cr_HttpRequestLine(v_RequestLineMethod, v_RequestLineUri), v_UserAgent, v_Authorization, v_Host); /* @sic R5-160765: GBA for ProSE; R5-155363: v_Host sic@ */

    v_HTTP_DATA_IND := f_HTTP_ReceiveRequest(p_HttpDataPort, v_HttpRequest, p_Watchdog);

    if (not ispresent(v_HTTP_DATA_IND)) { return cs_HTTP_AuthenticationResult_Timeout; }

    v_SubsequentRequestGBA := valueof(v_HTTP_DATA_IND);

    // Check authentication response

    v_Error := f_HTTP_CheckDigestResponse("BSF-Server", v_SubsequentRequestGBA.httpRequest, v_XRES, v_XRESLength);

    if (v_Error != "") { return cs_HTTP_AuthenticationResult_Error(v_Error); }

    v_CNonce := f_SIP_CommaParamList_GetParamValue(v_SubsequentRequestGBA.httpRequest.authorization.body[0].digestResponse, "cnonce");

    // 29.2 step 4

    v_ProductTokenList := {"3gpp-gba-tmpi"};  /* @sic R5s150945 change 1.5: "3gpp-gba-tmpi" only sic@ */

    v_ContentType := cs_ContentType("application/vnd.3gpp.bsf+xml");

    v_MessageBody := oct2char(bit2oct(encvalue(cs_BootstrappingInfo(p_HTTP_AuthenticationParams.PSK_BootstrappingInfo.BTid))));

    v_DigestResponse := f_IMS_Authorization_CalculateDigestResponse("", v_SubsequentRequestGBA.httpRequest.authorization.body[0].digestResponse, v_XRES, v_XRESLength, v_MessageBody); /* @sic R5s150945 change 1.6 sic@ */

    v_RspAuth := f_StringToLower(oct2str(v_DigestResponse));

    v_AuthenticationInfo := fl_AuthenticationInfo_GBA(v_RspAuth, v_CNonce);

    f_HTTP_SendResponse(p_HttpDataPort,

                        v_SubsequentRequestGBA.routingInfo,

                        cs_HttpResponse_200(-, cs_Server(v_ProductTokenList), v_AuthenticationInfo, v_ContentType, v_MessageBody));

    return cs_HTTP_AuthenticationResult_NoError;

  }
Change 2
	Function name
	fl_WwwAuthenticate_GBA

	Reason for change
	Current implementation is not as per specs.
As per 34.229 annex C.29.2, the realm in WWW-Authenticate should be the same as was in step 1.

	Summary of change
	Modified “realm” value.

	TTCN module
	\Common\HTTP\HTTP_CommonAuthentication

	MCC160 Comment
	


Before change

function fl_WwwAuthenticate_GBA(charstring p_Nonce) return template (value) WwwAuthenticate

  {

    var template (value) CommaParam_List v_ChallangeParams;

    v_ChallangeParams := {

      cs_GenericParamQuoted("challenge", "Digest"),

      cs_GenericParamQuoted("realm",     "bsf.home1.net"),

      cs_GenericParamQuoted("algorithm", tsc_AKAv1_MD5),

      cs_GenericParamQuoted("qop",       "auth-int"),

      cs_GenericParamQuoted("nonce",     p_Nonce),

      cs_GenericParamQuoted("opaque",    tsc_GBA_Opaque)

    };

    return cs_HTTP_WwwAuthenticate(v_ChallangeParams);

  }
After change

  function fl_WwwAuthenticate_GBA(charstring p_Nonce) return template (value) WwwAuthenticate

  {

    var template (value) CommaParam_List v_ChallangeParams;

    var charstring v_HomeDomainName;

    if (px_UEwithISIM) {

      v_HomeDomainName := px_IMS_HomeDomainName;

    } else {

      v_HomeDomainName := f_IMS_HomeDomainNameDerivedFromIMSI(px_IMSI_Def);

    }
    v_ChallangeParams := {

      cs_GenericParamQuoted("challenge", "Digest"),

      cs_GenericParamQuoted("realm",     "bsf." & v_HomeDomainName),    

      cs_GenericParamQuoted("algorithm", tsc_AKAv1_MD5),

      cs_GenericParamQuoted("qop",       "auth-int"),

      cs_GenericParamQuoted("nonce",     p_Nonce),

      cs_GenericParamQuoted("opaque",    tsc_GBA_Opaque)

    };

    return cs_HTTP_WwwAuthenticate(v_ChallangeParams);

  }
Change 3
	Function name
	f_IMS_Authorization_CalculateDigestResponse

	Reason for change
	As per RFC 2617 
If the "qop" value is "auth-int", then A2 is:

      A2       = Method ":" digest-uri-value ":" H(entity-body)

Current implementation does not provide md5 of empty Entity-body.

As per draft-yusef-sipcore-digest-scheme-04:

6.  As a clarification to the calculation of the A2 value for message integrity assurance in the Digest authentication scheme, implementers should assume, when the entity-body is empty (that is, when SIP messages have no body) that the hash of the entity-body resolves to the hash of an empty string:       
H(entity-body) = chosen-algorithm("")
For example, when the chosen algorithm is SHA-256, then:
H(entity-body) = SHA-256("") = "e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855"

	Summary of change
	Added md5 of Entity-body even if the body is empty.

	TTCN module
	\Common\IMS\IMS_CommonFunctions.ttcn

	MCC160 Comment
	


Before change

      function f_IMS_Authorization_CalculateDigestResponse(charstring p_Method := "REGISTER",

                                                       CommaParam_List p_DigestResponse,

                                                       bitstring p_XRES,

                                                       integer p_XRESLength,

                                                       template (omit) charstring p_MessageBody := omit) return octetstring

  { /* input is the comma separated parameter list: digestResponse from the Authorization header and the value of XRES calculated in ts_AuthenticationInit

       This function calculates the digest response (v_RequestDigest) for p_XRES according to RFC 2617 and compares it with the response received from the UE (v_Dresponse) */

    /* @sic R5s130794 change 6: additional parameter p_Method to allow function to be used for HTTP Digest XCAP authentication sic@ */

    /* @sic R5s150945, R5-155995 change 6: new parameter p_MessageBody sic@ */

    var charstring  v_QopString := f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "qop");

    var octetstring v_METHOD    := char2oct(p_Method);

    var octetstring v_Username  := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "username"));

    var octetstring v_Realm     := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "realm"));

    var octetstring v_DigestUri := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "uri"));

    var octetstring v_Nonce     := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "nonce"));

    var octetstring v_NC        := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "nc"));

    var octetstring v_CNonce    := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "cnonce"));

    var octetstring v_Qop       := char2oct(v_QopString);

    var octetstring v_Passwd    := substr(bit2oct(p_XRES), 0, p_XRESLength); // @sic R5s120907 sic@

    var octetstring v_Secret;

    var octetstring v_HA2;

    var octetstring v_Data;

    var octetstring v_A1;

    var octetstring v_A2;

    var octetstring v_SecretData;

    var octetstring v_EntityBody := ''O;

    // RFC 2617 3.2.2.2

    // A1 = unq(username-value) ":" unq(realm-value) ":" passwd

    v_A1 := v_Username & tsc_COLON_HEX & v_Realm & tsc_COLON_HEX & v_Passwd;

    // H(A1)

    v_Secret := char2oct(f_StringToLower(oct2str(fx_MD5_Hex(v_A1))));

    // RFC 2617 3.2.2.3

    // A2 = Method ":" digest-uri-value

    v_A2 := v_METHOD & tsc_COLON_HEX & v_DigestUri;

    if (v_QopString == "auth-int") {

      if (isvalue(p_MessageBody)) {

        v_EntityBody := char2oct(valueof(p_MessageBody));

        v_EntityBody := char2oct(f_StringToLower(oct2str(fx_MD5_Hex(v_EntityBody))));
      }

      v_A2 := v_A2 & tsc_COLON_HEX & v_EntityBody;

    }

    v_HA2 := char2oct(f_StringToLower(oct2str(fx_MD5_Hex(v_A2))));

    // RFC 2617 3.2.2.1

    //   unq(nonce-value)

    //   ":" nc-value

    //   ":" unq(cnonce-value)

    //   ":" unq(qop-value)

    //   ":" H(A2)

    v_Data := v_Nonce & tsc_COLON_HEX & v_NC & tsc_COLON_HEX & v_CNonce & tsc_COLON_HEX & v_Qop & tsc_COLON_HEX & v_HA2;

    //now apply KD function described in RFC 2617 section 3.2.1

    //KD(secret, data) = H(concat(secret, ":", data))

    v_SecretData := v_Secret & tsc_COLON_HEX & v_Data;

    return fx_MD5_Hex(v_SecretData);

  }
After change

function f_IMS_Authorization_CalculateDigestResponse(charstring p_Method := "REGISTER",

                                                       CommaParam_List p_DigestResponse,

                                                       bitstring p_XRES,

                                                       integer p_XRESLength,

                                                       template (omit) charstring p_MessageBody := omit) return octetstring

  { /* input is the comma separated parameter list: digestResponse from the Authorization header and the value of XRES calculated in ts_AuthenticationInit

       This function calculates the digest response (v_RequestDigest) for p_XRES according to RFC 2617 and compares it with the response received from the UE (v_Dresponse) */

    /* @sic R5s130794 change 6: additional parameter p_Method to allow function to be used for HTTP Digest XCAP authentication sic@ */

    /* @sic R5s150945, R5-155995 change 6: new parameter p_MessageBody sic@ */

    var charstring  v_QopString := f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "qop");

    var octetstring v_METHOD    := char2oct(p_Method);

    var octetstring v_Username  := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "username"));

    var octetstring v_Realm     := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "realm"));

    var octetstring v_DigestUri := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "uri"));

    var octetstring v_Nonce     := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "nonce"));

    var octetstring v_NC        := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "nc"));

    var octetstring v_CNonce    := char2oct(f_SIP_CommaParamList_GetParamValue (p_DigestResponse, "cnonce"));

    var octetstring v_Qop       := char2oct(v_QopString);

    var octetstring v_Passwd := substr(bit2oct(p_XRES), 0, p_XRESLength); // @sic R5s120907 sic@

    var octetstring v_Secret;

    var octetstring v_HA2;

    var octetstring v_Data;

    var octetstring v_A1;

    var octetstring v_A2;

    var octetstring v_SecretData;

    var octetstring v_EntityBody := ''O;

    // RFC 2617 3.2.2.2

    // A1 = unq(username-value) ":" unq(realm-value) ":" passwd

    v_A1 := v_Username & tsc_COLON_HEX & v_Realm & tsc_COLON_HEX & v_Passwd;

    // H(A1)

    v_Secret := char2oct(f_StringToLower(oct2str(fx_MD5_Hex(v_A1))));

    // RFC 2617 3.2.2.3

    // A2 = Method ":" digest-uri-value

    v_A2 := v_METHOD & tsc_COLON_HEX & v_DigestUri;

    if (v_QopString == "auth-int") {

      if (isvalue(p_MessageBody)) {

        v_EntityBody := char2oct(valueof(p_MessageBody));

      }

      v_EntityBody := char2oct(f_StringToLower(oct2str(fx_MD5_Hex(v_EntityBody))));  

      v_A2 := v_A2 & tsc_COLON_HEX & v_EntityBody;

    }

    v_HA2 := char2oct(f_StringToLower(oct2str(fx_MD5_Hex(v_A2))));

    // RFC 2617 3.2.2.1

    //   unq(nonce-value)

    //   ":" nc-value

    //   ":" unq(cnonce-value)

    //   ":" unq(qop-value)

    //   ":" H(A2)

    v_Data := v_Nonce & tsc_COLON_HEX & v_NC & tsc_COLON_HEX & v_CNonce & tsc_COLON_HEX & v_Qop & tsc_COLON_HEX & v_HA2;

    //now apply KD function described in RFC 2617 section 3.2.1

    //KD(secret, data) = H(concat(secret, ":", data))

    v_SecretData := v_Secret & tsc_COLON_HEX & v_Data;

    return fx_MD5_Hex(v_SecretData);

