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< Start of Modified Section >

9.2.1.1.19
Attach / Abnormal case / Failure due to non integrity protection

9.2.1.1.19.1
Test Purpose (TP)

(1)

with { UE having been initiated an Attach }

ensure that {

  when { UE receives an ATTACH ACCEPT messages without NAS integrity protection before NAS security mode control procedure being performed }

    then { UE discards this message }

            }

(2)

with { a valid NAS security context exists and the NAS security mode control procedure has been successfully completed in the network and the UE }

ensure that {

  when { UE receives a valid NAS signalling message without integrity protection }

    then { UE discards this NAS signalling message }

            }

(3)

with { a valid NAS security context exists and the NAS security mode control procedure has been successfully completed in the network and the UE }

ensure that {

  when { UE receives a valid security protected NAS signalling message with the Message authentication code set to an incorrect value  }

    then { UE discards this NAS signalling message }

            }

(4)

with { a valid NAS security context exists and the NAS security mode control procedure has been successfully completed in the network and the UE }

ensure that {

  when { UE receives a valid NAS signalling message with integrity protection which require a response from the UE }

    then { UE sends the response as a security protected NAS message }

            }

9.2.1.1.19.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 4.4.4.1, 4.4.4.2 and 5.5.2.2.

[TS 24.301, clause 4.4.4.1]

For the UE, integrity protected signalling is mandatory for the NAS messages once a valid EPS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the NAS messages once a secure exchange of NAS messages has been established for the NAS signalling connection. Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates integrity protection.

…

[TS 24.301, clause 4.4.4.2]

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT;

-
DETACH REQUEST;

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT;

-
SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

All ESM messages are integrity protected.

Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.

[TS 24.301, clause 5.5.2.2.1]

...

If the UE is to be switched off, the UE shall:

-
delete the current EPS security context stored in the UE as specified in annex C, if it is a mapped EPS security context;

-
store the native EPS security context (if it is valid), as specified in annex C; and

-
try for a period of 5 seconds to send the DETACH REQUEST message. During this period, the UE may be switched off as soon as the DETACH REQUEST message has been sent.

...

9.2.1.1.19.3
Test description

9.2.1.1.19.3.1
Pre-test conditions

System Simulator:

-
Cell A.

UE:

-
The UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell A using default message contents according to TS 36.508 [18]. 

NOTE:
Any type of attach is acceptable.

Preamble:

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [18]. 

- 
The NAS integrity algorithm shall be set to a different value than 'EPS integrity algorithm' EIA0 throughout the whole duration of the test.

9.2.1.1.19.3.2
Test procedure sequence

Table 9.2.1.1.19.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.

Note:
The ATTACH REQUEST message shall be sent as a security protected NAS message (see TS 24.301 – clause 9.1).
	-->
	ATTACH REQUEST
	-
	-

	-
	EXCEPTION: Steps 2Aa1 to 2Aa2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	2Aa1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	2Aa2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	3
	The SS transmits an ATTACH ACCEPT although UE has not successfully completed any NAS security mode control procedure.

Note:
The ATTACH ACCEPT message is sent as a plain NAS message (see TS 24.301 – clause 9.1).
	<--
	ATTACH ACCEPT
	-
	-

	4
	Check: Does the UE transmit an ATTACH COMPLETE message within the next 3s?

Note: 
The UE is expected to discard the ATTACH ACCEPT message without security protection.
	-->
	ATTACH COMPLETE
	1
	F

	5
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	6
	The UE transmits an AUTHENTICATION RESPONSE message to establish mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	7
	The SS transmits a SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	8
	The UE transmits a SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	9
	The SS transmits an ATTACH ACCEPT without integrity protection.

Note: The ATTACH ACCEPT message is sent as a plain NAS message (see TS 24.301 – clause 9.1).
	<--
	ATTACH ACCEPT
	-
	-

	10
	Check: Does the UE transmit an ATTACH COMPLETE message within the next 3s?

Note: 
The UE is expected to discard the ATTACH ACCEPT message without security protection
	-->
	ATTACH COMPLETE
	2
	F

	11
	The SS transmits an ATTACH ACCEPT with integrity protection with the Message authentication code set to an incorrect value.

Note: The ATTACH ACCEPT message is sent as a security protected NAS message (see TS 24.301 – clause 9.1).
	<--
	ATTACH ACCEPT
	-
	-

	12
	Check: Does the UE transmit an ATTACH COMPLETE message within the next 3s?

Note: 
The UE is expected to discard the ATTACH ACCEPT message because the integrity check is failed.
	-->
	ATTACH COMPLETE
	3
	F

	13
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST.

Note: The ATTACH ACCEPT message is sent as a security protected NAS message (see TS 24.301 – clause 9.1).

Note 1: SS allocates a PDN address of a PDN type which is compliant with the PDN type requested by the UE.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 14 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	-
	EXCEPTION: IF PDN1_IMS (Note) THEN in parallel

to the event described in step 16 below the

generic procedure for IMS signalling in the Uplane

specified in TS 36.508 subclause

4.5A.3 takes place if requested by the UE
	-
	-
	-
	-

	14
	Check: Does the UE transmit an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message as specified?

Note:
The ATTACH COMPLETE message is sent as a security protected NAS message (see TS 24.301 – clause 9.1).
	-->
	ATTACH COMPLETE
	4
	P

	14A1a1-14A3b1
	Steps 16a1-18b1 of the generic procedure for UE registration specified in TS 36.508 subclause 4.5.2.3 are performed.
	-
	-
	-
	-

	15
	Void
	-
	-
	-
	-

	16
	Check: Does the test results of test procedure in 36.508 clause 6.4.2.4 indicate that the UE is in E-UTRA EMM-REGISTERED state with S-TMSI-2?

Note:
This step verifies that the UE has correctly stored the GUTI-4 which was included in the protected ATTACH ACCEPT messages.
	-
	-
	4
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA idle (E1) according to TS 36.508.
	-
	-
	-
	-

	Note:
PDN1_IMS as defined in TS 36.508 subclause 4.5.2.


9.2.1.1.19.3.3
Specific message contents

Table 9.2.1.1.19.3.3-1: Message ATTACH ACCEPT (steps 3 and 9, Table 9.2.1.1.19.3.2-1)

	Derivation path: 36.508 table 4.7.2-1 (Plain NAS message)

	Information Element
	Value/Remark
	Comment
	Condition

	GUTI
	GUTI-2
	The SS chooses a value different from GUTI-1.
	


Table 9.2.1.1.19.3.3-2: Message SECURITY PROTECTED NAS MESSAGE (step 11, Table 9.2.1.1.19.3.2-1)

	Derivation path: 36.508 table 4.7.1-1 with condition CIPHERED

	Information Element
	Value/Remark
	Comment
	Condition

	Message authentication code
	Incorrect value
	The SS chooses an incorrect value which fails integrity checks.

(e.g. 00000000)
	

	NAS message
	ATTACH ACCEPT (see table 9.2.1.1.19.3.3-3)
	
	


Table 9.2.1.1.19.3.3-3: Message ATTACH ACCEPT (step 11, Table 9.2.1.1.19.3.2-1)

	Derivation path: 36.508 table 4.7.2-1 (Security protected NAS message)

	Information Element
	Value/Remark
	Comment
	Condition

	GUTI
	GUTI-3
	The SS chooses a value different from GUTI-1 and GUTI-2.
	


Table 9.2.1.1.19.3.3-4: Message ATTACH ACCEPT (step 13, Table 9.2.1.1.19.3.2-1)

	Derivation path: 36.508 table 4.7.2-1 (Security protected NAS message)

	Information Element
	Value/Remark
	Comment
	Condition

	GUTI
	GUTI-4
	The SS chooses a value different from GUTI-1, GUTI-2 and GUTI-3.
	


< Start of Modified Section >

9.2.1.1.24
Attach / Abnormal case / Change of cell into a new tracking area

9.2.1.1.24.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH Request message }

ensure that {

  when { cell change into a new tracking area occurs before the ATTACH procedure is completed }

    then { the UE aborts the ATTACH procedure and re-initiates it immediately in the new tracking area }

            }

(2)

with { UE has sent an ATTACH REQUEST message and received ATTACH ACCEPT message containing GUTI }

ensure that {

  when { UE reselects a cell belonging to a new tracking area }

    then { the UE restarts the attach procedure }

            }

9.2.1.1.24.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.6 and 5.5.1.3.6.

[TS 24.301, clause 5.5.1.2.6]

The following abnormal cases can be identified:

…

e)
Change of cell into a new tracking area


If a cell change into a new tracking area occurs before the attach procedure is completed, the attach procedure shall be aborted and re-initiated immediately. If a tracking area border is crossed when the ATTACH ACCEPT message has been received but before an ATTACH COMPLETE message is sent, the attach procedure shall be re-initiated. If a GUTI was allocated during the attach procedure, this GUTI shall be used in the attach procedure.

[TS 24.301, clause 5.5.1.3.6]

The UE shall proceed as follows:

...

-
otherwise, the abnormal cases specified in subclause 5.5.1.2.6 apply with the following modification.

If the attach attempt counter is incremented according to subclause 5.5.1.2.6 the next actions depend on the value of the attach attempt counter:

9.2.1.1.24.3
Test description

9.2.1.1.24.3.1
Pre-test conditions

System Simulator:

-
Cells A and B:

-
Cell A is the serving cell with TAI 1 (PLMN1+TAC1);

-
Cell B is the non-suitable cell with TAI 2 (PLMN1+TAC2).

-
System information combination 3 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells;

UE:

-
The UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell A using default message contents according to TS 36.508 [18].

NOTE:
Any type of attach is acceptable.

Preamble:

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.2.1.1.24.3.2
Test procedure sequence

Table 9.2.1.1.24.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	0A
	The SS configures:

- Cell B as a "serving cell"

- Cell A as a "non-suitable cell".
	-
	-
	-
	-

	1
	The UE is switched on.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message in Cell B including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	3
	SS does not send ATTACH ACCEPT to the UE and update TAC value in SystemInformationBlockType1.
	-
	
	-
	-

	3A 
	The SS transmits a Paging message paging occasion including a systemInfoModification.

From the beginning of the next modification period the SS transmits a modified SystemInformationBlockType1 as specified.
	<--
	Paging 
	-
	-

	4
	Check: Does the UE transmit an ATTACH REQUEST message in Cell B including a PDN CONNECTIVITY REQUEST message in the next 12 seconds? 

Note: Wait time is more than 2.1* modification period for the UE to receive system information and inferior to T3410.
	-->
	ATTACH REQUEST
	1
	P

	4A
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	5
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	6
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	7
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	
	EXCEPTION: Steps 8a to 8b describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	8a
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	8b
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	9
	The SS configures:

- Cell A as a “serving cell”
	-
	-
	-
	-

	10
	SS is configured to not allocate any UL grant or respond to any PRACH preambles for ATTACH COMPLETE in Cell B.
	-
	-
	-
	-

	11
	SS responds with ATTACH ACCEPT message including a valid TAI list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message. GUTI-1 is allocated.
	<--
	ATTACH ACCEPT
	-
	-

	12
	The SS configures:

- Cell B as a "non-suitable cell".
	-
	-
	-
	-

	13
	UE transmits RRCConnectionReestablishmentRequest message in Cell A
	-
	-
	-
	-

	14
	SS Sends RRCConnectionReestablishment
	-
	-
	-
	-

	15
	The UE transmits a RRCConnectionReestablishmentComplete message
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	16
	Check: Does the UE transmit an ATTACH REQUEST message, containing GUTI 1?
	-->
	ATTACH REQUEST
	2
	P

	17
	SS responds with ATTACH ACCEPT message including a valid TAI list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message 
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 13 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	--
	EXCEPTION: IF PDN1_IMS (NOTE 2) THEN in parallel

to the event described in step 18 below the

generic procedure for IMS signalling in the Uplane

specified in TS 36.508 subclause

4.5A.3 takes place if requested by the UE
	-
	-
	-
	-

	18
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-

	18A1a1-18A3b1
	Steps 16a1-18b1 of the generic procedure for UE registration specified in TS 36.508 subclause 4.5.2.3 are performed.
	-
	-
	-
	-

	19
	Void
	-
	-
	-
	-

	NOTE 1: 
UE already has NAS security context in step 17 and just sending a DL message with Integrity and Ciphering will start enable NAS security.
NOTE 2:
PDN1_IMS as defined in TS 36.508 subclause 4.5.2.


9.2.1.1.24.3.3
Specific message contents
Table 9.2.1.1.24.3.3-1: Message ATTACH ACCEPT (step 11, Table 9.2.1.1.24.3.2-1)

	Derivation path: TS 36.508 table 4.7.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'0000 0110'B
	
	

	  Partial tracking area identity list 1
	
	
	

	    Number of elements
	'0 0000'B
	
	

	    Type of list
	'00'B
	
	

	    MCC
	MCC of cell B
	
	

	    MNC
	MNC of cell B
	
	

	    TAC 1
	TAC-4
	
	

	GUTI
	GUTI-1
	
	


Table 9.2.1.1.24.3.3-2: SystemInformationBlockType1 for Cell B (From step 3 in Table 9.2.1.1.24.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.2-3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	 cellAccessRelatedInfo SEQUENCE {
	
	
	

	      trackingAreaCode 
	TAC =4
	
	

	  }
	
	
	

	}
	
	
	


Table 9.2.1.1.24.3.3-3: Paging (step 3A, Table 9.2.1.1.24.3.2-1)

	Derivation Path: 36.508 Table 4.6.1-7

	Information Element
	Value/remark
	Comment
	Condition

	Paging ::= SEQUENCE {
	
	
	

	  pagingRecordList
	Not present
	
	

	  systemInfoModification
	true
	
	

	}
	
	
	


Table 9.2.1.1.24.3.3-4: Message ATTACH REQUEST (step 16, Table 9.2.1.1.24.3.2-1)

	Derivation path: TS 36.508 table 4.7.2-4

	Information Element
	Value/Remark
	Comment
	Condition

	Last visited registered TAI
	TAI of cell B with TAC-4
	
	


9.2.1.1.25
Attach / Abnormal case / Mobile originated detach required 

9.2.1.1.25.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED-INITIATED state }

ensure that {

  when { the UE initiates mobile originated detach }

   then { the UE aborts the attach procedure }

            }

9.2.1.1.25.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.6 and 5.5.1.3.6

[TS 24.301, clause 5.5.1.2.6]

The following abnormal cases can be identified:

f)
Mobile originated detach required


The attach procedure shall be aborted, and the UE initiated detach procedure shall be performed.

[TS 24.301, clause 5.5.1.3.6]

The UE shall proceed as follows:

...

-
otherwise, the abnormal cases specified in subclause 5.5.1.2.6 apply with the following modification.

If the attach attempt counter is incremented according to subclause 5.5.1.2.6 the next actions depend on the value of the attach attempt counter:

9.2.1.1.25.3
Test description

9.2.1.1.25.3.1
Pre-test conditions

System Simulator:

-
Cell A.

UE:

None.

Preamble:

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.2.1.1.25.3.2
Test procedure sequence

Table 9.2.1.1.25.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message. (NOTE 2)
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	5
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	6
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	7
	The SS does not respond to ATTACH REQUEST message.
	-
	-
	-
	-

	7A
	Cause UE to initiate detach before the T3410 times out. (NOTE 1)
	-
	-
	-
	-

	8
	Check: Does the UE initiate mobile originated detach and abort the attach procedure while T3410 is running?
	-->
	DETACH REQUEST
	1
	P

	9
	The SS transmits DETACH ACCEPT message. 
	<--
	DETACH ACCEPT
	-
	-

	9A
	The SS releases the RRC connection.
	-
	-
	-
	-

	10
	Check: Does the test result of the generic procedure defined in clause 6.4.2.5 of 36.508 [18] indicates that the UE responds to paging when paged with S-TMSI included in GUTI-1 and with CN domain indicator set to "PS"?
	-
	-
	1
	-

	11
	Void
	-
	-
	-
	-

	NOTE 1:
T3410 value is specified as 15s in TS 24.301.

NOTE 2:
Any type of attach is acceptable.


9.2.1.1.25.3.3
Specific message contents

Table 9.2.1.1.25.3.3-1: Message DETACH REQUEST (step 8, Table 9.2.1.1.25.3.2-1)

	Derivation path: 36.508 table 4.7.2-11

	Information Element
	Value/Remark
	Comment
	Condition

	Detach type
	
	
	

	  Type of detach
	001 or 011
	EPS detach or combined EPS/IMSI detach
	

	  Switch off
	0
	Normal detach
	


9.2.1.1.26
Attach / Abnormal case / Detach procedure collision

9.2.1.1.26.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED-INITIATED state }

ensure that {

  when { UE receives a DETACH REQUEST message and detach type indicates “re-attach not required” }

    then { the UE sends DETACH ACCEPT }

}

(2)

with { UE in EMM-REGISTERED-INITIATED  state }

ensure that {

  when { UE receives a DETACH REQUEST message and detach type  indicates “re-attach  required” }

    then { the UE continues with ATTACH procedure }

}

9.2.1.1.26.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.6, 5.5.1.3.6.

[TS 24.301, clause 5.5.1.2.6]

The following abnormal cases can be identified:

…

g)
Detach procedure collision


If the UE receives a DETACH REQUEST message from the network in state EMM-REGISTERED-INITIATED and the detach type indicates "re-attach not required", the detach procedure shall be progressed and the attach procedure shall be aborted. Otherwise the attach procedure shall be progressed and the DETACH REQUEST message shall be ignored.

[TS 24.301, clause 5.5.1.3.6]

The UE shall proceed as follows:

...

-
otherwise, the abnormal cases specified in subclause 5.5.1.2.6 apply with the following modification.

If the attach attempt counter is incremented according to subclause 5.5.1.2.6 the next actions depend on the value of the attach attempt counter:

9.2.1.1.26.3
Test description

9.2.1.1.26.3.1
Pre-test conditions

System Simulator:

-
Cell A.

UE:

 None.

Preamble:

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.2.1.1.26.3.2
Test procedure sequence

Table 9.2.1.1.26.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message. (NOTE 2)
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS initiates Detach procedure with the Detach Type IE "re-attach not required"
	<--
	DETACH REQUEST
	-
	-

	4
	Check: Does the UE send DETACH ACCEPT message?
	-->
	DETACH ACCEPT
	1
	P

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	5A
	The SS waits 5 seconds (NOTE 1)
	-
	-
	-
	-

	6
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	6A
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	7
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message. (NOTE 2)
	-->
	ATTACH REQUEST
	-
	-

	8
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure
	<--
	AUTHENTICATION REQUEST
	-
	-

	9
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	10
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	11
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 12a1 to 12a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	12a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	12a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	13
	The SS initiates Detach procedure with the Detach Type IE "re-attach required"
	<--
	DETACH REQUEST
	-
	-

	-
	EXCEPTION: In parallel with steps 14 to 16, the parallel behaviour defined in table 9.2.1.1.26.3.2-2   is running.
	-
	-
	-
	-

	14
	SS responds with ATTACH ACCEPT message including a valid TAI list. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message. GUTI-1 is allocated.
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in steps 15 to 16 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	-
	EXCEPTION: IF PDN1_IMS (NOTE 3) THEN in parallel

to the event described in steps 15 to 16 below the

generic procedure for IMS signalling in the Uplane

specified in TS 36.508 subclause

4.5A.3 takes place if requested by the UE
	-
	-
	-
	-

	15
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message?
	-->
	ATTACH COMPLETE
	2
	P

	16
	The SS waits 5 seconds (NOTE 1)
	-
	-
	-
	-

	16A1a1-16A3b1
	Steps 16a1-18b1 of the generic procedure for UE registration specified in TS 36.508 subclause 4.5.2.3 are performed.
	-
	-
	-
	-

	17
	Void
	-
	-
	-
	-

	NOTE 1: 
The time delay is added to additionally guarantee UE has respected the content of the DETACH REQUEST message.

NOTE 2: 
Any type of attach is acceptable.
NOTE 3:
PDN1_IMS as defined in TS 36.508 subclause 4.5.2.


Table 9.2.1.1.26.3.2-2: Parallel behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Check: Does the UE send DETACH ACCEPT message?
	-->
	DETACH ACCEPT
	2
	F


9.2.1.1.26.3.3
Specific message contents
Table 9.2.1.1.26.3.3-1: Message DETACH REQUEST (step 3, Table 9.2.1.1.26.3.2-1)

	Derivation path: 36.508 table 4.7.2-12

	Information Element
	Value/Remark
	Comment
	Condition

	Detach type
	'010'B 
	"re-attach not required"
	

	EMM cause
	‘07’H
	EPS services not allowed
	


Table 9.2.1.1.26.3.3-2: Message DETACH REQUEST (step 13, Table 9.2.1.1.26.3.2-1)

	Derivation path: 36.508 table 4.7.2-12

	Information Element
	Value/Remark
	Comment
	Condition

	Detach type
	‘001'B
	"re-attach  required"
	

	EMM cause
	NOT PRESENT
	
	


< End of Modified Section >
