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FIRST MODIFIED SECTION

5.3.1.1            RRC connection control

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a handover message when security has been activated.
NOTE:     In case the serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure measurements after having obtained the UE capabilities, as the measurement configuration needs to be set according to the band selected by the UE.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.
For some radio configuration fields, a critical extension has been defined. A switch from the original version of the field to the critically extended version is allowed using any connection reconfiguration. The UE reverts to the original version of some critically extended fields upon handover and re-establishment as specified elsewhere in this specification. Otherwise, switching a field from the critically extended version to the original version is only possible using the handover or re-establishment procedure with the full configuration option.

After having initiated the initial security activation procedure, E-UTRAN may configure a UE that supports CA, with one or more SCells in addition to the PCell that was initially configured during connection establishment. The PCell is used to provide the security inputs and upper layer system information (i.e. the NAS mobility information e.g. TAI). SCells are used to provide additional downlink and optionally uplink radio resources.

The release of the RRC connection normally is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.

NEXT MODIFIED SECTION

5.5.4.1
General
If security has been activated successfully, the UE shall:
1>
for each measId included in the measIdList within VarMeasConfig:
2>
if the corresponding reportConfig includes a purpose set to reportStrongestCellsForSON:
NEXT MODIFIED SECTION

5.5.5
Measurement reporting
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Figure 5.5.5-1: Measurement reporting

The purpose of this procedure is to transfer measurement results from the UE to E-UTRAN. UE shall initiate this procedure only after successful security activation.
For the measId for which the measurement reporting procedure was triggered, the UE shall set the measResults within the MeasurementReport message as follows:

1>
set the measId to the measurement identity that triggered the measurement reporting;

1>
set the measResultPCell to include the quantities of the PCell;

1>
set the measResultServFreqList to include for each SCell that is configured, if any, within measResultSCell the quantities of the concerned SCell, if available according to performance requirements in [16];

1>
if the reportConfig associated with the measId that triggered the measurement reporting includes reportAddNeighMeas:

2>
for each serving frequency for which measObjectId is referenced in the measIdList, other than the frequency corresponding with the measId that triggered the measurement reporting:
3>
set the measResultServFreqList to include within measResultBestNeighCell the physCellId and the quantities of the best non-serving cell, based on RSRP, on the concerned serving frequency;

1>
if there is at least one applicable neighbouring cell to report:

2>
set the measResultNeighCells to include the best neighbouring cells up to maxReportCells in accordance with the following:
3>
if the triggerType is set to event:
4>
include the cells included in the cellsTriggeredList as defined within the VarMeasReportList for this measId;

3>
else:

4>
include the applicable cells for which the new measurement results became available since the last periodical reporting or since the measurement was initiated or reset;

NOTE:
The reliability of the report (i.e. the certainty it contains the strongest cells on the concerned frequency) depends on the measurement configuration i.e. the reportInterval. The related performance requirements are specified in TS 36.133 [16].

3>
for each cell that is included in the measResultNeighCells, include the physCellId;

3>
if the triggerType is set to event; or the purpose is set to reportStrongestCells or to reportStrongestCellsForSON:

4>
for each included cell, include the layer 3 filtered measured results in accordance with the reportConfig for this measId, ordered as follows:

5>
if the measObject associated with this measId concerns E-UTRA:

6>
set the measResult to include the quantity(ies) indicated in the reportQuantity within the concerned reportConfig in order of decreasing triggerQuantity, i.e. the best cell is included first;

5>
if the measObject associated with this measId concerns UTRA FDD and if ReportConfigInterRAT includes the reportQuantityUTRA-FDD:

6>
set the measResult to include the quantities indicated by the reportQuantityUTRA-FDD in order of decreasing measQuantityUTRA-FDD within the quantityConfig, i.e. the best cell is included first;
5>
if the measObject associated with this measId concerns UTRA FDD and if ReportConfigInterRAT does not include the reportQuantityUTRA-FDD; or

5>
if the measObject associated with this measId concerns UTRA TDD, GERAN or CDMA2000:

6>
set the measResult to the quantity as configured for the concerned RAT within the quantityConfig in order of either decreasing quantity for UTRA and GERAN or increasing quantity for CDMA2000 pilotStrength, i.e. the best cell is included first;

3>
else if the purpose is set to reportCGI:

4>
if the mandatory present fields of the cgi-Info for the cell indicated by the cellForWhichToReportCGI in the associated measObject have been obtained:

5>
if the cell broadcasts a CSG identity:

6>
include the csg-Identity;

6>
include the csg-MemberStatus and set it to member if the cell is a CSG member cell;

5>
if the si-RequestForHO is configured within the reportConfig associated with this measId:

6>
include the cgi-Info containing all the fields that have been successfully acquired, except for the plmn-IdentityList;

5>
else:

6>
include the cgi-Info containing all the fields that have been successfully acquired;

1>
if the ue-RxTxTimeDiffPeriodical is configured within the corresponding reportConfig for this measId;

2>
set the ue-RxTxTimeDiffResult to the measurement result provided by lower layers;

2>
set the currentSFN;

1>
if the includeLocationInfo is configured in the corresponding reportConfig for this measId and detailed location information that has not been reported is available, set the content of the locationInfo as follows:
2>
include the locationCoordinates;

2>
if available, include the gnss-TOD-msec;

1>
increment the numberOfReportsSent as defined within the VarMeasReportList for this measId by 1;

1>
stop the periodical reporting timer, if running;

1>
if the numberOfReportsSent as defined within the VarMeasReportList for this measId is less than the reportAmount as defined within the corresponding reportConfig for this measId:

2>
start the periodical reporting timer with the value of reportInterval as defined within the corresponding reportConfig for this measId;

1>
else:

2>
if the triggerType is set to periodical:

3> remove the entry within the VarMeasReportList for this measId;

3> remove this measId from the measIdList within VarMeasConfig;

1>
if the measured results are for CDMA2000 HRPD:

2>
set the preRegistrationStatusHRPD to the UE's CDMA2000 upper layer's HRPD preRegistrationStatus;

1>
if the measured results are for CDMA2000 1xRTT:

2>
set the preRegistrationStatusHRPD to FALSE;

1>
submit the MeasurementReport message to lower layers for transmission, upon which the procedure ends;

NEXT MODIFIED SECTION

5.6.5
UE Information

5.6.5.1
General
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Figure 5.6.5.1-1: UE information procedure

The UE information procedure is used by E-UTRAN to request the UE to report information. E-UTRAN should initiate this procedure only after successful security activation. 
5.6.5.2
Initiation

E-UTRAN initiates the procedure by sending the UEInformationRequest message.
5.6.5.3
Reception of the UEInformationRequest message

Upon receiving the UEInformationRequest message, the UE shall, only after successful security activation:

1>
if rach-ReportReq is set to true, set the contents of the rach-Report in the UEInformationResponse message as follows: 

2>
set the numberOfPreamblesSent to indicate the number of preambles sent by MAC for the last successfully completed random access procedure;
2>
if contention resolution was not successful as specified in TS 36.321 [6] for at least one of the transmitted preambles for the last successfully completed random access procedure:

3>
set the contentionDetected to true;

2>
else:

3>
set the contentionDetected to false;

1>
if rlf-ReportReq is set to true and the UE has radio link failure information or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

2>
set timeSinceFailure in VarRLF-Report to the time that elapsed since the last radio link or handover failure in E-UTRA;

2>
set the rlf-Report in the UEInformationResponse message to the value of rlf-Report in VarRLF-Report;

2>
discard the rlf-Report from VarRLF-Report upon successful delivery of the UEInformationResponse message confirmed by lower layers;

1>
if connEstFailReportReq is set to true and the UE has connection establishment failure information in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

2>
set timeSinceFailure in VarConnEstFailReport to the time that elapsed since the last connection establishment failure in E-UTRA;

2>
set the connEstFailReport in the UEInformationResponse message to the value of connEstFailReport in VarConnEstFailReport;

2>
discard the connEstFailReport from VarConnEstFailReport upon successful delivery of the UEInformationResponse message confirmed by lower layers;

1>
if the logMeasReportReq is present and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
2>
if VarLogMeasReport includes one or more logged measurement entries, set the contents of the logMeasReport in the UEInformationResponse message as follows:

3>
include the absoluteTimeStamp and set it to the value of absoluteTimeInfo in the VarLogMeasReport;

3>
include the traceReference and set it to the value of traceReference in the VarLogMeasReport;

3>

include the traceRecordingSessionRef and set it to the value of traceRecordingSessionRef in the VarLogMeasReport;

3>
include the tce-Id and set it to the value of tce-Id in the VarLogMeasReport;

3>
include the logMeasInfoList and set it to include one or more entries from VarLogMeasReport starting from the entries logged first;
3>
if the VarLogMeasReport includes one or more additional logged measurement entries that are not included in the logMeasInfoList within the UEInformationResponse message:

4>
include the logMeasAvailable;
1>
if the logMeasReport is included in the UEInformationResponse:

2>
submit the UEInformationResponse message to lower layers for transmission via SRB2;

2>
discard the logged measurement entries included in the logMeasInfoList from VarLogMeasReport upon successful delivery of the UEInformationResponse message confirmed by lower layers;
1>
else:

2>
submit the UEInformationResponse message to lower layers for transmission via SRB1;

LAST MODIFIED SECTION

A.6
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated “-“ in “P” column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without integrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	InDeviceCoexIndication
	-
	- 
	- 
	

	InterFreqRSTDMeasurementIndication
	-
	-
	-
	

	LoggedMeasurementsConfiguration
	-
	-
	-
	

	MasterInformationBlock
	+
	+
	+
	

	MBMSCountingRequest
	+
	+
	+
	

	MBMSCountingResponse
	-
	-
	-
	

	MBMSInterestIndication
	+
	-
	-
	

	MBSFNAreaConfiguration
	+
	+
	+
	

	MeasurementReport
	-
	-
	-
	RAN2 agreed that measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs MEASUREMENT REPORT is only be sent from the UE after successful security activation.

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	ProximityIndication
	-
	-
	-
	

	RNReconfiguration
	-
	-
	-
	

	RNReconfigurationComplete
	-
	-
	-
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However a short MAC-I is included.

	RRCConnectionReject
	+
	NA
	NA
	

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	UEAssistanceInformation
	-
	-
	-
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	In order to protect privacy of UEs UEInformationResponse is only be sent from the UE after successful security activation.

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
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