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Introduction
In RAN#68, it was proposed [1] to expand the ongoing Rel-13 WI LTE-WLAN Radio Level Integration and Interworking Enhancement [2] to include a new solution to “support legacy WLAN deployment where legacy WLAN nodes do not need to be updated”. The proposal envisioned a solution where an IPsec tunnel is used between eNB and UE over WLAN. It was agreed at RAN#68 that this solution is outside the scope of the current Rel-13 WI (will be called LWA/LWI WI shortly) and it was suggested to bring a separate proposal to RAN#69 [3].
In this document, we discuss the system impacts of the proposed IPsec tunneling based solution and propose a way forward of how it can be studied in 3GPP.
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Discussion
In LWA/LWI, a new interface called Xw is defined between eNB and WLAN to carry user data for LWA and control signalling to support both LWA and LWI. The interface is currently being standardized by RAN3 and will be based on Dual Connectivity architecture. A logical node, called WLAN Termination Point (WT), is also defined which terminates this interface at the WLAN side. Such a logical node can be implemented at an Access Controller (AC), Access Point (AP), or at a new physical node. Therefore, a WLAN node should be upgraded to support the WT functionality. The motivation the new proposal is to eliminate the need for this upgrade at WLAN by employing end-to-end connectivity between UE and eNB.
The proposal at a high level is to establish an IPsec tunnel between eNB and UE to carry data traffic which are GTP-U PDUs received on S1-U on the downlink and IP datagrams on the uplink.
In previous releases, 3GPP has defined several WLAN interworking solutions which use connectivity between WLAN and Core Network (CN). When the WLAN network is untrusted, a node called ePDG provides secure communication between UE and CN where an IPsec tunnel is established between the UE and ePDG. The new proposal effectively moves the ePDG functionality to eNB.
Observation 1: Using IPsec tunnel between eNB and UE is similar to ePDG based solution by moving the ePDG functionality inside the eNB.
The standardization of all the CN based WLAN interworking solutions, including ePDG based, have been led by SA2. This is due to the fact that they all involved a new or modified architecture and used connectivity above the RAN protocols, but also due to the fact that system level considerations such as ePDG selection, support for roaming, security support for multiple PDN connections etc, need to be taken into account. The same applies to the current proposal since this is a new architecture using “above PDCP” data exchange between eNB and UE. The proposal also requires the investigation of many system aspects such as:

· IP address allocation for the tunnel
· Type of tunnelling to use 
· Establishment of the tunnel (whether UE or eNB initiated and the corresponding procedures)

· Handling of NAT when eNB and/or WLAN nodes are behind NAT routers where it may be necessary to use NAT traversal solutions at the UE

· Maintenance and modification of the tunnel
· Traffic offloading aspects such as the mechanism of switching bearers between LTE and WLAN with the corresponding UE procedures (this is different than LWA where switching happens at PDCP layer per packet or bearer and thus transparent to upper layers while here it should be studied how the LTE bearer switching can work above PDCP).
· Security credentials used in order to authenticate the UE at the eNB to establish the tunnel

In contrast, RAN2 responsibility is limited to providing signalling support for the parameters decided by SA2.
Observation 2: Since the proposal includes a new architecture and the connectivity is based on above RAN protocols, the work should be led by SA2 starting with a Study Item phase
There are also several security issues which should be studied. The solution requires that the eNB IP address is provided to the UE which has never been studied in 3GPP before. This is naturally a significant security risk and the consequences should be analysed by SA3. In addition, the establishment of the security association between eNB and UE and derivation of keys should be studied and standardized (e.g. IKE or based on LTE keys).
Observation 3: SA3 should work together with SA2 to investigate the security aspects

We should also note that using PDCP layer as done in LWA can be a better alternative since it is within RAN responsibility and PDCP layer can provide additional functionality such as flow control, data recovery during handovers (both within eNB and WLAN), and common security for data via PDCP ciphering. In this case, the payload of the IP tunnel between eNB and UE will be PDCP PDUs. This can further simplify the implementation of eNB and UE if they need to support both LWA and the IP tunneling solutions. Since the tunneling is transparent to WLAN, transmission of PDCP PDUs in an IP tunnel or GTP PDUs in an IPsec tunnel over WLAN have no impact on WLAN nodes and thus both satisfy the requirement of “support legacy WLAN deployments”.
Observation 4: An IP tunnel between eNB and UE carrying PDCP PDU is a better alternative compared to IPsec tunnel carrying GTP-U PDUs or IP datagrams.
IPsec tunneling only provides the means to carry data between eNB and UE. A complete solution requires many other mechanisms including the necessary RRC and NAS signaling, mobility mechanisms, and UE procedures for measurements and offloading. It is feasible that the new solution can re-use some of the components being standardized in LWA and LWI WI. However, no additional work and impact should be introduced to the ongoing WI which is currently limited to LWA and LWI and scheduled to be completed by RAN#70.

Observation 5: The new study should not have any impact on the ongoing LWA/LWI WI.
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Conclusions 
In this document, we discussed the WLAN interworking using IPsec tunneling between eNB and UE. We observed that this framework has important system aspects within the responsibility of SA2 and SA3. Therefore, we conclude that a Study Item phase in these groups is necessary to investigate and evaluate the proposal.
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