
3GPP TSG-RAN WG5 Testing 
R5s150159
01 Jan – 31 Dec 2015
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	36.523-3
	CR
	2648
	rev
	-
	Current version:
	12.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	Correction to WI 082 EUTRA Testcase  9.1.2.4 and 9.1.2.5 with IMS enabled

	
	

	Source to WG:
	Anritsu Ltd

	Source to TSG:
	R5

	
	

	Work item code:
	TEI8_Test
	
	Date:
	2015-02-23

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	1.) Security Parameters needs to be set XRES length as this length is provided to IMS PTC in IPCAN QUERY. Hence, XRES length set after authetication is sucessful.  XRES length set in IPCAN Response in funciton f_EUTRA_IMS_IpcanInfo()
2.) Security Parameters needs to be set XRES length as this length is provided to IMS PTC in IPCAN QUERY. Hence, XRES length set after authetication is sucessful.  XRES length set in IPCAN Response in funciton f_EUTRA_IMS_IpcanInfo()
3.) For some TC, EUTRA capability enquiry procedure is not present and hence,  accessStratumRelease is not set. Hence, incase of not present, EUTRA PTC will not send to IMS PTC.

	
	

	Summary of change:
	1.) Security paramters set using f_EUTRA_Security_Set(). 
2.) Security paramters set using f_EUTRA_Security_Set()
3.) Set AccessStratumRelease only EUTRA Capability is present.       
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	Other comments:
	


Change 1
	Function name
	fl_TC_9_1_2_5_Body()

	Reason for change
	Security Parameters needs to be set XRES length as this length is provided to IMS PTC in IPCAN QUERY. Hence, XRES length set after authetication is sucessful.  XRES length set in IPCAN Response in funciton f_EUTRA_IMS_IpcanInfo()

	Summary of change
	 Security paramters set using f_EUTRA_Security_Set()

	TTCN module
	 LTE\9_1\NAS_Authentication.ttcn

	MCC160 Comment
	


Before change

function fl_TC_9_1_2_5_Body() runs on EUTRA_PTC

  {

    var HalfOctet_Type v_EPS_Bearer_Id := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var B3_Type v_PDNValue := f_GetPdnType();

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@

    var B32_128_Type v_ReceivedRES;
…..

  SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_AUTHENTICATION_RESPONSE)))

      -> value v_ReceivedAsp;

    v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;

    if (v_ReceivedRES == substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES)))

      {

        f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

      }

    else

      {

        f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 8");

      }

    //+  SS transmits a SECURITY MODE COMMAND message including the KSIASME of the new EPS security context

    //   UE transmits a SECURITY MODE COMPLETE message integrity protected and ciphered with the new EPS security context

    //   identified by the KSIASME received in the SECURITY MODE COMMAND message in step 9

    //@siclog "Steps 9 - 10" siclog@

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(eutra_CellA, v_SecurityParams);
After change

    function fl_TC_9_1_2_5_Body() runs on EUTRA_PTC

  {

    var HalfOctet_Type v_EPS_Bearer_Id := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var B3_Type v_PDNValue := f_GetPdnType();

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@

    var B32_128_Type v_ReceivedRES;
….
//+  Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message with RES that is equal to the XRES

    //   calculated in the SS?

    //@siclog "Step 8" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_AUTHENTICATION_RESPONSE)))

      -> value v_ReceivedAsp;

    v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;

    if (v_ReceivedRES == substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES)))

      {

        f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

      }

    else

      {

        f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 8");

      }

    v_SecurityParams.AuthParams.XRESLength := lengthof(v_ReceivedRES) / 8;

    f_EUTRA_Security_Set ( v_SecurityParams ); 

    //+  SS transmits a SECURITY MODE COMMAND message including the KSIASME of the new EPS security context

    //   UE transmits a SECURITY MODE COMPLETE message integrity protected and ciphered with the new EPS security context

    //   identified by the KSIASME received in the SECURITY MODE COMMAND message in step 9

    //@siclog "Steps 9 - 10" siclog@

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(eutra_CellA, v_SecurityParams);
….
Change 2
	Function name
	fl_TC_9_1_2_4_Body()

	Reason for change
	Security Parameters needs to be set XRES length as this length is provided to IMS PTC in IPCAN QUERY. Hence, XRES length set after authetication is sucessful.  XRES length set in IPCAN Response in funciton f_EUTRA_IMS_IpcanInfo()

	Summary of change
	Security paramters set using f_EUTRA_Security_Set()

	TTCN module
	LTE\9_1\NAS_Authentication.ttcn

	MCC160 Comment
	


Before change

unction fl_TC_9_1_2_4_Body() runs on EUTRA_PTC

  {

    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    var HalfOctet_Type v_EPS_Bearer_Id := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var B3_Type v_PDNValue := f_GetPdnType();

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@

    var B32_128_Type v_ReceivedRES;

    var NasCount_Type v_NasCountUL;
….

  SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //+  Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message with RES that is equal to the XRES

    //   calculated in the SS?

    //@siclog "Step 8" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_AUTHENTICATION_RESPONSE)))

      -> value v_ReceivedAsp;

    v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;

    if (v_ReceivedRES == substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES)))

      {

        f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

      }

    else

      {

        f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 8");

      }

    //+  SS transmits a SECURITY MODE COMMAND message including the KSIASME of the new EPS security contextcontext (as provided in step 8)

    //   UE transmits a SECURITY MODE COMPLETE message integrity protected and ciphered with the new EPS security context

    //   identified by the KSIASME received in the SECURITY MODE COMMAND message in step 9

    //@siclog "Steps 9 - 10" siclog@

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(eutra_CellA, v_SecurityParams);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 10");
After change

  unction fl_TC_9_1_2_4_Body() runs on EUTRA_PTC

  {

    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    var HalfOctet_Type v_EPS_Bearer_Id := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var B3_Type v_PDNValue := f_GetPdnType();

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@

    var B32_128_Type v_ReceivedRES;

    var NasCount_Type v_NasCountUL;
….

SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //+  Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message with RES that is equal to the XRES

    //   calculated in the SS?

    //@siclog "Step 8" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_AUTHENTICATION_RESPONSE)))

      -> value v_ReceivedAsp;

    v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;

    if (v_ReceivedRES == substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES)))

      {

        f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

      }

    else

      {

        f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 8");

      }

    v_SecurityParams.AuthParams.XRESLength := lengthof(v_ReceivedRES) / 8;

    f_EUTRA_Security_Set ( v_SecurityParams ); 

    //+  SS transmits a SECURITY MODE COMMAND message including the KSIASME of the new EPS security contextcontext (as provided in step 8)

    //   UE transmits a SECURITY MODE COMPLETE message integrity protected and ciphered with the new EPS security context

    //   identified by the KSIASME received in the SECURITY MODE COMMAND message in step 9

    //@siclog "Steps 9 - 10" siclog@

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(eutra_CellA, v_SecurityParams);

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 10");
….

Change 3
	Function name
	f_EUTRA_IMS_IpcanInfo()

	Reason for change
	For some TC, EUTRA capability enquiry procedur is not present and hence,  accessStratumRelease is not set. Hence, incase of not present, EUTRA PTC will not send to IMS PTC

	Summary of change
	 Set AccessStratumRelease only EUTRA Capability is present

	TTCN module
	 EUTRA\EUTRA_Component.ttcn

	MCC160 Comment
	


Before change

function f_EUTRA_IMS_IpcanInfo() runs on EUTRA_PTC return template (value) IPCAN_INFO_Type

  {

    var IPCAN_RAN_Type v_RanType;

    var template (omit) integer v_AuthResLength;

    var AccessStratumRelease v_AccessStratumRelease := vc_EUTRA_Global.MobileInfo.EUTRA_Capability.accessStratumRelease;

    var template (omit) integer v_UE_Release := f_ConvertAccessStratumReleaseToInteger(v_AccessStratumRelease);

    if (px_ePrimaryFrequencyBand < 33) { v_RanType := EUTRA_FDD; }

    else                               { v_RanType := EUTRA_TDD; }

    v_AuthResLength := vc_EUTRA_Global.Security.AuthParams.XRESLength;

    return cs_IPCAN_INFO(v_RanType, v_UE_Release, v_AuthResLength);

  }
After change

   function f_EUTRA_IMS_IpcanInfo() runs on EUTRA_PTC return template (value) IPCAN_INFO_Type

  {

    var IPCAN_RAN_Type v_RanType;

    var template (omit) integer v_AuthResLength;

    //var AccessStratumRelease v_AccessStratumRelease := vc_EUTRA_Global.MobileInfo.EUTRA_Capability.accessStratumRelease;

    //var template (omit) integer v_UE_Release := f_ConvertAccessStratumReleaseToInteger(v_AccessStratumRelease);

var AccessStratumRelease v_AccessStratumRelease;


var template (omit) integer v_UE_Release;


//tmp NK 


if(isvalue(vc_EUTRA_Global.MobileInfo.EUTRA_Capability)) {


v_AccessStratumRelease := vc_EUTRA_Global.MobileInfo.EUTRA_Capability.accessStratumRelease;


v_UE_Release := f_ConvertAccessStratumReleaseToInteger(v_AccessStratumRelease);


}
    if (px_ePrimaryFrequencyBand < 33) { v_RanType := EUTRA_FDD; }

    else                               { v_RanType := EUTRA_TDD; }

    v_AuthResLength := vc_EUTRA_Global.Security.AuthParams.XRESLength;

    return cs_IPCAN_INFO(v_RanType, v_UE_Release, v_AuthResLength);

  }
