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Next Modified Subclause
4.9.1
General

E-UTRAN supports Dual Connectivity (DC) operation whereby a multiple Rx/Tx UE in RRC_CONNECTED is configured to utilise radio resources provided by two distinct schedulers, located in two eNBs connected via a non-ideal backhaul over the X2 interface (see 3GPP TR 36.842 [59] 36.932 [60]). The overall E-UTRAN architecture as specified in section 4 and depicted in Figure 4-1 is applicable for DC as well. eNBs involved in DC for a certain UE may assume two different roles: an eNB may either act as an MeNB or as an SeNB. In DC a UE is connected to one MeNB and one SeNB.

Next Modified Subclause
4.9.3.2
E-UTRAN User Plane for Dual Connectivity
For dual connectivity two different user plane architectures are allowed, one in which the S1-U only terminates in the MeNB and the user plane data is transferred from MeNB to SeNB using the X2-U. A second architecture where the S1-U can terminate in the SeNB can also be configured. Figure 4.9.3.2-1 shows different U-plane connectivity options of eNBs involved in DC for a certain UE.
Different bearer options can be configured with different user plane architectures. U-plane connectivity depends on the bearer option configured:
-
For MCG bearers, the S1-U connection for the corresponding bearer(s) to the S-GW is terminated in the MeNB. The SeNB is not involved in the transport of user plane data for this type of bearer(s) over the Uu.
-
For split bearers, the S1-U connection to the S-GW is terminated in the MeNB. PDCP data is transferred between the MeNB and the SeNB via X2-U. The SeNB and MeNB are involved in transmitting data of this bearer type over the Uu.

-
For SCG bearers, the SeNB is directly connected with the S-GW via S1-U. The MeNB is not involved in the transport of user plane data for this type of bearer(s) over the Uu.
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Figure 4.9.3.2-1: U-Plane connectivity of eNBs involved in Dual Connectivity
NOTE:
if only MCG and split bearers are configured, there is no S1-U termination in the SeNB.
Next Modified Subclause
5.2.7.2
Uplink Power control

Intra-cell power control: the power spectral density of the uplink transmissions can be influenced by the eNB. For DC, two types of power control modes are defined, mode 1 and mode 2 as specified in [6]. A UE capable of DC supports at least power control mode 1 and the UE may additionally support power control mode 2. In both modes, the UE is configured with a minimum guaranteed power for each CG, as a ratio of the configured maximum UE output power Pcmax [52]. In power control mode 1, UE allocates up to the minimum guaranteed power to each CG and any remaining power is shared across MCG and SCG on a per transmission basis according to a priority order based on UCI type. In power control mode 2, the UE reserves the minimum guaranteed power to each CG and any remaining power is first made available to the CG that starts the earliest in time.
Next Modified Subclause
6
Layer 2

Layer 2 is split into the following sublayers: Medium Access Control (MAC), Radio Link Control (RLC) and Packet Data Convergence Protocol (PDCP). 

This subclause gives a high level description of the Layer 2 sub-layers in terms of services and functions. The two figures below depict the PDCP/RLC/MAC architecture for downlink and uplink, where:

-
Service Access Points (SAP) for peer-to-peer communication are marked with circles at the interface between sublayers. The SAP between the physical layer and the MAC sublayer provides the transport channels. The SAPs between the MAC sublayer and the RLC sublayer provide the logical channels.

-
The multiplexing of several logical channels (i.e. radio bearers) on the same transport channel (i.e. transport block) is performed by the MAC sublayer;
-
In both uplink and downlink, when CA or DC is not configured, only one transport block is generated per TTI in the absence of spatial multiplexing.
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Figure 6-1: Layer 2 Structure for DL
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Figure 6-2: Layer 2 Structure for UL

NOTE:
The eNB may not be able to guarantee that a L2 buffer overflow will never occur. If such overflow occurs, UE may discard packets in the L2 buffer. 
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Figure 6-3: Layer 2 Structure for Sidelink
Next Modified Subclause
10.1.2.7
Timing Advance

In RRC_CONNECTED, the eNB is responsible for maintaining the timing advance. Serving cells having UL to which the same timing advance applies (typically corresponding to the serving cells hosted by the same receiver) and using the same timing reference cell are grouped in a timing advance group (TAG). Each TAG contains at least one serving cell with configured uplink, and the mapping of each serving cell to a TAG is configured by RRC. In case of DC, a TAG only includes cells that are associated to the same CG and the maximum number of TAG is 8.
For the pTAG the UE uses the PCell in MCG and the PSCell in SCG as timing reference. In a sTAG, the UE may use any of the activated SCells of this TAG as a timing reference cell, but should not change it unless necessary.

In some cases (e.g. during DRX), the timing advance is not necessarily always maintained and the MAC sublayer knows if the L1 is synchronised and which procedure to use to start transmitting in the uplink:

-
as long as the L1 is non-synchronised, uplink transmission can only take place on PRACH.

For a TAG, cases where the UL synchronisation status moves from "synchronised" to "non-synchronised" include:

-
Expiration of a timer specific to the TAG;

-
Non-synchronised handover.
The synchronisation status of the UE follows the synchronisation status of the pTAG of MCG. The synchronisation status of the UE w.r.t. SCG follows the synchronisation status of the pTAG of SCG. When the timer associated with pTAG is not running, the timer associated with a sTAG in that CG shall not be running. Expiry of the timers associated with one CG does not affect the operation of the other CG.
The value of the timer associated to the pTAG of MCG is either UE specific and managed through dedicated signalling between the UE and the eNB, or cell specific and indicated via broadcast information. In both cases, the timer is normally restarted whenever a new timing advance is given by the eNB for the pTAG:

-
restarted to a UE specific value if any; or

-
restarted to a cell specific value otherwise.

The value of the timer associated to a pTAG of SCG and the value of a timer associated to a sTAG of a MCG or a sTAG of SCG are managed through dedicated signalling between the UE and the eNB, and the timers associated to these TAGs can be configured with different values. The timers of these TAGs are normally restarted whenever a new timing advance is given by the eNB for the corresponding TAG.

Upon DL data arrival or for positioning purpose, a dedicated signature on PRACH can be allocated by the eNB to the UE. When a dedicated signature on PRACH is allocated, the UE shall perform the corresponding random access procedure regardless of its L1 synchronisation status.

Timing advance updates are signalled by the eNB to the UE in MAC PDUs.
Next Modified Subclause
10.1.2.8.1
SeNB Addition

The SeNB Addition procedure is initiated by the MeNB and is used to establish a UE context at the SeNB in order to provide radio resources from the SeNB to the UE. This procedure is used to add at least the first cell (PSCell) of the SCG. Figure 10.1.2.8.1-1 shows the SeNB Addition procedure.


[image: image5.emf]UE MeNB SeNB S-GW MME

1. SeNB Addition Request

(carry SCG-ConfigInfo)

2. SeNB Addition Request Acknowledge

(carry SCG-Config)

3. RRCConnectionReconfiguration

4. RRCConnectionReconfigurationComplete

9. E-RAB Modification Indication

5. SeNB Reconfiguration Complete

12. E-RAB Modification Confirmation

10. Bearer Modication

7. SN Status Transfer

8. Data Forwarding

6. Random Access Procedure

Path Update procedure

11. End Marker Packet


Figure 10.1.2.8.1-1: SeNB Addition procedure
1.
The MeNB decides to request the SeNB to allocate radio resources for a specific E-RAB, indicating E-RAB characteristics (E-RAB parameters, TNL address information corresponding to the UP option). In addition, MeNB indicates within SCG-ConfigInfo the MCG configuration and the entire UE capabilities for UE capability coordination to be used as basis for the reconfiguration by the SeNB, but does not include SCG configuration. The MeNB can provide the latest measurement results for the SCG cell(s) requested to be added. The SeNB may reject the request.
NOTE:
In contrast to SCG bearer, for the split bearer option the MeNB may either decide to request resources from the SeNB of such an amount, that the QoS for the respective E-RAB is guaranteed by the exact sum of resources provided by the MeNB and the SeNB together, or even more. The MeNBs decision may be reflected in step 2 by the E-RAB parameters signalled to the SeNB, which may differ from E-RAB parameters received over S1.
NOTE:
MeNB may request the direct establishment of SCG or Split bearer, i.e., without via MCG bearer.
2.
If the RRM entity in the SeNB is able to admit the resource request, it allocates respective radio resources and, dependent on the bearer option, respective transport network resources. The SeNB triggers Random Access so that synchronisation of the SeNB radio resource configuration can be performed. The SeNB provides the new radio resource of SCG in SCG-Config to the MeNB. For SCG bearers, together with S1 DL TNL address information for the respective E-RAB and security algorithm, for split bearers X2 DL TNL address information.
NOTE:
In case of split bearers, transmission of user plane data may take place after step 2.

NOTE:
In case of SCG bearers, data forwarding and the SN Status Transfer may take place after step 2.
3.
If the MeNB endorses the new configuration, the MeNB sends the RRCConnectionReconfiguration message to the UE including the new radio resource configuration of SCG according to the SCG-Config.

4.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message. In case the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message, it performs the reconfiguration failure procedure.
5.
The MeNB informs the SeNB that the UE has completed the reconfiguration procedure successfully.
6.
The UE performs synchronisation towards the PSCell of the SeNB. The order the UE sends the RRCConnectionReconfigurationComplete message and performs the Random Access procedure towards the SCG is not defined. The successful RA procedure towards the SCG is not required for a successful completion of the RRC Connection Reconfiguration procedure.7./8.
In case SCG bearers, and dependent on the bearer characteristics of the respective E-RAB, the MeNB may take actions to minimise service interruption due to activation of dual connectivity (Data forwarding, SN Status Transfer).
9.-12.
For SCG bearers, the update of the UP path towards the EPC is performed.
Next Modified Subclause
14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used.

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key). 
-
For SCG bearers in DC, the SeNB keys are cryptographically separated from the eNB keys.
-
The AS (RRC and UP) and NAS keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure (KASME) and identified with a key identifier (KSIASME).
-
For SCG bearers in DC, the AS (UP) keys are derived in the SeNB/UE from key material that was generated in the MeNB/UE.
-
The eNB key (KeNB) is sent from the EPC to the eNB when the UE is entering ECM-CONNECTED state (i.e. during RRC connection or S1 context setup).
-
For SCG bearers in DC, the SeNB key (S-KeNB) is sent from the MeNB to the SeNB when adding an SCG.
-
Separate AS and NAS level security mode command procedures are used. AS level security mode command procedure configures AS security (RRC and user plane) and NAS level security mode command procedure configures NAS security. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure. User plane ciphering is activated at the same time as RRC ciphering.
-
Keys stored inside eNBs shall never leave a secure environment within the eNB (except when done in accordance with this or other 3GPP specifications), and user plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored.

-
Key material for the eNB keys is sent between the eNBs during ECM-CONNECTED intra-E-UTRAN mobility and from the MeNB to the SeNB in DC for SCG bearer during SCG addition.

-
A sequence number (COUNT) is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission) on the same radio bearer in the same direction. The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.

-
No integrity protection initialisation number (FRESH).

-
Since SIM access is not granted in E-UTRAN TS 33.401 [22] except for making IMS Emergency calls, idle mode UE not equipped with USIM shall not attempt to reselect to E-UTRAN unless it is originating an IMS Emergency call. The RNC may try to prevent handover to E-UTRAN for example by identifying a SIM based UE from the security keys provided by the CN.

A simplified key derivation is depicted on Figure 14.1-1 below, where:

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm.

-
KeNB is a key derived by UE and MME from KASME. KeNB may also be derived by the target eNB from NH at handover. KeNB shall be used for the derivation of KRRCint, KRRCenc and KUPenc, and for the derivation of KeNB* upon handover.

-
KeNB* is a key derived by UE and source eNB from either KeNB or from a fresh NH. KeNB* shall be used by UE and target eNB as a new KeNB for RRC and UP traffic.

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.

-
Next Hop (NH) is used by UE and eNB in the derivation of KeNB* for the provision of "forward security" [22]. NH is derived by UE and MME from KASME and KeNB when the security context is established, or from KASME and previous NH, otherwise.

-
Next Hop Chaining Count (NCC) is a counter related to NH (i.e. the amount of Key chaining that has been performed) which allow the UE to be synchronised with the eNB and to determine whether the next KeNB* needs to be based on the current KeNB or a fresh NH.
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Figure 14.1-1: Key Derivation
Key derivation for SCG bearers in DC is depicted on Figure 14.1-2 below, where:

-
SCG Counter is a counter used as freshness input into S-KeNB derivations (see 3GPP TS 33.401 Annex E.2.4 [22]).
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Figure 14.1-2: DC Key Derivation
The MME invokes the AKA procedures by requesting authentication vectors to the HE (Home environment) if no unused EPS authentication vectors have been stored. The HE sends an authentication response back to the MME that contains a fresh authentication vector, including a base-key named KASME. Thus, as a result of an AKA run, the EPC and the UE share KASME. From KASME, the NAS keys, (and indirectly) KeNB keys and NH are derived. The KASME is never transported to an entity outside of the EPC, but KeNB and NH are transported to the eNB from the EPC when the UE transitions to ECM-CONNECTED. From the KeNB, the eNB and UE can derive the UP and RRC keys. 

RRC and UP keys are refreshed at handover. KeNB* is derived by UE and source eNB from target PCI, target frequency and KeNB (this is referred to as a horizontal key derivation and is indicated to UE with an NCC that does not increase) or from target PCI, target frequency and NH (this is referred to as a vertical key derivation and is indicated to UE with an NCC increase). KeNB* is then used as new KeNB for RRC and UP traffic at the target. When the UE goes into ECM-IDLE all keys are deleted from the eNB.
For SCG Bearers in DC, UP keys are updated at SCG change by indicating in RRC signalling to the UE the value of the SCG Counter to be used in key derivation. When KeNB is refreshed, SCG Counter shall be reset and S-KeNB shall be newly derived from the KeNB.
COUNT reusing avoidance for the same radio bearer identity in RRC_CONNECTED mode without KeNB change is left to eNB implementation e.g. by using intra-cell handover, smart management of radio bearer identities or triggering a transition to RRC_IDLE. 
SCG bearers in DC share a common pool of radio bearer identities (DRB IDs) together with the MCG bearers and when no new DRB ID can be allocated for an SCG bearer without guaranteeing COUNT reuse avoidance, the MeNB shall derive a new S-KeNB. SeNB indicates to MeNB when uplink or downlink PDCP COUNTs are about to wrap around and MeNB shall update the S-KeNB. To update the S-KeNB, the MeNB increases the SCG Counter and uses it to derive a new S-KeNB from the currently active KeNB in the MeNB. The MeNB sends the newly derived S-KeNB to the SeNB. The newly derived S-KeNB is then used by the SeNB in computing a new encryption key KUPenc which is used with all DRBs in the SeNB for this UE. Furthermore, when the SCG Counter approaches its maximum value, the MeNB refreshes the currently active KeNB, before any further S-KeNB is derived.
In case of HFN de-synchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE. 
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