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	Reason for change:
	RAN5 TTCN CR R5s140155 was approved at RAN#64. This CR changed the sending of the ATTACH REJECT with reject cause #25 from integrity protected and ciphered to just integrity protected (without ciphering). With this change the UE may accept an ATTACH REJECT with reject cause #25 when it is integrity protected but not ciphered.

According to TS 24.301, subclause 4.4.4.2, Integrity checking of NAS signalling messages in the UE, if the MME wants to send an ATTACH REJECT, TRACKING AREA UPDATE REJECT, or SERVICE REJECT message with EMM cause #25, it needs to establish the secure exchange of NAS messages:

"Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the UE or forwarded to the ESM entity, unless the network has established secure exchange of NAS messages for the NAS signalling connection:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT (if the EMM cause is not #25);

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT (if the EMM cause is not #25);

-
SERVICE REJECT (if the EMM cause is not #25)."
According to TS 24.301, subclause 4.4.2.3, this implies that the MME sends the NAS message integrity protected and ciphered with the current EPS security context (possibly after taking the EPS security context into use by initiating a security mode control procedure). The ciphering algorithm can be the "null ciphering algorithm" EEA0 if the operator configures the network to operate without ciphering, but in any case the security header of the Security protected NAS message will be set to "Integrity protected and ciphered". (See TS 24.301, subclause 4.4.5, Ciphering of NAS signalling messages: 

"… When operation of the network without ciphering is configured, the MME shall indicate the use of "null ciphering algorithm" EEA0 (see subclause 9.9.3.23) in the current security context for all UEs. For setting the security header type in outbound NAS messages, the UE and the MME shall apply the same rules irrespective of whether the "null ciphering algorithm" or any other ciphering algorithm is indicated in the security context.")

Note that CT1 has recently confirmed this interpretation of TS 24.301 at CT1#88 and has sent an LS to RAN5 (C1-143311). 

	
	

	Summary of change:
	Clarify that for EMM cause #25 "Not authorized for this CSG" the SS needs to send the ATTACH REJECT, TRACKING AREA UPDATE REJECT, or SERVICE REJECT message integrity protected and ciphered.


Delete “with integrity protection” text in the appropriate SS REJECT message step of Test Procedure Sequence in each of the test cases since the need for integrity protection and cyphering is now included in §4.7.1 of TS 36.508 (R5-144750)
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	Other comments:
	This CR has TTCN impact (it reverts the changes introduced by TTCN CR R5s140155)


9.2.1.1.18
Attach / Rejected / Not authorized for this CSG
9.2.1.1.18.1
Test Purpose (TP)
(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to " Not authorized for this CSG " with integrity protection }

    then { UE shall remove the CSG ID from the allowed CSG list and search for a suitable cell in the same PLMN }

            }

(2)

with { UE in state EMM-REGISTERED and EMM-IDLE mode and the CSG ID is removed from the Allowed CSG list }

ensure that {
  when { UE detects entering new tracking areas not included in the TAI list }

    then { UE attempts to enter a normal cell and does not choose a cell which not included in the allowed CSG list }

        }
9.2.1.1.18.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.5.
[TS 24.301, clause 5.5.1.2.5]
#25
(Not authorized for this CSG);


Cause #25 is only applicable when received from a CSG cell. Cause #25 received from a non-CSG cell is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.5.1.2.6.


If the ATTACH REJECT message with cause #25 was received without integrity protection, then the UE shall discard the message.


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). Additionally, the UE shall reset the attach attempt counter and shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE.


The UE shall remove the CSG ID of the cell where the UE has sent the ATTACH REQUEST message from the Allowed CSG list.


The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [21].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the normal attach procedure is rejected with the GMM cause with the same value.
9.2.1.1.18.3
Test description

9.2.1.1.18.3.1
Pre-test conditions

System Simulator:
-
cell A (TAC 1, frequency 1, not a CSG cell);
-
cell B (TAC 2, frequency 1, is a CSG cell);
-
cell D (TAC 3, frequency 1, not a CSG cell).
-
System information combination 2 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells A and D;
-
System information combination 7 as defined in TS 36.508[18] clause 4.4.3.1 is used in cell B;
UE:

-
the UE is configured to initiate EPS attach;

-
the UE is previously registered on cell B using either manual CSG selection or a USIM with field EFACSGL preconfigured (so the allowed CSG list includes CSG ID of cell B);
-
the UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered in E-UTRAN using default message contents according to TS 36.508 [18].
Preamble:

-
the UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.2.1.1.18.3.2
Test procedure sequence
Table 9.2.1.1.18.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as a "Not Suitable cell".

- Cell B as a "Serving cell".
- Cell D as a "Not Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	UE initiate attach procedure and send ATTACH REQUEST including a PDN CONNECTIVITY REQUEST message. 
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "Not authorized for this CSG".
	<--
	ATTACH REJECT
	-
	-

	5
	 The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Not Suitable cell".

- Cell B as a "Serving cell".
- Cell D as a "Suitable neighbour intra-frequency cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell D unless explicitly stated otherwise.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message? 
Note: The UE shall search for a suitable cell in the same PLMN
	-->
	ATTACH REQUEST
	1
	P

	8
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	9
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	10
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	11
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 12a1 to 12a2 describe behaviour that depends on UE configuration.
	-
	-
	-
	-

	12a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	12a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	13
	SS responds with ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message. 
	<--
	ATTACH ACCEPT
	-
	-

	-
	EXCEPTION: In parallel to the event described in step14 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane if requested by the UE.
	-
	-
	-
	-

	14
	The UE transmit an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	ATTACH COMPLETE
	-
	-

	14A
	The SS releases the RRC Connection.
	-
	-
	-
	-

	15
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
- Cell D as a "Not Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	16
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message in the next 30 seconds?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	F

	17
	The SS configures:

- Cell A as a "Serving cell".

- Cell B as the "Not Suitable cell".
- Cell D as a "Non-Suitable cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	18
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	P

	19
	The SS transmits a TRACKING AREA UPDATE ACCEPT message.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	20
	The UE transmits a TRACKING AREA UPDATE COMPLETE message.
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA connected (E2_T3440) according to TS 36.508.
	-
	-
	-
	-


9.2.1.1.18.3.3
Specific message contents
Table 9.2.1.1.18.3.3-1: Message ATTACH REJECT (step 4, Table 9.2.1.1.18.3.2-1)

	Derivation path: 36.508 table 4.7.2-3

	Information Element
	Value/Remark
	Comment
	Condition

	EMM cause
	00011001
	#25 " Not authorized for this CSG "
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.18.3.3-2: SystemInformationBlockType1 for Cell A, B, D (Pre-test conditions and all steps in Table 9.2.1.1.18.3.2-1)

	Derivation Path: 36.508 clause 4.4.3-2

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo SEQUENCE {
	
	
	

	    csg-Indication
	TRUE
	
	Cell B

	
	FALSE
	
	Cell A

	
	FALSE
	
	Cell D

	    csg-Identity
	Not present
	
	Cell A

	
	Not present
	
	Cell D

	  
	'000 0000 0000 0000 0000 0000 0010'B
	
	Cell B


*************************** NEXT MODIFIED SECTION ***************************
9.2.1.2.14
Combined attach / Rejected / Not authorized for this CSG

9.2.1.2.14.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on a CSG cell }

ensure that {
  when { UE receives an ATTACH REJECT message with the reject cause set to "Not authorized for this CSG" and without integrity protection }

    then { UE discards this message }
            }
(2)
with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on a CSG cell which is contained in the Allowed CSG list }

ensure that {
  when { UE receives an ATTACH REJECT message with the reject cause set to "Not authorized for this CSG" and with integrity protection }
    then { UE removes the CSG ID from the Allowed CSG list }
(3)
with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on a CSG cell }

ensure that {
  when { UE receives an ATTACH REJECT message with the reject cause set to "Not authorized for this CSG" and with integrity protection }
    then { UE searches for a suitable cell in the same PLMN }
9.2.1.2.14.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.5.
[TS 24.301, clause 5.5.1.2.5]
…
#25
(Not authorized for this CSG);


Cause #25 is only applicable when received from a CSG cell. Cause #25 received from a non-CSG cell is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.5.1.2.6.


If the ATTACH REJECT message with cause #25 was received without integrity protection, then the UE shall discard the message.


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). Additionally, the UE shall reset the attach attempt counter and shall enter the state EMM-DEREGISTERED.LIMITED-SERVICE.


The UE shall remove the CSG ID of the cell where the UE has sent the ATTACH REQUEST message from the Allowed CSG list.


The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [21].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status and GPRS attach attempt counter as specified in 3GPP TS 24.008 [13] for the case when the normal attach procedure is rejected with the GMM cause with the same value.

9.2.1.2.14.3
Test description

9.2.1.2.14.3.1
Pre-test conditions

System Simulator:

-
cell A (TAC-1, frequency 1, not a CSG cell);
-
cell B (TAC-2, frequency 1, a CSG cell whose CSG Identity is included in Allowed CSG list);
-
cell G (another PLMN, frequency 2 and not a CSG cell). 

-
System information combination 7 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells.
UE:

- 
the UE is configured to initiate combined EPS/IMSI attach;
- 
the UE is previously registered on cell B using either manual CSG selection or a USIM with field EFACSGL preconfigured (so the allowed CSG list includes CSG ID of cell B);

-
the UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell A using default message contents according to TS 36.508 [18].

Preamble:

-
the UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.2.1.2.14.3.2
Test procedure sequence

Table 9.2.1.2.14.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as a "Not Suitable cell".

- Cell B as a "Serving cell".
- Cell G as a "Not Suitable cell".
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	UE initiates attach procedure and sends ATTACH REQUEST including a PDN CONNECTIVITY REQUEST message on cell B. 
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "Not authorized for this CSG".
	<--
	ATTACH REJECT
	-
	-

	5
	Void
	-
	-
	-
	-

	6
	Check: Does the UE transmit an ATTACH REQUEST message on Cell B after the expiry of timer T3410 and T3411?

Note 1: IF UE initiate ATTACH procedure again, it can prove that this UE has discard the unprotected ATTACH REJECT message.

Note 2: Default value of T3410 is 15s; default value of T3411 is 10s. In this TC, the network will wait for total 30 seconds.
	-->
	ATTACH REQUEST
	1
	P

	7
	The SS transmits an ATTACH REJECT message with EMM cause = "Not authorized for this CSG" with integrity protection.
	<--
	ATTACH REJECT
	-
	-

	8
	The SS releases the RRC connection.
	-
	-
	-
	-

	9
	If possible (see ICS) switch off is performed or the USIM is removed. Otherwise the power is removed. 

The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	10
	Check: Does the UE transmit an ATTACH REQUEST message on Cell B in the next 90 seconds?
	-->
	ATTACH REQUEST
	2
	F

	11


	The SS configures:

- Cell B as a "Not Suitable cell".

- Cell G as a "Serving cell".
- Cell A as a "Suitable cell".
	
	
	
	

	12
	Check: Does the UE transmit an ATTACH REQUEST message on Cell A?
	-->
	ATTACH REQUEST
	3
	P

	13-24
	The attach procedure is completed by executing steps 5 to 16 of the UE registration procedure in TS 36.508 sub clause 4.5.2.3.
	-
	-
	-
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA connected (E2) according to TS 36.508.
	-
	-
	-
	-


9.2.1.2.14.3.3
Specific message contents

Table 9.2.1.2.14.3.3-1: Message ATTACH REQUEST (step 3, step 6, step 12, Table 9.2.1.2.14.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	Old GUTI or IMSI
	GUTI-1
	
	

	Last visited registered TAI
	TAI-1
	
	

	Old location area identification
	LAI-1
	
	

	TMSI status
	Not present 
	
	


Table 9.2.1.2.14.3.3-2: Message ATTACH REJECT (step 4, Table 9.2.1.2.14.3.2-1)

	Derivation path: 36.508 table 4.7.2-3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	'0000'B
	" Plain NAS message, not security protected "
	

	EMM cause
	'00011001'B
	#25 " Not authorized for this CSG"
	


Table 9.2.1.2.14.3.3-3: Message ATTACH REJECT (step 7, Table 9.2.1.2.14.3.2-1)

	Derivation path: 36.508 table 4.7.2-3

	Information Element
	Value/Remark
	Comment
	Condition

	EMM cause
	'00011001'B
	#25 " Not authorized for this CSG"
	


Table 9.2.1.2.14.3.3-4: SystemInformationBlockType1 for Cell A, B, G (Pre-test conditions and all steps in Table 9.2.1.2.14.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.2

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo SEQUENCE {
	
	
	

	    csg-Indication
	TRUE
	
	Cell B

	
	FALSE
	
	Cell G

	
	FALSE
	
	Cell A

	    csg-Identity
	Not present
	
	Cell A

	
	'000 0000 0000 0000 0000 0000 0010'B
	
	Cell B

	  
	Not present
	
	Cell G


*************************** NEXT MODIFIED SECTION ***************************
9.2.3.1.20
Normal tracking area update / Rejected / Not authorized for this CSG

9.2.3.1.20.1
Test Purpose (TP)

(1)

with { UE has sent a TRACKING AREA UPDATE REQUEST message }

ensure that {
  when { UE receives a TRACKING AREA UPDATE REJECT message with the reject cause set to "Not authorized for this CSG" and with integrity protection }
then { UE removes the CSG ID from the Allowed CSG list }
           }
(2)
with { UE has sent a TRACKING AREA UPDATE REQUEST message }

ensure that {
  when { UE receives a TRACKING AREA UPDATE REJECT message with the reject cause set to "Not authorized for this CSG" and with integrity protection }
then { UE searches for a suitable cell in the same PLMN and sent a TRACKING AREA UPDATE REQUEST message }
            }
9.2.3.1.20.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.3.3.5.
[TS 24.301, clause 5.5.3.2.5]
#25
(Not authorized for this CSG);


EMM cause #25 is only applicable when received from a CSG cell. EMM cause #25 received from a non-CSG cell is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.5.3.2.6.


If the TRACKING AREA UPDATE REJECT message with EMM cause #25 was received without integrity protection, then the UE shall discard the message.


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall reset the tracking area updating attempt counter and shall enter the state EMM-REGISTERED.LIMITED-SERVICE.


If the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list, the UE shall remove the entry corresponding to this CSG ID from the Allowed CSG list.


If the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Operator CSG list, the UE shall apply the procedures defined in 3GPP TS 23.122 [6] subclause 3.1A.


The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [21].


If A/Gb mode or Iu mode is supported by the UE, the UE shall handle the GMM parameters GMM state, GPRS update status and routing area updating attempt counter as specified in 3GPP TS 24.008 [13] for the case when the normal routing area updating procedure is rejected with the GMM cause with the same value.

9.2.3.1.20.3
Test description

9.2.3.1.20.3.1
Pre-test conditions

System Simulator:

-
cell A (TAI-1, frequency 1, HPLMN,  not a CSG cell) is set to ''Serving cell'';
-
cell B (TAI-2, frequency 1, HPLMN,  is a CSG cell) is set to ''Non-suitable off cell'';
-
cell D (TAI-4, frequency 1, HPLMN,  not a CSG cell) is set to ''Non-suitable off cell''.

-
System information combination 1 as defined in TS 36.508[18] clause 4.4.3.1 is used in Cell A and Cell D.

-
System information combination 7 as defined in TS 36.508[18] clause 4.4.3.1 is used in Cell B.
UE:

-
the UE is previously registered on cell B using either manual CSG selection or a USIM with field EFACSGL preconfigured (so the allowed CSG list includes CSG ID of cell B).
Preamble:

-
the UE is in state Registered, Idle mode (state 2) on cell A according to TS 36.508 [18]

9.2.3.1.20.3.2
Test procedure sequence

Table 9.2.3.1.20.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as a "Not Suitable cell".

- Cell B as a "Serving cell".
	-
	-
	-
	-

	2
	The UE transmits a TRACKING AREA UPDATE REQUEST message.
	-->
	TRACKING AREA UPDATE REQUEST
	-
	-

	3
	The SS transmits an TRACKING AREA UPDATE REJECT message with EMM cause = "Not authorized for this CSG".
	<--
	TRACKING AREA UPDATE REJECT
	-
	-

	4
	The SS releases the RRC connection.
	-
	-
	-
	-

	5
	Check: Does the UE transmit an TRACKING AREA UPDATE REQUEST message on Cell B in the next 30 seconds?
	-->
	TRACKING AREA UPDATE REQUEST
	1
	F

	6
	The SS configures:

- Cell A as a "Not Suitable off cell".
- Cell B as a "Not Suitable cell".
- Cell D as a "Suitable cell".
	-
	-
	-
	-

	7
	Check: Does the UE transmit an TRACKING AREA UPDATE REQUEST message in the next 30 seconds on Cell D?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	P

	8
	The SS transmits a TRACKING AREA UPDATE ACCEPT message.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	9
	The UE transmits a TRACKING AREA UPDATE COMPLETE message.
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	9A
	The SS releases the RRC connection.
	-
	-
	-
	-

	10
	The SS configures:

- Cell A as a "Not Suitable off cell".
- Cell B as a " Serving cell".
- Cell D as a " Not Suitable cell".
	-
	-
	-
	-

	11
	Check: Does the UE transmit an TRACKING AREA UPDATE REQUEST message in the next 30 seconds on Cell B?
	-->
	TRACKING AREA UPDATE REQUEST
	1
	F


9.2.3.1.20.3.3
Specific message contents

Table 9.2.3.1.20.3.3-1: TRACKING AREA UPDATE REQUEST (step 2, Table 9.2.3.1.20.3.2-1)

	Derivation path: 36.508 table 4.7.2-27

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI 
	GUTI-1
	
	

	Old P-TMSI signature
	P-TMSI Signature-1
	
	


Table 9.2.3.1.20.3.3-2: Message TRACKING AREA UPDATE REJECT (step 3, Table 9.2.3.1.20.3.2-1)
	Derivation Path: 36.508, Table 4.7.2-26

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'00011001'B
	#25 " Not authorized for this CSG"
	


Table 9.2.3.1.20.3.3-3: Message TRACKING AREA UPDATE REQUEST (step 7, Table 9.2.3.1.20.3.2-1)

	Derivation path: 36.508 table 4.7.2-27

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI 
	GUTI-1
	
	

	Old P-TMSI signature
	P-TMSI Signature-1
	
	


Table 9.2.3.1.20.3.3-4: SystemInformationBlockType1 for Cell A, B, CD (Pre-test conditions and all steps in Table 9.2.3.1.20.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.2

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo SEQUENCE {
	
	
	

	    csg-Indication
	TRUE
	
	Cell B

	
	FALSE
	
	Cell A

	
	FALSE
	
	Cell CD

	    csg-Identity
	Not present
	
	Cell A

	
	'000 0000 0000 0000 0000 0000 0010'B
	
	Cell B

	
	Not present
	
	Cell CD

	  }
	
	
	

	} 
	
	
	


Table 9.2.3.1.20.3.3-5: Message TRACKING AREA UPDATE ACCEPT (step 8, Table 9.2.3.1.20.3.2-1)

	Derivation path: 36.508 table 4.7.2-24

	Information Element
	Value/Remark
	Comment
	Condition

	GUTI
	GUTI-2
	
	


Table 9.2.3.1.20.3.3-6: SystemInformationBlockType4 for cell  B (Pre-test conditions and all steps, Table 9.2.3.1.20.3.2-1)
	Derivation Path: 36.508 clause 4.4.3.3, Table 4.4.3.3-3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType4 ::= SEQUENCE {
	
	
	

	  csg-PhysCellIdRange ::= SEQUENCE {
	
	
	

	    Start
	2
	
	

	    Range
	Not present
	The UE shall apply value 1 in case the field is absent, in which case only the physical cell identity value indicated by start applies.
	

	  }
	
	
	

	}
	
	
	


*************************** NEXT MODIFIED SECTION ***************************
9.2.3.2.16
Combined tracking area update / Rejected / Not authorized for this CSG

9.2.3.2.16.1
Test Purpose (TP)

(1)

with { UE has sent a TRACKING AREA UPDATE REQUEST message with EPS update type set to 'Combined TA/LA updating' }

ensure that {
  when { UE receives a TRACKING AREA UPDATE REJECT message with the reject cause set to "Not authorized for this CSG" and with integrity protection }
then { UE removes the CSG ID from the Allowed CSG list }
            }
(2)
with { UE has sent a TRACKING AREA UPDATE REQUEST message with EPS update type set to 'Combined TA/LA updating' }

ensure that {
  when { UE receives a TRACKING AREA UPDATE REJECT message with the reject cause set to "Not authorized for this CSG" and with integrity protection }
then { UE searches for a suitable cell in the same PLMN and sent a TRACKING AREA UPDATE REQUEST message with EPS update type set to ' combined TA/LA updating with IMSI attach ' }
            }
9.2.3.2.16.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.3.3.5.
 [TS 24.301, clause 5.5.3.3.5]
#25
(Not authorized for this CSG);


Cause #25 is only applicable when received from a CSG cell. Cause #25 received from a non-CSG cell is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.5.3.3.6.


If the TRACKING AREA UPDATE REJECT message with cause #25 was received without integrity protection, then the UE shall discard the message.


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall reset the tracking area updating attempt counter and shall enter the state EMM-REGISTERED.LIMITED-SERVICE.


If the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list, the UE shall remove the CSG ID from the Allowed CSG list.


If the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Operator CSG list, the UE shall apply the procedures defined in 3GPP TS 23.122 [6] subclause 3.1A.


The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [21].


The UE shall indicate the Update type IE "combined TA/LA updating with IMSI attach" when performing the tracking area updating procedure.


If A/Gb mode or Iu mode is supported by the UE, the UE shall handle the MM parameters update status and the location update attempt counter, and the GMM parameters GMM state, GPRS update status and routing area updating attempt counter as specified in 3GPP TS 24.008 [13] for the case when the combined routing area updating procedure is rejected with the GMM cause with the same value.
9.2.3.2.16.3
Test description

9.2.3.2.16.3.1
Pre-test conditions

System Simulator:

-
cell A (TAI-1, frequency 1, HPLMN,  not a CSG cell) is set to ''Serving cell'';
-
cell B (TAI-2, frequency 1, HPLMN,  is a CSG cell) is set to ''Non-suitable cell'';
-
cell C (TAI-3, frequency 1, HPLMN,  not a CSG cell) is set to ''Non-suitable off cell''. 

-
System information combination 3 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells.
UE: 

-
the UE is previously registered on cell B using either manual CSG selection or a USIM with field EFACSGL preconfigured  (so the allowed CSG list includes CSG ID of cell B). 
Preamble:

-
the UE is in state Registered, Idle mode (state 2) with condition CombinedAttach on cell A according to TS 36.508 [18]

9.2.3.2.16.3.2
Test procedure sequence

Table 9.2.3.2.16.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as a "Not Suitable cell".

- Cell B as a "Serving cell".
	-
	-
	-
	-

	2
	The UE transmits a TRACKING AREA UPDATE REQUEST message.
	-->
	TRACKING AREA UPDATE REQUEST
	-
	-

	3
	The SS transmits a TRACKING AREA UPDATE REJECT message with EMM cause = "Not authorized for this CSG".
	<--
	TRACKING AREA UPDATE REJECT
	-
	-

	4
	The SS releases the RRC connection.
	-
	-
	-
	-

	5
	Check: Does the UE transmit an TRACKING AREA UPDATE REQUEST message on Cell B in the next 30 seconds?
	-->
	TRACKING AREA UPDATE REQUEST
	1
	F

	6
	The SS configures:

- Cell A as a "Not Suitable off cell".
- Cell B as a "Not Suitable cell".
- Cell C as a "Suitable cell".
	-
	-
	-
	-

	7
	Check: Does the UE transmit an TRACKING AREA UPDATE REQUEST message on Cell C?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	P

	8
	The SS transmits a TRACKING AREA UPDATE ACCEPT message.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	9
	The UE transmits a TRACKING AREA UPDATE COMPLETE message.
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	9A
	The SS releases the RRC connection.
	-
	-
	-
	-

	10
	The SS configures:

- Cell A as a "Not Suitable off cell".
- Cell B as a " Serving cell".
- Cell C as a " Not Suitable cell".
	-
	-
	-
	-

	11
	Check: Does the UE transmit an TRACKING AREA UPDATE REQUEST message in the next 30 seconds on Cell B?
	-->
	TRACKING AREA UPDATE REQUEST
	1
	F


9.2.3.2.16.3.3
Specific message contents

Table 9.2.3.2.16.3.3-1: Message TRACKING AREA UPDATE REQUEST (step 2, Table 9.2.3.2.16.3.2-1)

	Derivation path: 36.508 table 4.7.2-27

	Information Element
	Value/Remark
	Comment
	Condition

	EPS update type
	‘001’B
	"combined TA/LA updating" 
	


Table 9.2.3.2.16.3.3-2: Message TRACKING AREA UPDATE REJECT (step 3, Table 9.2.3.2.16.3.2-1)
	Derivation Path: 36.508, Table 4.7.2-26

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'00011001'B
	#25 " Not authorized for this CSG"
	


Table 9.2.3.2.16.3.3-3: Message TRACKING AREA UPDATE REQUEST (step 7, Table 9.2.3.2.16.3.2-1)

	Derivation path: 36.508 table 4.7.2-27

	Information Element
	Value/Remark
	Comment
	Condition

	EPS update type
	‘010’B
	" combined TA/LA updating with IMSI attach " 
	


Table 9.2.3.2.16.3.3-4: SystemInformationBlockType1 for Cell A, B, C (Pre-test conditions and all steps in Table 9.2.3.2.16.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.2

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo SEQUENCE {
	
	
	

	    csg-Indication
	TRUE
	
	Cell B

	
	FALSE
	
	Cell A

	
	FALSE
	
	Cell C

	    csg-Identity
	Not present
	
	Cell A

	
	'000 0000 0000 0000 0000 0000 0010'B
	
	Cell B

	
	Not present
	
	Cell C

	  }
	
	
	

	} 
	
	
	


*************************** NEXT MODIFIED SECTION ***************************
9.3.1.18
Service Request / Rejected / Not authorized for this CSG

9.3.1.18.1
Test Purpose (TP)

(1)

with { UE having sent a SERVICE REQUEST message }

ensure that {

  when { UE receives a SERVICE REJECT message with the EMM cause value = 25 (Not authorized for this CSG) and this SERVICE REJECT message is not without integrity protection }

    then { UE sets the EPS update status to EU3 ROAMING NOT ALLOWED, removes the CSG ID of the cell that sent SERVICE REJECT message from the Allowed CSG list, searches for a suitable cell in the same PLMN }

            }

(2)

with { UE in state EMM-REGISTERED and EMM-IDLE mode and the CSG ID is removed from the Allowed CSG list }

ensure that {
  when { UE detects entering new tracking areas not included in the TAI list }

    then { UE attempts to enter a normal cell and does not select a cell which is not included in the allowed CSG list }

        }
9.3.1.18.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.6.1.5.

[TS 24.301, clause 5.6.1.5]

On receipt of the SERVICE REJECT message, the UE shall stop timer T3417 and take the following actions depending on the received EMM cause value.

…

#25
(Not authorized for this CSG);

Cause #25 is only applicable when received from a CSG cell. Cause #25 received from a non-CSG cell is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.6.1.6.


If the SERVICE REJECT message with cause #25 was received without integrity protection, then the UE shall discard the message.


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). The UE shall enter the state EMM-REGISTERED.LIMITED-SERVICE.


The UE shall remove the CSG ID of the cell where the UE has initiated the service request procedure from the Allowed CSG list.


The UE shall search for a suitable cell in the same PLMN according to 3GPP TS 36.304 [21].

9.3.1.18.3
Test description

9.3.1.18.3.1
Pre-test conditions

System Simulator:
-
cell A(TAC1, frequency 1,  is a CSG cell);
-
cell B(TAC2, frequency 1,  not a CSG cell);
-
cell A is "Serving cell" and cell B " Non-suitable cell".
-
System information combination 3 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cell B.
-
System information combination 7 as defined in TS 36.508[18] clause 4.4.3.1 is used in cell A;
UE:

-
the UE is previously registered on cell A using either manual CSG selection or a USIM with field EFACSGL preconfigured  (so the allowed CSG list includes CSG ID of cell A).

Preamble:

-
The UE is in state Registered, Idle mode (state 2) on cell A according to [18].

9.3.1.18.3.2
Test procedure sequence

Table 9.3.1.18.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS pages the UE using S-TMSI with CN domain indicator set to "PS".
	-
	-
	-
	-

	-
	The following messages are sent and shall be received on Cell A.
	-
	-
	-
	-

	2
	The UE transmits a SERVICE REQUEST message.
	-->
	SERVICE REQUEST
	-
	-

	3
	The SS transmits a SERVICE REJECT message with the EMM cause = " Not authorized for this CSG " as specified.
	<--
	SERVICE REJECT
	-
	-

	4
	The SS releases the RRC connection.
	-
	-
	-
	-

	5
	The SS configures:

- Cell A as a "Serving cell".
- Cell B as a "Suitable Neighbour intra-frequency cell“.
	-
	-
	-
	-

	6
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message on cell B?
	-->
	TRACKING AREA UPDATE REQUEST
	1
	P

	7
	The SS transmits a TRACKING AREA UPDATE ACCEPT message.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	8
	The UE transmits a TRACKING AREA UPDATE COMPLETE message.
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	8A
	The SS releases the RRC connection.
	-
	-
	-
	-

	9
	The SS configures:

- Cell A as a " Serving cell".
- Cell B as a " Not Suitable cell".
	-
	-
	-
	-

	10
	Check: Does the UE transmit a TRACKING AREA UPDATE REQUEST message on cell A in the next 30 seconds?
	-->
	TRACKING AREA UPDATE REQUEST
	2
	F


9.3.1.18.3.3
Specific message contents

Table 9.3.1.18.3.3-1: SERVICE REJECT (step 3, Table 9.3.1.18.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-22

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'00011001'B
	#25 "Not authorized for this CSG"
	


Table 9.3.1.18.3.3-2: SystemInformationBlockType1 for Cell A, B(Pre-test conditions and all steps in Table 9.3.1.18.3.2-1)

	Derivation Path: 36.508 clause 4.4.3.2

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1 ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo SEQUENCE {
	
	
	

	    csg-Indication
	TRUE
	
	Cell A

	
	FALSE
	
	Cell B

	    csg-Identity
	Not present
	
	Cell B

	
	'000 0000 0000 0000 0000 0000 0010'B
	
	Cell A
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