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<Start of first modified section>
Annex A (normative):
Default Messages

For all the message definitions below, the acceptable order and syntax of headers and fields within these headers must be according to IETF RFCs where those headers have been defined. Typically the order of headers is not significant, but there are well defined exceptions (like Via, Route and Record-Route headers) where the order is important.

The contents of the messages described in the present Annex is not complete - only the fields and headers required to be checked or generated by SS are listed here.  The messages sent by the UE may contain additional parameters, fields and headers which are not checked and must thus be ignored by SS.

Values prefixed with px_ will be implemented in the TTCN with a PIXIT.

Values shown in italics shall be used in the messages as such.

A.1
Default messages for IMS Registration

A.1.1
REGISTER

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	
	
	
	RFC 3261 [15]

	
Method
	
	REGISTER 
	
	

	
Request-URI
	
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or

SIP URI formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Route 
	
	(if present)
	
	RFC 3261 [15]

	
route-param
	A1, A3
	<sip:px_pcscf;lr>
	
	

	
route-param
	A2
	<sip:px_pcscf:protected server port of P-CSCF;lr>

<sip:px_scscf;lr>(optional for Re-REGISTER)
	
	

	Via 
	
	
	
	RFC 3261 [15]
RFC 3581 [96]

	
sent-protocol
	
	SIP/2.0/UDP (when using UDP) or 

SIP/2.0/TCP  (when using TCP)
	
	

	
sent-by
	A1, A3
	IP address or FQDN, port (optional) and not checked  
	
	

	
sent-by
	A2
	IP address or FQDN and protected server port of the UE
	
	

	
via-branch
	
	value starting with ‘z9hG4bK’
	
	

	
response-port
	A1, A3
	rport (when using UDP)
	
	

	From
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	any IMPU within the set of IMPUs on ISIM (when using ISIM; NOTE 3) or

public user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
addr-spec
	A2
	same public user identity as in initial REGISTER
	
	

	
addr-spec


addr-spec
	A3

A7
	public user identity derived from IMSI

emergency public user identity (NOTE 4) 
	
	

	
tag
	
	must be present, value not checked
	
	

	To
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1,-
	any IMPU within the set of IMPUs on ISIM (when using ISIM; NOTE 3) or

public user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
addr-spec
	A2
	same public user identity as in initial REGISTER
	
	

	
addr-spec


addr-spec
	A3

A7
	public user identity derived from IMSI
emergency public user identity (NOTE 4) 
	
	

	
tag
	
	must not be present
	
	

	Contact
	
	
	
	RFC 3261 [15]
draft-ietf-sip-gruu [61]

	
addr-spec
	A1, A3
	SIP URI with IP address or FQDN and indicating either an unprotected port selected by the UE or no port at all. When A7 the SIP URI shall contain the sos URI parameter.
	
	

	
addr-spec
	A2
	SIP URI with IP address or FQDN and protected server port of UE. When A7 the SIP URI shall contain the sos URI parameter.
	
	

	
feature-param
	A4
	+g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.mmtel" (see NOTE 2)
	
	

	feature-param
	A6
	+g.3gpp.smsip
	
	

	
feature-param
	A10
	video
	
	

	
c-p-instance
	A5
	+sip.instance media feature tag with the instance ID of the UE
	
	

	
expires
	
	600000 (if present)
	
	

	Expires 
	
	(if present)
	
	RFC 3261 [15]

	
delta-seconds
	
	600000
	
	

	Require
	A1, A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Proxy-Require
	A1, A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Supported
	
	
	
	RFC 3261 [15]

	
option-tag
	A5
	gruu
	
	

	
option-tag
	
	path
	
	

	CSeq
	
	
	
	RFC 3261 [15]

	
value
	A1, A3
	must be present, value not checked
	
	

	
value
	A2
	must be incremented from the previous REGISTER
	
	

	
method
	
	REGISTER
	
	

	Call-ID
	
	
	
	RFC 3261 [15]

	
callid
	
	value not checked
	
	

	Session-ID
	A8
	
	
	draft-kaplan-dispatch-session-id [115]

	
sess-id
	
	value not checked
	
	

	Security-Client
	A1, A2
	
	
	RFC 3329 [21]

	
mechanism-name
	
	ipsec-3gpp
	
	

	
algorithm
	
	hmac-md5-96
	
	

	
protocol
	
	esp (if present)
	
	

	
mode
	
	trans (if present)
	
	

	
encrypt-algorithm
	
	des-ede3-cbc or aes-cbc 

	
	

	
spi-c
	
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	
	protected client port
	
	

	
port-s
	
	protected server port
	
	

	
mediasec
	A9
	sdes-srtp
	
	draft-dawes-dispatch-mediasec-parameter [116]

	
mechanism-name
	
	ipsec-3gpp
	
	

	
algorithm
	
	hmac-sha-1-96
	
	

	
protocol
	
	esp (if present)
	
	

	
mode
	
	trans (if present)
	
	

	
encrypt-algorithm
	
	des-ede3-cbc or aes-cbc
	
	

	
spi-c
	
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	
	protected client port
	
	

	
port-s
	
	protected server port
	
	

	
mediasec
	A9
	sdes-srtp
	
	draft-dawes-dispatch-mediasec-parameter [116]

	Security-Verify
	A2
	(not present when A1, A3)
	
	RFC 3329 [21]

	
sec-mechanism
	A2
	same value as SecurityServer header sent by SS
	
	

	Authorization
	A1
	
	
	RFC 2617 [16]

RFC 3310 [17]

	
username
	A1
	private user identity as stored in EFIMPI (when using ISIM) or

private user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
realm
	A1
	home domain name as stored in EFDOMAIN (when using ISIM) or

home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
nonce
	A1
	set to an empty value
	
	

	
digest-uri
	A1
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
response
	A1
	set to an empty value
	
	

	Authorization
	A2
	
	
	RFC 2617 [16]

RFC 3310 [17]

	
username
	A2
	private user identity as stored in EFIMPI (when using ISIM) or

private user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
realm
	A2
	 same value as received in the realm directive in the WWW Authenticate header sent by SS
	
	

	
nonce
	A2
	same value as in WWW-Authenticate header sent by SS
	
	

	
opaque
	A2
	 same value as sent by the server in “401 Unauthorized for REGISTER”
	
	

	
digest-uri
	A2
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
qop-value
	A2
	auth
	
	

	
cnonce-value
	A2
	value assigned by UE affecting the response calculation
	
	

	
nonce-count
	A2
	counter to indicate how many times UE has sent the same value of nonce within successive REGISTERs, initial value shall be 1
	
	

	
response
	A2
	response calculated by UE
	
	

	
algorithm
	A2
	AKAv1-MD5
	
	

	Max-Forwards
	
	
	
	RFC 3261 [15]

	
value
	
	non-zero value
	
	

	P-Access-Network-Info
	A2
	(header optional when A1, A3)
	
	RFC 3455 [18]

	
access-net-spec
	A2
	access network technology and, if applicable, the cell ID
	
	

	Content-Length
	
	
	
	RFC 3261 [15]

	
value
	
	length of request body, if such is present
	
	


	Condition
	Explanation

	A1
	Initial unprotected REGISTER (IMS security, A.6a/2 3GPP TS 34.229-2 [5])

	A2
	Subsequent REGISTER sent over security associations (IMS security, A.6a/2 3GPP TS 34.229-2 [5]) 

	A3
	REGISTER for the case UE supports GIBA (A.6a/1 3GPP TS 34.229-2 [5])

	A4
	The UE supports IMS Multimedia Telephony (MTSI) (A.3A/50 3GPP TS 34.229-2 [5])

	A5
	obtaining and using GRUUs in the Session Initiation Protocol (SIP) (A.4/53 3GPP TS 34.229-2 [5])

	A6

A7
	The UE supports SM-over-IP receiver (A.3A/62 3GPP TS 34.229-2 [5])

Initial IMS emergency registration

	A8
	UE supports Session-ID (A.12/30 3GPP TS 34.229-2 [5])

	A9
	UE supports end-to-access-edge media security using SDES (A.12/31 3GPP TS 34.229-2 [5])

	A10
	UE indicates video media feature tag in REGISTER and INVITE request (A.12/32 3GPP TS 34.229-2 [5])


NOTE 1:
All choices for applicable conditions are described for each header.

NOTE 2:
The “=” may include optional linear white spaces according to the EQUAL definition in chapter 25.1, RFC 3261 [15].

NOTE 3:
Public user identity shall be the same for ‘From’ and ‘To’.

NOTE 4:
According to TS 24.229 clause 5.1.1.1A and 5.1.6.2 [10] when the UE is using ISIM the emergency public user identity is the first public user identity in the list stored in the ISIM; when there is no ISIM it is the default public user id if the UE non-emergency registered with the IM CN and the temporary user id (derived from IMSI) in all other cases.
A.1.2
401 Unauthorized for REGISTER

	Header/param
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	RFC 3261 [15]

	
SIP-Version
	SIP/2.0
	
	

	
Status-Code
	401
	
	

	
Reason-Phrase
	Unauthorized
	
	

	Via
	
	
	RFC 3261 [15]

	
via-parm
	same value as received in REGISTER message
	
	

	To
	
	
	RFC 3261 [15]

	
addr-spec

	same value as received in REGISTER message
	
	

	
Tag
	 common to-tag (register)
	
	

	From
	
	
	RFC 3261 [15]

	
addr-spec

	same value as received in REGISTER message
	
	

	
Tag
	same value as received in REGISTER message
	
	

	Call-ID
	
	
	RFC 3261 [15]

	
Called
	same value as received in REGISTER message
	
	

	Session-ID
	
	
	draft-kaplan-dispatch-session-id [115]

	
sess-id
	same value as received in REGISTER message, if Session-ID header field exists in received REGISTER message, otherwise, not present.
	
	

	CSeq
	
	
	RFC 3261 [15]

	
Value
	same value as received in REGISTER message
	
	

	WWW-Authenticate
	
	
	RFC 2617 [16]

RFC 3310 [17]

	
Realm
	home domain name as stored in EFDOMAIN or home domain name derived from the IMSI 
	
	

	
Algorithm
	AKAv1-MD5
	
	

	
qop-value
	auth
	
	

	
Nonce
	Base 64 encoding of RAND and AUTN
	
	

	
Opaque
	 arbitrary value (to be returned by the UE in subsequent REGISTER)
	
	

	Security-Server
	
	
	RFC 3329 [21]

	
mechanism-name
	ipsec-3gpp
	
	

	
Algorithm
	px_IpSecAlgorithm (hmac-md5-96 or hmac-sha-1-96)
	
	

	
spi-c
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	protected client port of SS
	
	

	
port-s
	protected server port of SS
	
	

	
Encrypt-algorithm
	des-ede3-cbc or aes-cbc
	
	

	
Q
	0.9
	
	

	
Mediasec
	sdes-srtp, if this parameter exists in previous REGISTER message
	
	draft-dawes-dispatch-mediasec-parameter [116]

	
Mechanism-name 
	Ipsec-3gpp
	
	

	
Algorithm
	Algorithm not selected by px_IpSecAlgorithm (hmac-sha-1-96 or hmac-md5-96)
	
	

	
spi-c
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	protected client port of SS
	
	

	
port-s
	protected server port of SS
	
	

	
encrypt-algorithm
	des-ede3-cbc or aes-cbc
	
	

	
Q
	0.7
	
	

	
Mediasec
	sdes-srtp, if this parameter exists in previous REGISTER message
	
	draft-dawes-dispatch-mediasec-parameter [116]

	Content-Length
	
	
	RFC 3261 [15]

	
value
	0
	
	


<End of modified section>
