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1. Overview

This document lists all changes needed to correct problems in the TTCN implementation of test case 9.1.3.3 which is part of the LTE/SAE test suite ‘iwd-EUTRA-B2012-03_D13k08’.

The test case can be demonstrated to run with one LTE UE (see section 5). Execution log is provided as evidence.
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3. Verification Test Summary

Test Case:
TC_9_1_3_3
Test Group:
9_1\NAS_SecurityMode.ttcn
ATS Version:
iwd-EUTRA-B2012-03_D13wk08
System Simulator used:
R&S CMW500 

UE used:
Qualcomm MDM 8960
Verification Status:
PASS


4. Corrections required for test case 9.1.3.3
This section describes the TTCN changes required to make test case 9.1.3.3 run correctly with an LTE UE. The TTCN used to pass this test case belongs to ‘iwd-EUTRA-B2012-03_D13wk08’ release.

Change 1 – Corrections to function ‘fl_TC_9_1_3_3_Body()’
	Function name
	fl_TC_9_1_3_3_Body()

	Reason for change
	1.    It was not clear which security parameters the UE was to use in the preamble and the postamble. 
2.    The security parameters modified by the SS in the test body were not  saved before changing and restablished before the reattachment in step 12.
3.    There was no need to configure security at the SS as the security parameter change signalled to the UE was not applied by the UE.

4.    The prose expected that the UE would reattach after T3410 and T3411 having elapsed.
5.    The TTCN did not consider that due to the failing security setting the RRC Connection Reconfiguration carrying the ATTACH ACCEPT message would not lead to the UE generating  RRC Connection Reconfiguration Complete.

6.    The ATTACH COMPLETE message in step 11a1 could not be received as a preceeding  RRC Connection Reconfiguration Complete was not expected.

7.    In step 6 the SECURITY COMMND message was not applying the correct security protection.

8.    Identity procedure was expected on SRB2. 
9.    IDENTITY RESPONSE was expected non security protected.
10. RRC Connection was not released before step 12, thus SRBs and DRBs were not reset.

11. There was a typo: step 9b was used.

	Summary of change
	1.    It is clarified that non-null security parameters as specified in the PIXIT are to be applied by the UE. The UE will therefore send its messages with Integrity protection.
(Note the attached draft Prose CR)
2.    The security parameters modified by the SS in the test body were not  saved before changing and restablished before the reattachment in step 12.
3.    Security is not configured at the SS as the security parameter change signalled to the UE was not applied by the UE.

4.    The prose expects that the UE reattaches after T3411 having elapsed. The timer is renamed accordingly. The wait time for ESM is accounted for.

(Note the attached draft Prose CR)
5.    The TTCN considers that due to the failing security setting the RRC Connection Reconfiguration carrying the ATTACH ACCEPT message will not lead to the UE generating  RRC Connection Reconfiguration Complete. This is achieved by adding a parameter to f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams. See changes 5 and 6 below.

6.    The ATTACH COMPLETE message in step 11a1 is preceeded by an RRC Connection Reconfiguration Complete. Which itself would mean an erroneous behaviour which is not checked by the prose, however. 
7.    In step 6 the SECURITY COMMND message applies the correct security protection: Integrity protected with new EPS security context .

8.    As SRB2 is not yet established the Identity procedure is handled on SRB1.

9.    IDENTITY RESPONSE is not expected non security protected.

(Note the attached draft Prose CR)
10. SRBs and DRBs are reset before step 12.
11. There is a typo corrected: step 9a2 instead of 9b was used.

	TTCN module
	9_1\ NAS_SecurityMode.ttcn

	MCC160 Comment
	


Before change

  function fl_TC_9_1_3_3_Body() runs on EUTRA_PTC

  {

    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    //* EPS bearer identity (24.301 cl. 9.3.2).

    var HalfOctet_Type v_EpsBearerId := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '01'O;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var UE_SecurityCapability v_UeSecurityCapabilities;

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var boolean v_EIT_Flag := false;

    var boolean v_IPallocationViaNasFlag :=  false;

    var NAS_MSG_Indication_Type v_NasInd;  // temporary variable which is used when receiving NAS ASPs

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType ();   //used to follow TTCN3 v411 standard

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL);

    var NAS_Lac v_LAC := f_EUTRA_CellInfo_GetLocationAreaCode ( eutra_CellA );

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);

    var template (omit) LocAreaId v_LAI := f_GetLAI(v_PLMN,v_LAC, NORMAL);

    var template (omit) MobileIdentity v_MSId := f_GetMSId (NORMAL);

    timer t_Wait := 1.0;

    timer t_T3410plusT3411 := f_EUTRA_SetTimerToleranceMin (eutra_CellA, nasTimer, 25.0); // default values added

    //+   The UE is switched on.

    //@siclog "Step 1" siclog@

    f_EUTRA_SwitchOnUEandStartIP(eutra_CellA);

    //+   The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.

    //@siclog "Step 2" siclog@

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas( eutra_CellA,

                                                tsc_RRC_TI_Def,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                  cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                  f_GetPdnType())));

    v_PdnConnectivityRequest := v_NasInd.Pdu.PiggybackedPduList[0].Msg;

    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST);

    v_UeSecurityCapabilities := f_EUTRA_FillNAS_SecurityCapability(v_NasInd.Pdu.Msg.aTTACH_REQUEST);

    //+

    //+   The SS transmits an AUTHENTICATION REQUEST message with SQN out of range and an invalid MAC code, and, "separation bit" in the AMF field of AUTN = 1.

    //+   Note: The present TC is simulating a man-in-the-middle security threat scenario. The man-in-the-middle is not expected to have these parameters right.

    //@siclog "Step 3" siclog@

    v_SecurityParams := f_EUTRA_Authentication_InitNAS(v_SecurityParams,

                                                       v_PLMN,

                                                       f_AuthenticationInit(v_SecurityParams.AuthParams, macErrorPlusSepBit));

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //+   UE transmits an AUTHENTICATION FAILURE message with EMM cause #20 "MAC failure" or EMM cause #21 "synch failure".

    //@siclog "Step 4" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      (cdr_AUTHENTICATION_FAIL_synch, cdr_AUTHENTICATION_FAIL_mac))));

    //+   The SS transmits a NAS SECURITY MODE COMMAND message; EIA0 (NULL integrity), EEA0 (NULL ciphering), matched replayed security capabilities.

    //+   Note: 'matched replayed security capabilities' shall be sent to ensure that the SECURITY MODE REJECT is not sent due to problem with this information.

    //@siclog "Step 5" siclog@ /// tbc

    v_SecurityParams.NAS_Ciphering.Algorithm := '000'B; // EEA0

    v_SecurityParams.NAS_Integrity.Algorithm := '000'B; // EIA0

    v_SecurityParams.KSIasme := '000'B;

    f_EUTRA_Security_Set (v_SecurityParams); // store the new setting

    f_EUTRA_SS_NAS_ConfigureSecurity(v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);  // configure SS security

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_508_SECURITY_MODE_COMMAND(

                                                v_SecurityParams.NAS_Ciphering.Algorithm,

                                                v_SecurityParams.NAS_Integrity.Algorithm,

                                                v_SecurityParams.KSIasme,

                                                v_UeSecurityCapabilities)))); // replayedSecurityCapability

    //+   Check: Does the UE transmit a NAS SECURITY MODE REJECT message?

    //@siclog "Step 6" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_SECURITY_MODE_REJECT((tsc_UeSecurityCapsMismatch, tsc_SecurityModeRejUnspecified)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    //+   The SS transmits an IDENTITY REQUEST message for IMSI (Security not applied)

    //@siclog "Step 7" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+   The UE transmits a non security protected IDENTITY RESPONSE message.

    //@siclog "Step 8" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    //+   EXCEPTION: Steps 9a1 to 9a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place

    //+   if the UE has ESM information which needs to be transferred.  -

    if (v_EIT_Flag) {

      //+   The SS transmits an ESM INFORMATION REQUEST message - no integrity protection applied - to initiate exchange of protocol configuration options and/or APN.

      //@siclog "Step 9a" siclog@

      SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                  cs_508_Esm_Information_Request(v_EPS_TI))));

      t_Wait.start;

      //+   Check: Does the UE transmit an ESM INFORMATION RESPONSE message?

      //+   Note: The UE is expected to discard the ESM INFORMATION REQUEST message without security protection.

      //@siclog "Step 9b" siclog@

      alt {

        [] SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                      cr_NAS_Indication(?,

                                                        cr_508_Esm_Information_Response(?)))) {

             f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 9b");

           }

        [] t_Wait.timeout {}; // continue

      }

    }

    // The SS transmits an ATTACH ACCEPT message- no integrity protection applied. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message

    //@siclog "Step 10" siclog@

    v_IPallocationViaNasFlag :=  f_CheckPCOforIPallocationViaNas (v_Pco); // See TS 36.508 v.8.2.2 Table 4.7.3-6

    f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(eutra_CellA,

                                                                  v_EpsBearerId,

                                                                  tsc_RRC_TI_Def,

                                                                  v_EPS_TI,

                                                                  f_GetEAttachType(NORMAL), // @sic R5s110176 sic@

                                                                  f_EUTRA_GetPDNAddress(v_IPallocationViaNasFlag),

                                                                  f_GutiParameters2MobileIdentity(tsc_IEI_Guti,

                                                                                                  v_GutiParams),

                                                                  cs_TrackingAreaIdListDef_lv,

                                                                  v_LAI,

                                                                  v_MSId,

                                                                  omit,

                                                                  omit,

                                                                  f_GetDefPCOforPCSCFAddress (v_Pco), // @sic R5-104703 sic@

                                                                  f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType,  // @sic R5-103681 sic@

                                                                                              NORMAL),  // @sic R5s110176 sic@

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  tsc_SHT_NoSecurityProtection);

    //+   EXCEPTION:    Steps 11a1 to 11b13 describe behaviour that depends on the UE action; the "lower case letter" identifies a step sequence

    //+   that take place if a particular sequential line of behaviour is manifested.

    t_T3410plusT3411.start;

    alt {

      //+   The UE transmits an ATTACH COMPLETE message --> ATTACH COMPLETE

      //@siclog "Step 11a1" siclog@

      [] SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                         cr_NAS_IndicationWithPiggybacking(?,

                                                                           cr_508_ATTACH_COMPLETE,

                                                                           ?)))

        {

           f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 9b");

        }

      [] t_T3410plusT3411.timeout {}; // continue

    }

    //+   Check: Does UE transmit a NOT integrity protected ATTACH REQUEST message including

    //             IMSI and a PDN CONNECTIVITY REQUEST message?

    //@siclog "Step 11b1" siclog@

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas( eutra_CellA,

                                                tsc_RRC_TI_Def,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,

                                                                                  cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                  f_GetPdnType())));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    //+   The attach procedure is completed by executing steps 5 to 16 of the UE registration procedure in TS 36.508 [18] sub clause 4.5.2.3.

    //@siclog "Step 11b2-11b13" siclog@

    f_EUTRA_IdleUpdated_Step5_17 (eutra_CellA, STATE2_IDLEUPDATE, NORMAL, v_NasInd, false);

  } // function fl_TC_9_1_3_3_Body

After change

    function fl_TC_9_1_3_3_Body() runs on EUTRA_PTC

  {

    // ==========================================================================

    // initialize constant test case data structures

    // ==========================================================================

    //* EPS bearer identity (24.301 cl. 9.3.2).

    var HalfOctet_Type v_EpsBearerId := tsc_EpsDefaultBearerId;

    var ProcedureTransactionIdentifier v_EPS_TI := '01'O;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var EUTRA_SecurityParams_Type v_SecurityParamsPrev; // R&S change 2
    var UE_SecurityCapability v_UeSecurityCapabilities;

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var boolean v_EIT_Flag := false;

    var boolean v_IPallocationViaNasFlag :=  false;

    var NAS_MSG_Indication_Type v_NasInd;  // temporary variable which is used when receiving NAS ASPs

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType ();   //used to follow TTCN3 v411 standard

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL);

    var NAS_Lac v_LAC := f_EUTRA_CellInfo_GetLocationAreaCode ( eutra_CellA );

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);

    var template (omit) LocAreaId v_LAI := f_GetLAI(v_PLMN,v_LAC, NORMAL);

    var template (omit) MobileIdentity v_MSId := f_GetMSId (NORMAL);

    var float v_Wait := 1.0;   // R&S change 4
    timer t_Wait := v_Wait;

    timer t_T3411 := f_EUTRA_SetTimerToleranceMin (eutra_CellA, nasTimer, 10.0) - v_Wait; // T3411 – v_Wait    // R&S change 4

    //+   The UE is switched on.

    //@siclog "Step 1" siclog@

    f_EUTRA_SwitchOnUEandStartIP(eutra_CellA);

    //+   The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.

    //@siclog "Step 2" siclog@

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas( eutra_CellA,

                                                tsc_RRC_TI_Def,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,

                                                                                  cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                  f_GetPdnType())));

    v_PdnConnectivityRequest := v_NasInd.Pdu.PiggybackedPduList[0].Msg;

    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    v_EIT_Flag := f_CheckEsmInfoTransferFlag(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST);

    v_UeSecurityCapabilities := f_EUTRA_FillNAS_SecurityCapability(v_NasInd.Pdu.Msg.aTTACH_REQUEST);

    //+

    //+   The SS transmits an AUTHENTICATION REQUEST message with SQN out of range and an invalid MAC code, and, "separation bit" in the AMF field of AUTN = 1.

    //+   Note: The present TC is simulating a man-in-the-middle security threat scenario. The man-in-the-middle is not expected to have these parameters right.

    //@siclog "Step 3" siclog@

    v_SecurityParams := f_EUTRA_Authentication_InitNAS(v_SecurityParams,

                                                       v_PLMN,

                                                       f_AuthenticationInit(v_SecurityParams.AuthParams, macErrorPlusSepBit));

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,

                                                                          v_SecurityParams.AuthParams.RandValue,

                                                                          v_SecurityParams.AuthParams.AUTN))));

    //+   UE transmits an AUTHENTICATION FAILURE message with EMM cause #20 "MAC failure" or EMM cause #21 "synch failure".

    //@siclog "Step 4" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,   // R&S change 1
                                                      (cdr_AUTHENTICATION_FAIL_synch, cdr_AUTHENTICATION_FAIL_mac))));

    //+   The SS transmits a NAS SECURITY MODE COMMAND message; EIA0 (NULL integrity), EEA0 (NULL ciphering), matched replayed security capabilities.

    //+   Note: 'matched replayed security capabilities' shall be sent to ensure that the SECURITY MODE REJECT is not sent due to problem with this information.

    //@siclog "Step 5" siclog@ /// tbc


v_SecurityParamsPrev := f_EUTRA_Security_Get(); 
// save previous Security Parameters // R&S change 2
    v_SecurityParams.NAS_Ciphering.Algorithm := '000'B; // EEA0

    v_SecurityParams.NAS_Integrity.Algorithm := '000'B; // EIA0

    v_SecurityParams.KSIasme := '000'B;

    f_EUTRA_Security_Set (v_SecurityParams); // store the new setting

    //  f_EUTRA_SS_NAS_ConfigureSecurity(v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);  // configure SS security // R&S change 3
    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, // R&S change 7,  see 24.301 cl. 5.4.3.2
                                                cs_508_SECURITY_MODE_COMMAND(

                                                v_SecurityParams.NAS_Ciphering.Algorithm,

                                                v_SecurityParams.NAS_Integrity.Algorithm,

                                                v_SecurityParams.KSIasme,

                                                v_UeSecurityCapabilities)))); // replayedSecurityCapability

    //+   Check: Does the UE transmit a NAS SECURITY MODE REJECT message?

    //@siclog "Step 6" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,  // R&S change 1
                                                      cr_SECURITY_MODE_REJECT((tsc_UeSecurityCapsMismatch, tsc_SecurityModeRejUnspecified)))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    //+   The SS transmits an IDENTITY REQUEST message for IMSI (Security not applied)

    //@siclog "Step 7" siclog@

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,  //  R&S change 8
                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));

    //+   The UE transmits a non security protected IDENTITY RESPONSE message.

    //@siclog "Step 8" siclog@

    SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,   // R&S change 8
                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,  // R&S change 1, 9
                                                      cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));

    //+   EXCEPTION: Steps 9a1 to 9a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place

    //+   if the UE has ESM information which needs to be transferred.  -

    if (v_EIT_Flag) {

      //+   The SS transmits an ESM INFORMATION REQUEST message - no integrity protection applied - to initiate exchange of protocol configuration options and/or APN.

      //@siclog "Step 9a" siclog@

      SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                  cs_508_Esm_Information_Request(v_EPS_TI))));

      t_Wait.start;

      //+   Check: Does the UE transmit an ESM INFORMATION RESPONSE message?

      //+   Note: The UE is expected to discard the ESM INFORMATION REQUEST message without security protection.

      //@siclog "Step 9a2" siclog@  // R&S change 11
      alt {

        [] SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                      cr_NAS_Indication(?,

                                                        cr_508_Esm_Information_Response(?)))) {

             f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 9a2"); // R&S change 11
           }

        [] t_Wait.timeout {}; // continue

      }

    }

    // The SS transmits an ATTACH ACCEPT message- no integrity protection applied. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message

    //@siclog "Step 10" siclog@

    v_IPallocationViaNasFlag :=  f_CheckPCOforIPallocationViaNas (v_Pco); // See TS 36.508 v.8.2.2 Table 4.7.3-6

    f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(eutra_CellA,

                                                                  v_EpsBearerId,

                                                                  tsc_RRC_TI_Def,

                                                                  v_EPS_TI,

                                                                  f_GetEAttachType(NORMAL), // @sic R5s110176 sic@

                                                                  f_EUTRA_GetPDNAddress(v_IPallocationViaNasFlag),

                                                                  f_GutiParameters2MobileIdentity(tsc_IEI_Guti,

                                                                                                  v_GutiParams),

                                                                  cs_TrackingAreaIdListDef_lv,

                                                                  v_LAI,

                                                                  v_MSId,

                                                                  omit,

                                                                  omit,

                                                                  f_GetDefPCOforPCSCFAddress (v_Pco), // @sic R5-104703 sic@

                                                                  f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType,  // @sic R5-103681 sic@

                                                                                              NORMAL),  // @sic R5s110176 sic@

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  -,

                                                                  -,

                                                                 tsc_SHT_NoSecurityProtection,










  false); // R&S change 5                                        

    //+   EXCEPTION:    Steps 11a1 to 11b13 describe behaviour that depends on the UE action; the "lower case letter" identifies a step sequence

    //+   that take place if a particular sequential line of behaviour is manifested.

    t_T3411.start; // R&S change 4
    alt {

      //+   The UE transmits an ATTACH COMPLETE message --> ATTACH COMPLETE

      //@siclog "Step 11a1" siclog@

      //+   The ATTACH COMPLETE message would need to be preceeded by a RRCConnectionReconfigurationComplete // R&S change 6
      [] SRB.receive(car_SRB1_RrcPdu_IND(eutra_CellA, cr_508_RRCConnectionReconfigurationComplete(tsc_RRC_TI_Def)))

     {



   repeat;



 }  

      [] SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                         cr_NAS_IndicationWithPiggybacking(?,

                                                                           cr_508_ATTACH_COMPLETE,

                                                                           ?)))

        {

           f_EUTRA_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 11a1");

        }

      [] t_T3411.timeout { }; // continue  // R&S change 4
    }

    // Reset SRBs and DRBs


    f_EUTRA_SS_SRBs_DRBs_Reset(eutra_CellA);  // R&S change 10
    //+   Check: Does UE transmit a NOT integrity protected ATTACH REQUEST message including

    //             IMSI and a PDN CONNECTIVITY REQUEST message?

    //@siclog "Step 11b1" siclog@

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas( eutra_CellA,

                                                tsc_RRC_TI_Def,

                                                cr_EstablishmentCause_Any,

                                                cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected, // R&S change 1   

                                                                                  cr_508_ATTACH_REQUEST(v_AttachType, v_AdditionalUpdateType),

                                                                                  cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach,

                                                                                                                  f_GetPdnType())));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    v_EPS_TI := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

    if (ispresent( v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_NasInd.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

    }

    f_EUTRA_Security_Set(v_SecurityParamsPrev); // store the previous setting    // R&S change 2
    //+   The attach procedure is completed by executing steps 5 to 16 of the UE registration procedure in TS 36.508 [18] sub clause 4.5.2.3.

    //@siclog "Step 11b2-11b13" siclog@

    f_EUTRA_IdleUpdated_Step5_17 (eutra_CellA, STATE2_IDLEUPDATE, NORMAL, v_NasInd, false);

  } // function fl_TC_9_1_3_3_Body
Change 2 – Corrections to function ‘f_ AuthenticationInit ()’
	Function name
	f_AuthenticationInit()

	Reason for change
	The authentication error was left unclear.

	Summary of change
	The authentication error is clarified.

	TTCN module
	CommonNAS/NAS_AuthenticationCommon.ttcn

	MCC160 Comment
	


Before change

  function f_AuthenticationInit(Common_AuthenticationParams_Type p_Auth_Params,

                                AuthenticationError_Type p_AuthenticationError := noError) return Common_AuthenticationParams_Type

  { /* @sic R5-123085 harmonisation of IMS (AuthenticationInit and the two error variants are needed for IMS too) sic@ */

    var Common_AuthenticationParams_Type v_Auth_Params := p_Auth_Params;

    var B128_Type v_XDOut;

    var B80_Type v_AUTN_2;

    var B64_Type v_CDOut;

    var B64_Type v_XDOut_Half;

    var B64_Type v_MAC;

    var B48_Type v_AK;

    var B48_Type v_AUTN_1;

    var B48_Type v_AuthSQN := '000000000000000000000000000000000000000000000000'B;

    var B16_Type v_AuthAMF := px_AuthAMF;

    if (p_AuthenticationError == sqnFailure) {

      v_AuthAMF := '1111111111111111'B;      //AMF_resynch value

    }

    v_XDOut := v_Auth_Params.RandValue xor4b px_AuthK;

    v_CDOut := v_AuthSQN & v_AuthAMF;

    v_XDOut_Half := substr( v_XDOut, 0, 64);

    v_AK := substr( v_XDOut, 24, 48);

    v_AUTN_1 := v_AuthSQN xor4b v_AK;

    v_MAC := v_XDOut_Half xor4b v_CDOut;

    if (p_AuthenticationError == macError) {

      v_MAC := not4b(v_MAC);  // @sic R5s110313 sic@

    }

    v_AUTN_2 := v_AuthAMF & v_MAC;

    v_Auth_Params.AUTN   := v_AUTN_1 & v_AUTN_2;

    // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16

    v_Auth_Params.IK := substr( v_XDOut, 16, (128 - 16)) & substr( v_XDOut, 0, 16);

    // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8

    v_Auth_Params.CK   := substr( v_XDOut, 8, (128 - 8)) & substr( v_XDOut, 0, 8);

    v_Auth_Params.XRES := v_XDOut;

    if (p_AuthenticationError == noError) {

      // ((CK1 XOR CK2) XOR (IK1 XOR IK2))

      v_Auth_Params.KcGSM := (substr( v_Auth_Params.CK, 0, 64) xor4b substr( v_Auth_Params.CK, 64, 64)) xor4b (substr( v_Auth_Params.IK, 0, 64) xor4b substr( v_Auth_Params.IK, 64, 64));

      v_Auth_Params.KeySeq := int2bit(((bit2int(v_Auth_Params.KeySeq)+1) mod 8), 3);

    }

    return (v_Auth_Params);

  }

}
After change

 function f_AuthenticationInit(Common_AuthenticationParams_Type p_Auth_Params,

                                AuthenticationError_Type p_AuthenticationError := noError) return Common_AuthenticationParams_Type

  { /* @sic R5-123085 harmonisation of IMS (AuthenticationInit and the two error variants are needed for IMS too) sic@ */

    var Common_AuthenticationParams_Type v_Auth_Params := p_Auth_Params;

    var B128_Type v_XDOut;

    var B80_Type v_AUTN_2;

    var B64_Type v_CDOut;

    var B64_Type v_XDOut_Half;

    var B64_Type v_MAC;

    var B48_Type v_AK;

    var B48_Type v_AUTN_1;

    var B48_Type v_AuthSQN := '000000000000000000000000000000000000000000000000'B;

    var B16_Type v_AuthAMF := px_AuthAMF;

    if (p_AuthenticationError == sqnFailure) {

      v_AuthAMF := '1111111111111111'B;      //AMF_resynch value

    }

    if (p_AuthenticationError == macErrorPlusSepBit) {


  v_AuthAMF := v_AuthAMF or4b '1000000000000000'B; // force the separation to 1, leave the rest unchanged

      v_AuthSQN := '111111111111111111111111111111111111111111111111'B;  // force SQN out of range


}  

    v_XDOut := v_Auth_Params.RandValue xor4b px_AuthK;

    v_CDOut := v_AuthSQN & v_AuthAMF;

    v_XDOut_Half := substr( v_XDOut, 0, 64);

    v_AK := substr( v_XDOut, 24, 48);

    v_AUTN_1 := v_AuthSQN xor4b v_AK;

    v_MAC := v_XDOut_Half xor4b v_CDOut;

    if ((p_AuthenticationError == macError) or (p_AuthenticationError == macErrorPlusSepBit)) { 
      v_MAC := not4b(v_MAC);  // @sic R5s110313 sic@

    }
    v_AUTN_2 := v_AuthAMF & v_MAC;

    v_Auth_Params.AUTN   := v_AUTN_1 & v_AUTN_2;

    // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16

    v_Auth_Params.IK := substr( v_XDOut, 16, (128 - 16)) & substr( v_XDOut, 0, 16);

    // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8

    v_Auth_Params.CK   := substr( v_XDOut, 8, (128 - 8)) & substr( v_XDOut, 0, 8);

    v_Auth_Params.XRES := v_XDOut;

    if (p_AuthenticationError == noError) {

      // ((CK1 XOR CK2) XOR (IK1 XOR IK2))

      v_Auth_Params.KcGSM := (substr( v_Auth_Params.CK, 0, 64) xor4b substr( v_Auth_Params.CK, 64, 64)) xor4b (substr( v_Auth_Params.IK, 0, 64) xor4b substr( v_Auth_Params.IK, 64, 64));

      v_Auth_Params.KeySeq := int2bit(((bit2int(v_Auth_Params.KeySeq)+1) mod 8), 3);

    }

    return (v_Auth_Params);

  }

}
Change 3 – Corrections to function ‘fl_AS_IntegrityInfo_GetIntAlg ()’
	Function name
	fl_AS_IntegrityInfo_GetIntAlg ()

	Reason for change
	The function did not allow to overwrite the integrity algorithm with the null algorithm within a test case.

	Summary of change
	The function allows to overwrite the integrity algorithm with the null algorithm within a test case.

	TTCN module
	CommonEUTRA/EUTRA_SecurityFunctions.ttcn

	MCC160 Comment
	


Before change

  function fl_AS_IntegrityInfo_GetIntAlg(AS_IntegrityInfo_Type p_AS_Integrity) return B3_Type

  {

    var B3_Type v_IntAlg;

    if (f_GetTestcaseAttrib_NullIntegrityAlgorithmAllowed(testcasename())) {     // @sic R5-126020 sic@

      v_IntAlg := '000'B;

    } else {

      v_IntAlg := fl_ConvertIntAlg2Bitstring(p_AS_Integrity.Algorithm);

    }

    return v_IntAlg;

  } 
After change

  function fl_AS_IntegrityInfo_GetIntAlg(AS_IntegrityInfo_Type p_AS_Integrity) return B3_Type

  {

    var B3_Type v_IntAlg;

    if ((f_GetTestcaseAttrib_NullIntegrityAlgorithmAllowed(testcasename())) and (p_AS_Integrity.Algorithm == eia0_v920 )) {     // @sic R5-126020 sic@
        v_IntAlg := '000'B;

    } else {

      v_IntAlg := fl_ConvertIntAlg2Bitstring(p_AS_Integrity.Algorithm);

    }

    return v_IntAlg;

  }
Change 4 – Corrections to function ‘f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams()’

	Function name
	f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams()

	Reason for change
	The function did not allow the case in which the UE does not acknowledge the RRC Reconfiguration.

	Summary of change
	A parameter is added to distinguish between the cases in which RRC Reconfiguration Complete is expected or not.

	TTCN module
	CommonEUTRA\EUTRA_NASSteps.ttcn

	MCC160 Comment
	


Before change

  function f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(EUTRA_CellId_Type p_CellId,

                                                                         HalfOctet_Type p_EpsBearerId,

                                                                         RRC_TransactionIdentifier p_RRC_TI,

                                                                         ProcedureTransactionIdentifier p_EPS_TI,

                                                                         NAS_AttDetValue_Type p_EpsAttachResultValue,

                                                                         template (omit) PDN_Address p_PDN_Address,

                                                                         template (omit) MobileIdentity p_Guti,

                                                                         template (value) TrackingAreaIdList p_TaiList,

                                                                         template (omit) LocAreaId p_LAI,

                                                                         template (omit) MobileIdentity p_MSId,

                                                                         template (omit) ESM_Cause p_Cause,  // @sic R5-104703 sic@

                                                                         template (omit) AccessPointName p_APN,

                                                                         template (omit) ProtocolConfigOptions p_Pco, // @sic R5-104703 sic@ Default value is PPP

                                                                         template (omit) AdditionalUpdateResult p_AdditionalUpdateResult, // @sic R5-110796 sic@

                                                                         template (value) GPRS_Timer p_T3412 := cs_GprsTimer_v(tsc_GprsTimerUnit_deact, tsc_Spare5), // @sic R5s100780 sic@

                                                                         template (omit) GPRS_Timer p_T3402 := omit, // @sic R5s100780 sic@

                                                                         template (omit) GPRS_Timer p_T3423 := omit, // @sic R5s100780 sic@

                                                                         template (omit) PLMN_List p_EquivalentPlmnList := omit, // @sic R5s100780 sic@

                                                                         template (omit) EmergNumList p_EmergNumList := omit, // @sic R5s100780 sic@

                                                                         template (omit) EPS_NetworkFeatureSupport p_NtwkFeatSupport := cs_EPS_NwkFtSup_IMSVoice, //  @sic R5s100780 sic@

                                                                         template (omit) GPRS_Timer3 p_T3412Extd := omit,

                                                                         SecurityHeaderType p_SecurityStatus := tsc_SHT_IntegrityProtected_Ciphered )

    runs on EUTRA_PTC

  { /* RRC connection reconfiguration acc. to 36.331 cl. 5.3.5 */

    /* @sic R5-110796 Addition of 9.2.1.2.1d: f_GetAdditionalUpdateResult(p_RcvdAddUpdateType, p_ForcedAttach) replaced by p_AdditionalUpdateResult (p_RcvdAddUpdateType, p_ForcedAttach removed sic@ */

    var template (value) NAS_MSG_Request_Type v_NAS_MSG_Request;

    var template (value) AccessPointName v_APN;

    if (pc_IMS) { //@sic R5-110708 sic@

      v_APN := cs_AccessPointName (fl_GetAPNForIMS (p_CellId));

    } else {

      if (isvalue(p_APN)) {

        v_APN := valueof(p_APN);

      } else {

        v_APN := cs_AccessPointName (px_AccessPointName);

      }

    }

    v_NAS_MSG_Request := cs_NAS_RequestWithPiggybacking(p_SecurityStatus,

                                                        cs_ATTACH_ACCEPT_Common(p_EpsAttachResultValue,

                                                                                p_T3412,

                                                                                p_TaiList,

                                                                                p_Guti,

                                                                                p_LAI,

                                                                                p_MSId,

                                                                                omit, // @sic R5-104703 sic@

                                                                                p_T3402,

                                                                                p_T3423,

                                                                                p_EquivalentPlmnList,

                                                                                p_EmergNumList,

                                                                                p_NtwkFeatSupport,  // @sic R5-103674 sic@

                                                                                p_AdditionalUpdateResult,

                                                                                p_T3412Extd), // @sic R5s1120178 Baseline Moving sic@

                                                        cs_508_ActivateDefEpsBearerContextRequest(p_EpsBearerId,

                                                                                                  p_EPS_TI,

                                                                                                  v_APN,

                                                                                                  p_PDN_Address,

                                                                                                  p_Cause, // @sic R5-104703 sic@

                                                                                                  p_Pco));

    f_IP_ChangeEutraCell(IP, p_CellId);       /* @sic R5-113734 change 8 sic@ */

    f_EUTRA_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est(p_CellId,

                                                          p_RRC_TI,

                                                          v_NAS_MSG_Request);

  };

After change

  //----------------------------------------------------------------------------

  /*

   * @desc      Send RRCConnectionReconfiguration (with piggy-backed ATTACH_ACCEPT) and wait for RRCConnectionReconfigurationComplete

   * @param     p_CellId

   * @param     p_EpsBearerId

   * @param     p_RRC_TI

   * @param     p_EPS_TI

   * @param     p_EpsAttachResultValue

   * @param     p_PDN_Address

   * @param     p_Guti

   * @param     p_TaiList

   * @param     p_LAI

   * @param     p_MSId

   * @param     p_Cause

   * @param     p_APN

   * @param     p_Pco

   * @param     p_AdditionalUpdateResult

   * @param     p_T3412             (default value: cs_GprsTimer_v(tsc_GprsTimerUnit_deact, tsc_Spare5); @sic R5s100780 Default values for Attach Accept sic@

   * @param     p_T3402             (default value: omit); @sic R5s100780 Default values for Attach Accept sic@

   * @param     p_T3423             (default value: omit); @sic R5s100780 Default values for Attach Accept sic@

   * @param     p_EquivalentPlmnList (default value: omit); @sic R5s100780 Default values for Attach Accept sic@

   * @param     p_EmergNumList      (default value: omit); @sic R5s100780 Default values for Attach Accept sic@

   * @param     p_NtwkFeatSupport   (default value: cs_EPS_NwkFtSup_IMSVoice); @sic R5s100780 Default values for Attach Accept sic@

   * @param     p_T3412Extd         (default value: omit)

   * @param     p_SecurityStatus    (default value: tsc_SHT_IntegrityProtected_Ciphered )

   * @param     p_WaitForComplete   (default value: true ) 
   * @status    APPROVED

   */

  function f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(EUTRA_CellId_Type p_CellId,

                                                                         HalfOctet_Type p_EpsBearerId,

                                                                         RRC_TransactionIdentifier p_RRC_TI,

                                                                         ProcedureTransactionIdentifier p_EPS_TI,

                                                                         NAS_AttDetValue_Type p_EpsAttachResultValue,

                                                                         template (omit) PDN_Address p_PDN_Address,

                                                                         template (omit) MobileIdentity p_Guti,

                                                                         template (value) TrackingAreaIdList p_TaiList,

                                                                         template (omit) LocAreaId p_LAI,

                                                                         template (omit) MobileIdentity p_MSId,

                                                                         template (omit) ESM_Cause p_Cause,  // @sic R5-104703 sic@

                                                                         template (omit) AccessPointName p_APN,

                                                                         template (omit) ProtocolConfigOptions p_Pco, // @sic R5-104703 sic@ Default value is PPP

                                                                         template (omit) AdditionalUpdateResult p_AdditionalUpdateResult, // @sic R5-110796 sic@

                                                                         template (value) GPRS_Timer p_T3412 := cs_GprsTimer_v(tsc_GprsTimerUnit_deact, tsc_Spare5), // @sic R5s100780 sic@

                                                                         template (omit) GPRS_Timer p_T3402 := omit, // @sic R5s100780 sic@

                                                                         template (omit) GPRS_Timer p_T3423 := omit, // @sic R5s100780 sic@

                                                                         template (omit) PLMN_List p_EquivalentPlmnList := omit, // @sic R5s100780 sic@

                                                                         template (omit) EmergNumList p_EmergNumList := omit, // @sic R5s100780 sic@

                                                                         template (omit) EPS_NetworkFeatureSupport p_NtwkFeatSupport := cs_EPS_NwkFtSup_IMSVoice, //  @sic R5s100780 sic@

                                                                         template (omit) GPRS_Timer3 p_T3412Extd := omit,

                                                                         SecurityHeaderType p_SecurityStatus := tsc_SHT_IntegrityProtected_Ciphered,

                                                                         boolean p_WaitForComplete := true)
    runs on EUTRA_PTC

  { /* RRC connection reconfiguration acc. to 36.331 cl. 5.3.5 */

    /* @sic R5-110796 Addition of 9.2.1.2.1d: f_GetAdditionalUpdateResult(p_RcvdAddUpdateType, p_ForcedAttach) replaced by p_AdditionalUpdateResult (p_RcvdAddUpdateType, p_ForcedAttach removed sic@ */

    var template (value) NAS_MSG_Request_Type v_NAS_MSG_Request;

    var template (value) AccessPointName v_APN;

    if (pc_IMS) { //@sic R5-110708 sic@

      v_APN := cs_AccessPointName (fl_GetAPNForIMS (p_CellId));

    } else {

      if (isvalue(p_APN)) {

        v_APN := valueof(p_APN);

      } else {

        v_APN := cs_AccessPointName (px_AccessPointName);

      }

    }

    v_NAS_MSG_Request := cs_NAS_RequestWithPiggybacking(p_SecurityStatus,

                                                        cs_ATTACH_ACCEPT_Common(p_EpsAttachResultValue,

                                                                                p_T3412,

                                                                                p_TaiList,

                                                                                p_Guti,

                                                                                p_LAI,

                                                                                p_MSId,

                                                                                omit, // @sic R5-104703 sic@

                                                                                p_T3402,

                                                                                p_T3423,

                                                                                p_EquivalentPlmnList,

                                                                                p_EmergNumList,

                                                                                p_NtwkFeatSupport,  // @sic R5-103674 sic@

                                                                                p_AdditionalUpdateResult,

                                                                                p_T3412Extd), // @sic R5s1120178 Baseline Moving sic@

                                                        cs_508_ActivateDefEpsBearerContextRequest(p_EpsBearerId,

                                                                                                  p_EPS_TI,

                                                                                                  v_APN,

                                                                                                  p_PDN_Address,

                                                                                                  p_Cause, // @sic R5-104703 sic@

                                                                                                  p_Pco));

    f_IP_ChangeEutraCell(IP, p_CellId);       /* @sic R5-113734 change 8 sic@ */

    f_EUTRA_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est(p_CellId,

                                                          p_RRC_TI,

                                                          v_NAS_MSG_Request,









       p_WaitForComplete);

  };

Change 5 – Corrections to function ‘f_EUTRA_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est()’

	Function name
	f_EUTRA_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est()

	Reason for change
	The function did not allow the case in which the UE does not acknowledge the RRC Reconfiguration.

	Summary of change
	A parameter is added to distinguish between the cases in which RRC Reconfiguration Complete is expected or not.

	TTCN module
	Common EUTRA\ EUTRA_RRCSteps.ttcn

	MCC160 Comment
	


Before change

  function f_EUTRA_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est(EUTRA_CellId_Type p_CellId,

                                                                 RRC_TransactionIdentifier p_RRC_TI := tsc_RRC_TI_Def,

                                                                 template (omit) NAS_MSG_Request_Type p_NAS_MSG_Request := omit)

    runs on EUTRA_PTC

  { /* @sic R5s120092 Additional Changes sic@ */

    var template (value) EUTRA_FDD_TDD_CellInfo_Type v_EUTRA_FDD_TDD_CellInfo := f_EUTRA_CellInfo_GetFDD_TDD_Info(p_CellId);

    var template (value) PhysicalConfigDedicated_AntennaInfo_Type v_AntennaInfo := f_EUTRA_CellInfo_GetAntennaInfoDedicated (p_CellId);

    var template (omit)  NAS_MSG_RequestList_Type v_NasMsgList := omit;

    if (isvalue(p_NAS_MSG_Request)) {

      v_NasMsgList := {p_NAS_MSG_Request};

    }

    SRB.send(cas_SRB1_RrcNasPduList_REQ(p_CellId,

                                        cs_TimingInfo_Now,

                                        cs_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est(p_RRC_TI,

                                                                                         v_EUTRA_FDD_TDD_CellInfo.cqi_ReportConfig,

                                                                                         v_EUTRA_FDD_TDD_CellInfo.soundingRS_UL_Config,

                                                                                         v_AntennaInfo),

                                        v_NasMsgList));

    //Receive RRCConnectionReconfigurationComplete

    SRB.receive(car_SRB1_RrcPdu_IND(p_CellId, cr_508_RRCConnectionReconfigurationComplete(p_RRC_TI)));

  }

After change

  function f_EUTRA_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est(EUTRA_CellId_Type p_CellId,

                                                                 RRC_TransactionIdentifier p_RRC_TI := tsc_RRC_TI_Def,

                                                                 template (omit) NAS_MSG_Request_Type p_NAS_MSG_Request := omit,

















 boolean p_WaitForComplete := true)  runs on EUTRA_PTC

  { /* @sic R5s120092 Additional Changes sic@ */

    var template (value) EUTRA_FDD_TDD_CellInfo_Type v_EUTRA_FDD_TDD_CellInfo := f_EUTRA_CellInfo_GetFDD_TDD_Info(p_CellId);

    var template (value) PhysicalConfigDedicated_AntennaInfo_Type v_AntennaInfo := f_EUTRA_CellInfo_GetAntennaInfoDedicated (p_CellId);

    var template (omit)  NAS_MSG_RequestList_Type v_NasMsgList := omit;

    if (isvalue(p_NAS_MSG_Request)) {

      v_NasMsgList := {p_NAS_MSG_Request};

    }

    SRB.send(cas_SRB1_RrcNasPduList_REQ(p_CellId,

                                        cs_TimingInfo_Now,

                                        cs_RRCConnectionReconfiguration_SRB2_1AM_DRB_Est(p_RRC_TI,

                                                                                         v_EUTRA_FDD_TDD_CellInfo.cqi_ReportConfig,

                                                                                         v_EUTRA_FDD_TDD_CellInfo.soundingRS_UL_Config,

                                                                                         v_AntennaInfo),

                                        v_NasMsgList));

    if (p_WaitForComplete) {



  //Receive RRCConnectionReconfigurationComplete

      SRB.receive(car_SRB1_RrcPdu_IND(p_CellId, cr_508_RRCConnectionReconfigurationComplete(p_RRC_TI)));


}
  }

5. Execution Log Files

5.1 Qualcomm MDM 8960 UE 

The Qualcomm MDM 8960 UE passed this test case on R&S CMW500 with NAS and AS Snow 3G integrity and ciphering algorithm in LTE FDD band 13. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files: 
tc_9_1_3_3_Qualcomm_FDD_band_13.log   
(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)

In the log file (in .txt format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
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