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	As per clause 4.4.4.2 in 24.301, integrity protection is required for TRACKING AREA UPDATE REJECT message when sent with cause #25. Acc. to clause 4.4.2.3, MME re-establishes the security for a NAS signalling connection if verification of TAU request is successful. MME re-establishes security with reply of next NAS with integrity protection and ciphering. 

 As the TAU reject sent with cause #25, SS can re-establish security by sending TAU reject with integrity protection as well as ciphering.
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Change 1

	Testcase name
	6.3.5

	Reason for change
	As per clause 4.4.4.2 in 24.301, integrity protection is required for TRACKING AREA UPDATE REJECT message when sent with cause #25. Acc. to clause 4.4.2.3, MME re-establishes the security for a NAS signalling connection if verification of TAU request is successful. MME re-establishes security with reply of next NAS with integrity protection and ciphering. 

As the TAU reject sent with cause #25, SS can re-establish security by sending TAU reject with integrity protection as well as ciphering.



	Summary of change
	SS sends TAU reject with integrity as well as ciphering

	Source of change
	CSG_Testcases.ttcn


Before change:

	function f_TC_6_3_5_EUTRA() runs on EUTRA_PTC

  { //  Manual support for CSG ID selection

    var B3_Type v_EpsUpdate_TypeValue := f_GetEPSTAUType (NORMAL);

    var template AdditionalUpdateType v_AdditionalUpdateType_Expected := f_GetAdditionalUpdateType (NORMAL);

………………………………………..

………………………………………..

………………………………………..

    //@siclog "Step 15" siclog@

    // The UE transmits a RRCConnectionSetupComplete message to confirm the successful completion

    // of the connection establishment and a TRACKING AREA UPDATE REQUEST message is sent to update

    // the registration of the actual tracking area.

    f_EUTRA_RRCConnectionSetupComplete_Def(eutra_Cell2,                                       // @sic R5s120121 MCC160 implementation sic@

                                           cr_508_RRCConnectionSetupComplete(tsc_RRC_TI_Def, ?),

                                           cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                             cr_508_TAU_Request(v_EpsUpdate_TypeValue,

                                                                                f_EUTRA_SecurityKSIasme_Get(),  // @sic R5s120617 sic@

                                                                                cr_DRXparameter_Any ('5C'O) ifpresent, // @sic R5s120210, R5-123117 sic@

                                                                                v_AdditionalUpdateType_Expected)));

    // @siclog "Step 16" siclog@

    // The SS transmits a TRACKING AREA UPDATE REJECT message with cause #25 (not authorized for this CSG)

    // to fail the UE's TAU on Cell 2.

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_Cell2,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_NoSecurityProtection, // @sic R5s120585 sic@

                                                cs_508_TRACKING_AREA_UPDATE_REJECT(tsc_Cause_NotAuthorizedCSG))));

    // @siclog "Step 17" siclog@

    // The SS transmits an RRCConnectionRelease message to release RRC connection and move to RRC_IDLE

    f_EUTRA_RRC_ConnectionRelease( eutra_Cell2);


After change :

	  function f_TC_6_3_5_EUTRA() runs on EUTRA_PTC

  { //  Manual support for CSG ID selection

    var B3_Type v_EpsUpdate_TypeValue := f_GetEPSTAUType (NORMAL);

    var template AdditionalUpdateType v_AdditionalUpdateType_Expected := f_GetAdditionalUpdateType (NORMAL);

……………………………………..

……………………………………..

……………………………………..

    //@siclog "Step 15" siclog@

    // The UE transmits a RRCConnectionSetupComplete message to confirm the successful completion

    // of the connection establishment and a TRACKING AREA UPDATE REQUEST message is sent to update

    // the registration of the actual tracking area.

    f_EUTRA_RRCConnectionSetupComplete_Def(eutra_Cell2,                                       // @sic R5s120121 MCC160 implementation sic@

                                           cr_508_RRCConnectionSetupComplete(tsc_RRC_TI_Def, ?),

                                           cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                             cr_508_TAU_Request(v_EpsUpdate_TypeValue,

                                                                                f_EUTRA_SecurityKSIasme_Get(),  // @sic R5s120617 sic@

                                                                                cr_DRXparameter_Any ('5C'O) ifpresent, // @sic R5s120210, R5-123117 sic@

                                                                                v_AdditionalUpdateType_Expected)));

    // @siclog "Step 16" siclog@

    // The SS transmits a TRACKING AREA UPDATE REJECT message with cause #25 (not authorized for this CSG)

    // to fail the UE's TAU on Cell 2.

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_Cell2,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, // @sic R5s120585 sic@ 

                                                cs_508_TRACKING_AREA_UPDATE_REJECT(tsc_Cause_NotAuthorizedCSG))));

    // @siclog "Step 17" siclog@

    // The SS transmits an RRCConnectionRelease message to release RRC connection and move to RRC_IDLE

    f_EUTRA_RRC_ConnectionRelease( eutra_Cell2);


Change 2

	Testcase name
	6.3.5

	Reason for change
	As per clause 4.4.4.2 in 24.301, integrity protection is required for TRACKING AREA UPDATE REJECT message when sent with cause #25. Acc. to clause 4.4.2.3, MME re-establishes the security for a NAS signalling connection if verification of TAU request is successful. MME re-establishes with reply next NAS with integrity protection and ciphering. 

              As the TAU reject sent with cause #25, SS can re-establish security by sending TAU reject with integrity protection as well as ciphering.



	Summary of change
	SS sends TAU reject with integrity as well as ciphering

	Source of change
	EUTRA_CSG_Functions.ttcn


Before change:

	function f_EUTRA_TrackingAreaUpdateRejectCSG(EUTRA_CellId_Type p_CellId,

                                               RRC_TransactionIdentifier p_RRC_TI := tsc_RRC_TI_Def,

                                               EUTRA_ATTACH_Type p_ForcedAttach := NORMAL,  // @sic R5s120480: adding p_ForcedAttach sic@

                                               template (present) EstablishmentCause p_EstablishmentCause := ?) runs on EUTRA_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var NAS_KsiValue v_KsiValue := f_EUTRA_SecurityKSIasme_Get();

    var B3_Type v_EpsUpdate_TypeValue := f_GetEPSTAUType(p_ForcedAttach);  // @sic R5s110176 sic@

    var template AdditionalUpdateType v_AdditionalUpdateType_Expected := f_GetAdditionalUpdateType (p_ForcedAttach);

    /* The TAU Request shall be integrity-protected, but not confidentiality-protected.

       UE uses the cached security context algorithms to protect the TAU Request message.

       ( reuse of keys allocated during attach procedure )

       ( 33.401 cl. 9.1.2 Idle mode procedures in E-UTRAN ) */

    /* Check that TRACKING AREA UPDATE REQUEST message is present and conforms

       with default message ( 36.508 Table 4.7.2-27: TRACKING AREA UPDATE REQUEST ) */

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                               p_RRC_TI,

                                               p_EstablishmentCause,   // @sic R5s100539 sic@

                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                 cr_508_TAU_Request (v_EpsUpdate_TypeValue,

                                                                                     v_KsiValue,

                                                                                     cr_DRXparameter_Any ('5C'O) ifpresent, // @sic R5s120210, R5-123117 sic@

                                                                                     v_AdditionalUpdateType_Expected))); // @sic R5-103681 sic@

    //+   The SS transmits a TRACKING AREA UPDATE REJECT message with EMM cause = "Not authorized for this CSG"

    SRB.send(cas_SRB1_NasPdu_REQ( p_CellId,     // @sic R5s120102 sic@

                                  cs_TimingInfo_Now,

                                  cs_NAS_Request(tsc_SHT_NoSecurityProtection, // @sic R5s120585 sic@

                                                 cs_508_TRACKING_AREA_UPDATE_REJECT(tsc_Cause_NotAuthorizedCSG))));

    f_EUTRA_RRC_ConnectionRelease(p_CellId, p_RRC_TI);

  }


After change :

	  function f_EUTRA_TrackingAreaUpdateRejectCSG(EUTRA_CellId_Type p_CellId,

                                               RRC_TransactionIdentifier p_RRC_TI := tsc_RRC_TI_Def,

                                               EUTRA_ATTACH_Type p_ForcedAttach := NORMAL,  // @sic R5s120480: adding p_ForcedAttach sic@

                                               template (present) EstablishmentCause p_EstablishmentCause := ?) runs on EUTRA_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var NAS_KsiValue v_KsiValue := f_EUTRA_SecurityKSIasme_Get();

    var B3_Type v_EpsUpdate_TypeValue := f_GetEPSTAUType(p_ForcedAttach);  // @sic R5s110176 sic@

    var template AdditionalUpdateType v_AdditionalUpdateType_Expected := f_GetAdditionalUpdateType (p_ForcedAttach);

    /* The TAU Request shall be integrity-protected, but not confidentiality-protected.

       UE uses the cached security context algorithms to protect the TAU Request message.

       ( reuse of keys allocated during attach procedure )

       ( 33.401 cl. 9.1.2 Idle mode procedures in E-UTRAN ) */

    /* Check that TRACKING AREA UPDATE REQUEST message is present and conforms

       with default message ( 36.508 Table 4.7.2-27: TRACKING AREA UPDATE REQUEST ) */

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                               p_RRC_TI,

                                               p_EstablishmentCause,   // @sic R5s100539 sic@

                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                 cr_508_TAU_Request (v_EpsUpdate_TypeValue,

                                                                                     v_KsiValue,

                                                                                     cr_DRXparameter_Any ('5C'O) ifpresent, // @sic R5s120210, R5-123117 sic@

                                                                                     v_AdditionalUpdateType_Expected))); // @sic R5-103681 sic@

    //+   The SS transmits a TRACKING AREA UPDATE REJECT message with EMM cause = "Not authorized for this CSG"

    SRB.send(cas_SRB1_NasPdu_REQ( p_CellId,     // @sic R5s120102 sic@

                                  cs_TimingInfo_Now,

                                  cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, // @sic R5s120585 sic@ 

                                                 cs_508_TRACKING_AREA_UPDATE_REJECT(tsc_Cause_NotAuthorizedCSG))));

    f_EUTRA_RRC_ConnectionRelease(p_CellId, p_RRC_TI);

  }
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