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	Reason for change:
(

	At step 3 the GUTI REALLOCATION COMMAND message is sent with integrity protection only. 

As per section 24.301 4.4.2.3:

When a UE in EMM-IDLE mode establishes a new NAS signalling connection and has a valid current EPS security context, secure exchange of NAS messages can be re-established in the following ways:

1)
Except for the case described in item 3 below, the UE shall transmit the initial NAS message integrity protected with the current EPS security context, but unciphered. The UE shall include the eKSI indicating the current EPS security context value in the initial NAS message. The MME shall check whether the eKSI included in the initial NAS message belongs to an EPS security context available in the MME, and shall verify the MAC of the NAS message. If the verification is successful, the MME may re-establish the secure exchange of NAS messages:

-
by replying with a NAS message that is integrity protected and ciphered using the current EPS security context. From this time onward, all NAS messages exchanged between the UE and the MME are sent integrity protected and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the MME are sent ciphered; or

-
by initiating a security mode control procedure. This can be used by the MME to take a non-current EPS security context into use or to modify the current EPS security context by selecting new NAS security algorithms; or

As per the above reference TTCN should transmit GUTI REALLOCATION COMMAND with integrity and ciphering. This should be changed to ensure the UE is following the conformance requirements, and not ignoring the message or taking another action due to an incorrect security header.

	
	

	Summary of change:
(

	Send the GUTI REALLOCATION COMMAND message with integirty protection and ciphering at steps 3 and 10.

	
	

	Consequences if 
(

not approved:
	A conformant UE may ignore the message or take other action due to an incorrect security header, rather than due to the crossover with the detach procedure as per the conformance requirements.

	
	

	Clauses affected:
(

	9.2.2.1.8

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(

	


1.1 Change 1

	Testcase name
	9.2.2.1.8

	Protocol
	Idle Mode

	Function Name
	f_TC_9_2_2_1_8_Body()

	Reason for change
	At step 3 the GUTI REALLOCATION COMMAND message is sent with integrity protection only. 

As per section 24.301 4.4.2.3:

When a UE in EMM-IDLE mode establishes a new NAS signalling connection and has a valid current EPS security context, secure exchange of NAS messages can be re-established in the following ways:

1)
Except for the case described in item 3 below, the UE shall transmit the initial NAS message integrity protected with the current EPS security context, but unciphered. The UE shall include the eKSI indicating the current EPS security context value in the initial NAS message. The MME shall check whether the eKSI included in the initial NAS message belongs to an EPS security context available in the MME, and shall verify the MAC of the NAS message. If the verification is successful, the MME may re-establish the secure exchange of NAS messages:

-
by replying with a NAS message that is integrity protected and ciphered using the current EPS security context. From this time onward, all NAS messages exchanged between the UE and the MME are sent integrity protected and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the MME are sent ciphered; or

-
by initiating a security mode control procedure. This can be used by the MME to take a non-current EPS security context into use or to modify the current EPS security context by selecting new NAS security algorithms; or

As per the above reference TTCN should transmit GUTI REALLOCATION COMMAND with integrity and ciphering. This should be changed to ensure the UE is following the conformance requirements, and not ignoring the message or taking another action due to an incorrect security header.

	Summary of change
	Send the GUTI REALLOCATION COMMAND message with integirty protection and ciphering at steps 3 and 10.

	Source of change
	NAS_Detach.ttcn


Before:
	function fl_TC_9_2_2_1_8_Body() runs on EUTRA_PTC

{

  ………

    //  The SS transmits a GUTI REALLOCATION COMMAND message.

    //@siclog "Step 3" siclog@

  SRB.send ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request ( tsc_SHT_IntegrityProtected,

                                                    cs_508_GUTI_REALLOCATION_COMMAND(f_GutiParameters2MobileIdentity(omit, v_Guti_2_Params),

                                                                                     omit) )));

 ……….. 

  // The SS does not respond to the DETACH REQUEST message

  //  With T3421 still running the SS shall send GUTI REALLOCATION COMMAND.

  //@siclog "Step 9 - 10" siclog@

  SRB.send ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request ( tsc_SHT_IntegrityProtected,

                                                    cs_508_GUTI_REALLOCATION_COMMAND(v_Guti,

                                                                                     omit))));

…….

}


After:
	function fl_TC_9_2_2_1_8_Body() runs on EUTRA_PTC

{

  ………

    //  The SS transmits a GUTI REALLOCATION COMMAND message.

    //@siclog "Step 3" siclog@

  SRB.send ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request ( tsc_SHT_IntegrityProtected_Ciphered,

                                                    cs_508_GUTI_REALLOCATION_COMMAND(f_GutiParameters2MobileIdentity(omit, v_Guti_2_Params),

                                                                                     omit) )));

 ……….. 

  // The SS does not respond to the DETACH REQUEST message

  //  With T3421 still running the SS shall send GUTI REALLOCATION COMMAND.

  //@siclog "Step 9 - 10" siclog@

  SRB.send ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request ( tsc_SHT_IntegrityProtected_Ciphered,

                                                    cs_508_GUTI_REALLOCATION_COMMAND(v_Guti,

                                                                                     omit))));

…….

}
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