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	Reason for change:
(

	In SA3#64 meeting, a new security algorithm “ZUC” was agreed in S3-110832 CR0461 for Rel 11. The impact on RAN2 TS36.331, RAN3 TS36.413 and CT1 specs was mentioned in the column “other specs affected” in the coversheet of S3-110832 . The changes on new algorithm were finally captured in TS33.401 v11.1.0. 

In CT1#75, C1-115110 was approved to capture ZUC in TS24.301 accordingly. The public version of TS 24.301 contained the changes is v 11.1.0.

According to the changes in SA3, UEs and eNBs may implement 128-EEA3 for both RRC signalling ciphering and UP ciphering; and UEs and eNBs may implement 128-EIA3 for RRC signalling integrity protection.

The impact on RAN2 spec is that in TS36.331 we need to add new algorithm “eea3” and “eia3” in the IE “SecurityAlgorithmConfig”  so the eNB can configure the new algorithm for UEs which can support new algorithm.

RAN2 specification needs to be modified to align with SA3 and support the new algorithm.

	
	

	Summary of change:
(

	1. Add new algorithm “eea3” and “eia3” in the IE “SecurityAlgorithmConfig”.
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not approved:
	Algorithm “ZUC” cannot be supported which is not aligned with SA3 agreement;
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	Other comments:
(

	RAN2 #77 endorsed the CR already but it was kept on hold in order to not yet introduce 36.331 REL-11.


6.3.3
Security control information elements

–
NextHopChainingCount
The IE NextHopChainingCount is used to update the KeNB key and corresponds to parameter NCC: See TS 33.401 [32, 7.2.8.4].

NextHopChainingCount information element
-- ASN1START

NextHopChainingCount ::=




INTEGER (0..7)

-- ASN1STOP

–
SecurityAlgorithmConfig
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm (SRBs and DRBs). For RNs, the IE SecurityAlgorithmConfig is also used to configure AS integrity protection algorithm for DRBs between the RN and the E-UTRAN.

SecurityAlgorithmConfig information element
-- ASN1START

SecurityAlgorithmConfig ::=


SEQUENCE {


cipheringAlgorithm




ENUMERATED {












eea0, eea1, eea2, eea3-v11xy, spare4, spare3,












spare2, spare1, ...},


integrityProtAlgorithm



ENUMERATED {












eia0-v920, eia1, eia2, eia3-v11xy, spare4, spare3,












spare2, spare1, ...}

}

-- ASN1STOP

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.401 [32, 5.1.3.2].

	integrityProtAlgorithm

Indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.401 [32, 5.1.4.2]. For RNs, also indicates the integrity protection algorithm to be used for integrity protection-enabled DRB(s).


–
ShortMAC-I
The IE ShortMAC-I is used to identify and verify the UE at RRC connection re-establishment. The 16 least significant bits of the MAC-I calculated using the security configuration of the source PCell, as specified in 5.3.7.4.

ShortMAC-I information element
-- ASN1START

ShortMAC-I ::=





BIT STRING (SIZE (16))

-- ASN1STOP
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