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1. Overview

This document lists all the changes needed to correct problems in the TTCN implementation of EMM test case 9.2.3.3.1 which are part of the LTE test suite.

The test case can be demonstrated to run with an LTE UE (see section 6). Execution log files are provided as evidence. 
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3. Verification Test Summary

Test Cases:
TC_9_2_3_3_1
Test Group:
Idle mode

ATS Version:
iwd-EUTRA-B2011-03_D11wk27

System Simulator used:
Anite Conformance Toolset
UE(s) used:                       QualComm MDM, Nvidia ICERA 410
Verification Status:
PASS
4. Corrections required for test case 9.2.3.3.1

4.1 Introduction

This section describes the changes required to make test case 9.2.3.3.1 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-B2011-03_D11wk42 release.

4.2 Change 1

Testcase name
9.2.3.3.1

Reason for change
MS Classmark IE in TAU is TLV type so checking in template was not correct.

Summary of change
Template cr_TAU_Request_CheckAllAuthParams corrected to check msClassmark2 Ie to be TLV

Source of change
NAS_TrackingArea_UG.ttcn

Before change:

  template NAS_UL_Message_Type cr_TAU_Request_CheckAllAuthParams(EPS_UpdateTypeValue p_EpsUpdate_TypeValue,

                                                                 NAS_KsiValue p_KsiValue,

                                                                 template (present) MobileIdentity p_OldGuti,

                                                                 template (present) CiphKeySeqNum p_CiphKeySeqNum,

                                                                 template PTMSI_Signature p_Sig,

                                                                 template (present) MobileIdentity p_Guti,

                                                                 template (present) TrackingAreaId p_LastTai,

                                                                 template (omit) LocAreaId p_LAI,

                                                                 template AdditionalUpdateType p_AdditionalUpdateType) :=

  {

    tRACKING_AREA_UPDATE_REQUEST := {

      securityHeaderType         := tsc_SHT_NoSecurityProtection,

      protocolDiscriminator      := tsc_PD_EMM,

      messageType                := tsc_MT_TauRequest,

      asmeNasKeySetId            := cr_NAS_KeySetIdentifier (p_KsiValue, tsc_NasKsi_NativeSecurityContext),

      epsUpdateType              := cr_EPS_UpdateType(tsc_EpsUpdate_NotActive, p_EpsUpdate_TypeValue),

      oldGuti                    := p_OldGuti,

      nonCurrentNativeNasKeySetId  := omit,   /* @sic R5s100135 sic@ */

      gprsCipheringKeySeqNum     := p_CiphKeySeqNum,

      oldPtmsiSignature          := p_Sig,

      additionalGuti             := p_Guti,

      nonce                      := cr_NonceUE_Any,

      ueNetworkCapability        := cr_UENetworkCap_Any ('58'O),

      lastVisitedRegisteredTai   := p_LastTai,

      drxParameter               := omit,

      ueRadioCapNeeded           := cr_UeRadioCap,

      epsBearerContextStatus     := cr_508_EPS_BearerContextStatusTAUReq ifpresent,

      msNetworkCapability        := cr_MS_NetworkCap_Any,

      oldLai                     := p_LAI,

      tmsiStatus                 := omit,

      msClassmark2               := cr_MS_Clsmk2_Any ifpresent,

      msClassmark3               := cr_MSCLSMK3_Any ifpresent,

      supportedCodecList         := cr_CodecListAny ifpresent,

      addUpdateType              := p_AdditionalUpdateType,         /* @sic R5-103681 sic@ */

      voiceDomainPref            := cr_VoiceDomainPref_Any ifpresent/*@sic R5s110176 Baseline Moving sic@ */

    }

  };

After change:

          template NAS_UL_Message_Type cr_TAU_Request_CheckAllAuthParams(EPS_UpdateTypeValue p_EpsUpdate_TypeValue,

                                                                 NAS_KsiValue p_KsiValue,

                                                                 template (present) MobileIdentity p_OldGuti,

                                                                 template (present) CiphKeySeqNum p_CiphKeySeqNum,

                                                                 template PTMSI_Signature p_Sig,

                                                                 template (present) MobileIdentity p_Guti,

                                                                 template (present) TrackingAreaId p_LastTai,

                                                                 template (omit) LocAreaId p_LAI,

                                                                 template AdditionalUpdateType p_AdditionalUpdateType) :=

  {

    tRACKING_AREA_UPDATE_REQUEST := {

      securityHeaderType         := tsc_SHT_NoSecurityProtection,

      protocolDiscriminator      := tsc_PD_EMM,

      messageType                := tsc_MT_TauRequest,

      asmeNasKeySetId            := cr_NAS_KeySetIdentifier (p_KsiValue, tsc_NasKsi_NativeSecurityContext),

      epsUpdateType              := cr_EPS_UpdateType(tsc_EpsUpdate_NotActive, p_EpsUpdate_TypeValue),

      oldGuti                    := p_OldGuti,

      nonCurrentNativeNasKeySetId  := omit,   /* @sic R5s100135 sic@ */

      gprsCipheringKeySeqNum     := p_CiphKeySeqNum,

      oldPtmsiSignature          := p_Sig,

      additionalGuti             := p_Guti,

      nonce                      := cr_NonceUE_Any,

      ueNetworkCapability        := cr_UENetworkCap_Any ('58'O),

      lastVisitedRegisteredTai   := p_LastTai,

      drxParameter               := omit,

      ueRadioCapNeeded           := cr_UeRadioCap,

      epsBearerContextStatus     := cr_508_EPS_BearerContextStatusTAUReq ifpresent,

      msNetworkCapability        := cr_MS_NetworkCap_Any,

      oldLai                     := p_LAI,

      tmsiStatus                 := omit,

      msClassmark2               := cr_MS_Clsmk2_Any_tlv ifpresent,

      msClassmark3               := cr_MSCLSMK3_Any ifpresent,

      supportedCodecList         := cr_CodecListAny ifpresent,

      addUpdateType              := p_AdditionalUpdateType,         /* @sic R5-103681 sic@ */

      voiceDomainPref            := cr_VoiceDomainPref_Any ifpresent/*@sic R5s110176 Baseline Moving sic@ */

    }

  };

4.3 Change 2

Testcase name
9.2.3.3.1

Reason for change
Multiple calls to f_EUTRA_SetCellPower for setting Cell A and Cell B powers after preamble can be removed by using function f_EUTRA_SetCellPowerList instead.

Summary of change
Single ASP f_EUTRA_SetCellPowerList called to set cell powers of Cell A and Cell B after preamble.

Removed code lines are highlighted in blue color in ‘before change’ section below.

Source of change
NAS_TrackingArea_UG.ttcn

Before change:

    function f_TC_9_2_3_3_1_EUTRA() runs on EUTRA_PTC

  {

     ...

    f_EUTRA_SetCellPower(eutra_CellA, tsc_NonSuitableCellRS_EPRE);

    f_EUTRA_SetCellPower(eutra_CellB, tsc_NonSuitableOffCellRS_EPRE);
    f_EUTRA_TestBody_Set(true);

    f_SendIRATCoOrd (UTRAN, cms_IRAT_Trigger);



After change:

    function f_TC_9_2_3_3_1_EUTRA() runs on EUTRA_PTC

  {

    ...
    var template (value) CellPowerList_Type v_CellPowerList;

    v_CellPowerList := {

      cs_CellPower ( eutra_CellB, tsc_NonSuitableOffCellRS_EPRE ),

      cs_CellPower ( eutra_CellA, tsc_NonSuitableCellRS_EPRE )     

    };
    f_EUTRA_NAS_Init(LTE_AllCellsOnSamePLMN, c4);

    // create cell and send out system information

    f_EUTRA_CellConfig_Def(eutra_CellA);

    f_EUTRA_CellConfig_Def(eutra_CellB);

    // Preamble: The UE is in state Switched OFF (state 1)

    // ==========================================================================

    f_EUTRA_Preamble_InterRAT(eutra_CellB, STATE2_IDLEUPDATE, UTRAN);

    f_EUTRA_UE_Detach_SwitchOffUe ( eutra_CellB, RRC_IDLE );

    f_EUTRA_SetCellPowerList(v_CellPowerList);
    f_EUTRA_TestBody_Set(true);

    f_SendIRATCoOrd (UTRAN, cms_IRAT_Trigger);



4.4 Change 3

Testcase name
9.2.3.3.1

Reason for change
Though UE was camped on Cell B during preamble thus later when in step 18, TAU Request is being verified for the ‘oldGUTI’ contents, oldGUTI is being derived from Cell A. 

Summary of change
In the variable where GUTI of Cell A was being stored, instead guti of CellB is now being stored.

Source of change
NAS_TrackingArea_UG.ttcn

Before change:

        function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

    .....

    // ==========================================================================

    // initialize component specific data structures

    // ==========================================================================

    // get all data which are required for a GUTI

    var GutiParameters_Type v_Guti1_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var GutiParameters_Type v_Guti2_Params := f_CreateGutiParamsWithUpdatedSTmsi(v_Guti1_Params);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_Guti1_Params.PLMN_Identity); 



After change:

        function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

    .....

    // ==========================================================================

    // initialize component specific data structures

    // ==========================================================================

    // get all data which are required for a GUTI

    var GutiParameters_Type v_Guti1_Params := f_EUTRA_CellInfo_GetGuti(eutra_CellB);

    var GutiParameters_Type v_Guti2_Params := f_CreateGutiParamsWithUpdatedSTmsi(v_Guti1_Params);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_Guti1_Params.PLMN_Identity);

4.5 Change 4

Testcase name
9.2.3.3.1

Reason for change
Updation of security params with those received from UTRAN side after step 12 will causing PS security parameter KSI also to be updated. But later in step 23 when UE moves back to UTRAN cell by doing RAU, it is required that the KSI sent by UE should match with the value that was stored in its EPS security context. 

As per TS 24.008, clause 4.7.5.1.1

"If the routing area updating procedure is initiated by the MS due to an S1 mode to Iu mode or S1 mode to A/Gb mode inter-system change in idle mode and the TIN indicates "GUTI", the message ROUTING AREA UPDATE REQUEST shall include a P-TMSI signature filled with a NAS token as specified in 3GPP TS 33.401 [119]. In the GPRS ciphering key sequence number IE the MS shall indicate the value of the eKSI associated with the current EPS security context."

Summary of change
Removed update of Security params with those received from UTRAN side after step 13.

Removed code is highlighted in blue color in ‘after change’ section.

Source of change
NAS_TrackingArea_UG.ttcn

Before change:

  function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

      //+ Step 2 to step 14 are implementaed in UTRAN side.

    // Get and store the Authentication parameters when they're sent by UTRAN

    UTRAN.receive (cmr_IRAT_AuthInfo) -> value v_RxdMsg;

    v_SecurityParams.AuthParams := v_RxdMsg.Authentication.AuthPS;

    f_EUTRA_Security_Set (v_SecurityParams);

    v_GUTIFromUTRAN := v_RxdMsg.Authentication.GutiParams;

    //@siclog "Step 14" siclog@



After change:

function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

      //+ Step 2 to step 14 are implementaed in UTRAN side.

    // Get and store the Authentication parameters when they're sent by UTRAN

    UTRAN.receive (cmr_IRAT_AuthInfo) -> value v_RxdMsg;

    // v_SecurityParams.AuthParams := v_RxdMsg.Authentication.AuthPS;

    //f_EUTRA_Security_Set (v_SecurityParams);
    v_GUTIFromUTRAN := v_RxdMsg.Authentication.GutiParams;

    //@siclog "Step 14" siclog@



4.6 Change 5

Testcase name
9.2.3.3.1

Reason for change
1. In step 17 as per test spec ‘specific message contents’ PLMN Identity should be ‘not present’ in RRCConnectionSetupComplete however TTCN currently expects it.

2. CipherKeySequence number in TAU matched correctly with the KeqSeq number received in security parameters from UTRAN side after step 13.



Summary of change
1. Template for RRCConnectionSetupComplete updated to check PLMNIdentity as ‘omit’.

2. CipherKeySequence number in TAU matched with the KeqSeq number received in security parameters from UTRAN side in variable ‘vRxdMsg’.

Source of change
NAS_TrackingArea_UG.ttcn

Before change:

        function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

    .....

    .....

    .....

    //@siclog "Step 17" siclog@

    //+   Check: does the UE send an RRCConnectionSetupComplete with the selectedPLMN-identity set to the value of the registered MME

    //(i.e. to the value in the GUTI stored on the USIM in EFEPSLOCI), and, the mmegi and mmec are set to the values derived from the GUTI stored on the USIM in EFEPSLOCI; [1,P]

    //  Check: are the contents of the TRACKING AREA UPDATE REQUEST with the correct parameters? [2,3,P]

    SRB.receive(car_SRB1_RrcNasPdu_IND(eutra_CellA,

                                       cr_508_RRCConnectionSetupComplete(v_RRC_TI, ?,

                                                                         cr_RegisteredMME(v_Guti1_Params.PLMN_Identity,

                                                                                          v_GUTIFromUTRAN.MME_GroupId,

                                                                                          v_GUTIFromUTRAN.MME_Code)),

                                       cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                         cr_TAU_Request_CheckAllAuthParams (  v_UpdateType,

                                                                                              f_EUTRA_SecurityKSIasme_Get(),

                                                                                              cs_MobileIdentityGuti(omit, v_OldGUTI), // from UTRAN,

                                                                                              cr_CiphKeySeqNum ('8'H, v_SecurityParams.AuthParams.KeySeq),

                                                                                              cr_PTMSI_Signature(px_PTMSI_SigDef),

                                                                                              f_GutiParameters2MobileIdentity ('50'O, v_Guti1_Params), // New Value

                                                                                              cr_TAI_Any,

                                                                                              v_LAI,

                                                                                              v_AdditionalUpdateType )))) -> value v_ReceivedAsp;

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 17");

After change:

    function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

    .....

    .....

    .....

//@siclog "Step 17" siclog@

    //+   Check: does the UE send an RRCConnectionSetupComplete with the selectedPLMN-identity set to the value of the registered MME

    //(i.e. to the value in the GUTI stored on the USIM in EFEPSLOCI), and, the mmegi and mmec are set to the values derived from the GUTI stored on the USIM in EFEPSLOCI; [1,P]

    //  Check: are the contents of the TRACKING AREA UPDATE REQUEST with the correct parameters? [2,3,P]

    SRB.receive(car_SRB1_RrcNasPdu_IND(eutra_CellA,

                                       cr_508_RRCConnectionSetupComplete(v_RRC_TI, ?,

                                                                         cr_RegisteredMME(omit,

                                                                                          v_GUTIFromUTRAN.MME_GroupId,

                                                                                          v_GUTIFromUTRAN.MME_Code)),

                                       cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                         cr_TAU_Request_CheckAllAuthParams (  v_UpdateType,

                                                                                              f_EUTRA_SecurityKSIasme_Get(),

                                                                                              cs_MobileIdentityGuti(omit, v_OldGUTI), // from UTRAN,

                                                                                              cr_CiphKeySeqNum ('8'H, v_RxdMsg.Authentication.AuthPS.KeySeq),

                                                                                              cr_PTMSI_Signature(px_PTMSI_SigDef),

                                                                                              f_GutiParameters2MobileIdentity ('50'O, v_Guti1_Params), // New Value

                                                                                              cr_TAI_Any,

                                                                                              v_LAI,

                                                                                              v_AdditionalUpdateType )))) -> value v_ReceivedAsp;

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 17");



4.7 Change 6

Testcase name
9.2.3.3.1

Reason for change
 Due to change 3 mentioned above, separate variables needs to be created to store Cell A GUTI and the same needs to be used to assign new GUTI to UE in TAU Accept sent to it in step 19. 

Summary of change
Separate variables are created to store Cell A GUTI and the same are used to assign new GUTI to UE in TAU Accept sent to it in step 19.

Source of change
NAS_TrackingArea_UG.ttcn

Before change:

  function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

    var octetstring v_OldGUTI;

    .....

    //@siclog "Step 18" siclog@

    //+   The SS sends TRACKING AREA UPDATE ACCEPT

    //  Note: the default message contents cause the allocation of a new GUTI and new TAI list

    v_EpsBearerCtxtStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus;

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_508_TAU_Accept(v_UpdateType,

                                                                  f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_Guti2_Params),

                                                                  cds_TAIListNonConsecutive_tlv(v_PLMN,

                                                                                                { '0001'O, '0002'O }), // TAC1=1, TAC2=2

                                                                  v_EpsBearerCtxtStatus,

                                                                  v_LAI,

                                                                  f_GetMSId (NORMAL), // @sic R5s110176 sic@

                                                                  f_GetAdditionalUpdateResult(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.addUpdateType)))));

After change:

  function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

    var octetstring v_OldGUTI;

    var GutiParameters_Type v_Guti1_Params_cellA := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var GutiParameters_Type v_Guti2_Params_cellA := f_CreateGutiParamsWithUpdatedSTmsi(v_Guti1_Params_cellA);
    .....

    //@siclog "Step 18" siclog@

    //+   The SS sends TRACKING AREA UPDATE ACCEPT

    //  Note: the default message contents cause the allocation of a new GUTI and new TAI list

    v_EpsBearerCtxtStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus;

    SRB.send(cas_SRB1_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_508_TAU_Accept(v_UpdateType,

                                                                  f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_Guti2_Params_cellA),

                                                                  cds_TAIListNonConsecutive_tlv(v_PLMN,

                                                                                                { '0001'O, '0002'O }), // TAC1=1, TAC2=2

                                                                  v_EpsBearerCtxtStatus,

                                                                  v_LAI,

                                                                  f_GetMSId (NORMAL), // @sic R5s110176 sic@

                                                                  f_GetAdditionalUpdateResult(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.addUpdateType)))));

4.8 Change 7

Testcase name
9.2.3.3.1

Reason for change
1. In step 21 when UTRAN Cell 5 has been configured as serving cell, GUTI parameters need to be sent to UTRAN PTC but these are not getting sent correctly from EUTRA PTC, as it is currently using function    f_EUTRA_SendAuthCoOrdParameters which sends GUTI1 instead of GUTI2. This needs correction as it leads to mismatch on UTRAN side when RAI and LAI are derived from GUTI.

2. Also in step 21, Cell A made as 'non suitable cell’ rather than 'suitable neighbour cell’ so that UE can move to UTRA cell 5. Without this change UE will not reselect UTRA cell as EUTRA cell has a higher priority.

Note: Prose CR will be raised at the next RAN5 meeting for this.

Summary of change
Appropriate code which can send GUTI2 to UTRAN PTC is used instead of function f_EUTRA_SendAuthCoOrdParameters.

Cell A made as 'non suitable cell’ rather than 'suitable neighbour cell’

Removed code is highlighted in blue color in ‘before change’ section below


Source of change
NAS_TrackingArea_UG.ttcn

Before change:

  function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

     //@siclog "Step 20 Void" siclog@

    //@siclog "Step 21" siclog@

    //+  Cell 5 is configured as the Serving Cell and Cell A is configured as a Suitable Neighbour Cell as defined in table 6.2.2.1-1 of TS 36.508.

    f_EUTRA_SendAuthCoOrdParameters (UTRAN, eutra_CellA, v_SecurityParams.AuthParams);
    f_EUTRA_SetCellPower(eutra_CellA, tsc_SuitableCellRS_EPRE);

    //+ Step 22 to 28 are implemented in UTRAN side.

    f_WaitForIRATCoOrd_Trigger(UTRAN);

  } // function fl_TC_9_2_3_3_1_Body 

After change:

  function fl_TC_9_2_3_3_1_Body() runs on EUTRA_PTC

  {

    .....

     //@siclog "Step 20 Void" siclog@

    //@siclog "Step 21" siclog@

    //+  Cell 5 is configured as the Serving Cell and Cell A is configured as a Suitable Neighbour Cell as defined in table 6.2.2.1-1 of TS 36.508.

    UTRAN.send (cms_IRAT_AuthInfo(v_SecurityParams.AuthParams,

                                   v_SecurityParams.AuthParams,

                                   cs_IRAT_GUTIStuff (v_Guti2_Params_cellA.MME_GroupId, v_Guti2_Params_cellA.MME_Code, v_Guti2_Params_cellA.M_TMSI)));
    f_EUTRA_SetCellPower(eutra_CellA, tsc_NonSuitableCellRS_EPRE);

    //+ Step 22 to 28 are implemented in UTRAN side.

    f_WaitForIRATCoOrd_Trigger(UTRAN);

  } // function fl_TC_9_2_3_3_1_Body



4.9 Change 8

Testcase name
9.2.3.3.1

Reason for change
1. Before step 1 starts in UTRAN PTC, it needs to handle trigger from EUTRA sent after preamble, which is currently missing.

2. Auth parameters are being sent to EUTRA PTC before executing step 10-12 whereas PS Auth parameters get updated in step 10-12. Hence position of sending updated Auth params to EUTRA needs to be corrected.

Summary of change
1. Trigger sent from EUTRA PTC after preamble handled in UTRA PTC before step1.

2. Step 10 -12 of UTRAN PTC correctly placed to correct the timing of sending updated Auth params to EUTRA.

Source of change
NAS_TrackingArea_UG_UTRAN

Before change:

    function f_TC_9_2_3_3_1_UTRAN () runs on UTRAN_PTC

  {

    .....

     //Initialise all cells

    f_UTRAN_Init(EUTRA_UTRAN);

    v_PLMN_Identity := f_UTRAN_CellInfo_GetPLMNIdentity ( utran_Cell5 );

    v_PLMN := f_U_Asn2Nas_PlmnId ( v_PLMN_Identity );

    v_LAC := f_UTRAN_CellInfo_GetLAC ( utran_Cell5 );

    v_RAC := f_UTRAN_CellInfo_GetRAC ( utran_Cell5 );

    //Cell started switched on with default cell power level and max attenuation

    f_UTRAN_SS_CreateCellDCH ( utran_Cell5 );

    //Start sending System Information

    f_UTRAN_SendDefSysInfo ( utran_Cell5 );

    f_UTRAN_InterRAT_InitialiseAuthParams();  // The UE starts in EUTRA, so wait for it to send the Auth Params

    f_UTRAN_TestBody_Set ( true );

    //Set cell power level according to initial conditions

    f_UTRAN_SetCellPower ( utran_Cell5, tsc_AttenuationServingCell );

    //@siclog "Step 1" siclog@

    //  Switch on UE

    f_UT_SwitchOnUE (UT, false);

    //@siclog "Step 2 - 9" siclog@

    f_UTRAN_GMMOnly_Attach ( utran_Cell5 );

    // Now get the security parameters that have been updated

    v_SecurityInfo := f_UTRAN_Security_Get ();

    // AuthCS not the same structure as AuthPS

    v_AuthCS := v_SecurityInfo.authKeys.AuthPS;

    v_AuthCS.CK := v_SecurityInfo.authKeys.AuthCS.CKey;

    v_AuthCS.IK := v_SecurityInfo.authKeys.AuthCS.IKey;

    v_AuthCS.KeySeq := v_SecurityInfo.authKeys.AuthCS.CKeySeq;

    v_GUTI.MME_GroupId := oct2bit(v_LAC);

    v_GUTI.MME_Code := oct2bit(v_RAC);

    v_GUTI.M_TMSI := '11'B & substr (v_Ptmsi_Def, 2, 6) & substr (oct2bit(px_PTMSI_SigDef), 16, 8) & substr (v_Ptmsi_Def, 16, 16);

    EUTRA.send (cms_IRAT_AuthInfo(v_SecurityInfo.authKeys.AuthPS,

                                  v_AuthCS,

                                  v_GUTI));

    //@siclog "Step 10 - 12" siclog@

    f_UTRAN_UE_64kPS_Rb_Est ( utran_Cell5 );

    

After change:

      function f_TC_9_2_3_3_1_UTRAN () runs on UTRAN_PTC

  {

    .....

    //Initialise all cells

    f_UTRAN_Init(EUTRA_UTRAN);

    v_PLMN_Identity := f_UTRAN_CellInfo_GetPLMNIdentity ( utran_Cell5 );

    v_PLMN := f_U_Asn2Nas_PlmnId ( v_PLMN_Identity );

    v_LAC := f_UTRAN_CellInfo_GetLAC ( utran_Cell5 );

    v_RAC := f_UTRAN_CellInfo_GetRAC ( utran_Cell5 );

    //Cell started switched on with default cell power level and max attenuation

    f_UTRAN_SS_CreateCellDCH ( utran_Cell5 );

    //Start sending System Information

    f_UTRAN_SendDefSysInfo ( utran_Cell5 );

    f_UTRAN_InterRAT_InitialiseAuthParams();  // The UE starts in EUTRA, so wait for it to send the Auth Params

    f_WaitForIRATCoOrd_Trigger(EUTRA); 

    f_UTRAN_TestBody_Set ( true );

    //Set cell power level according to initial conditions

    f_UTRAN_SetCellPower ( utran_Cell5, tsc_AttenuationServingCell );

    //@siclog "Step 1" siclog@

    //  Switch on UE

    f_UT_SwitchOnUE (UT, false);

    //@siclog "Step 2 - 9" siclog@

    f_UTRAN_GMMOnly_Attach ( utran_Cell5 );

    //@siclog "Step 10 - 12" siclog@

    f_UTRAN_UE_64kPS_Rb_Est ( utran_Cell5 );
    // Now get the security parameters that have been updated

    v_SecurityInfo := f_UTRAN_Security_Get ();

    // AuthCS not the same structure as AuthPS

    v_AuthCS := v_SecurityInfo.authKeys.AuthPS;

    v_AuthCS.CK := v_SecurityInfo.authKeys.AuthCS.CKey;

    v_AuthCS.IK := v_SecurityInfo.authKeys.AuthCS.IKey;

    v_AuthCS.KeySeq := v_SecurityInfo.authKeys.AuthCS.CKeySeq;

    v_GUTI.MME_GroupId := oct2bit(v_LAC);

    v_GUTI.MME_Code := substr(v_Ptmsi_Def,8,8);

    v_GUTI.M_TMSI := '11'B & substr (v_Ptmsi_Def, 2, 6) & oct2bit(v_RAC) & substr (v_Ptmsi_Def, 16, 16);

    EUTRA.send (cms_IRAT_AuthInfo(v_SecurityInfo.authKeys.AuthPS,

                                  v_AuthCS,

                                  v_GUTI));



4.10 Change 9

Testcase name
9.2.3.3.1

Reason for change
While sending auth parameters to EUTRA after step 12, MMECode and M-TMSI are currently not being correctly calculated as required by spec TS 23.003 clause 2.8.2.1 and 2.8.2.2.

Summary of change
MME_Code and M-TMSI after calculated as per correct formula using spec reference TS 23.003 clause 2.8.2.1 and 2.8.2.2.

Source of change
NAS_TrackingArea_UG_UTRAN

Before change:

    function f_TC_9_2_3_3_1_UTRAN () runs on UTRAN_PTC

  {

    .....

    // Now get the security parameters that have been updated

    v_SecurityInfo := f_UTRAN_Security_Get ();

    // AuthCS not the same structure as AuthPS

    v_AuthCS := v_SecurityInfo.authKeys.AuthPS;

    v_AuthCS.CK := v_SecurityInfo.authKeys.AuthCS.CKey;

    v_AuthCS.IK := v_SecurityInfo.authKeys.AuthCS.IKey;

    v_AuthCS.KeySeq := v_SecurityInfo.authKeys.AuthCS.CKeySeq;

    v_GUTI.MME_GroupId := oct2bit(v_LAC);

    v_GUTI.MME_Code := oct2bit(v_RAC);

    v_GUTI.M_TMSI := '11'B & substr (v_Ptmsi_Def, 2, 6) & substr (oct2bit(px_PTMSI_SigDef), 16, 8) & substr (v_Ptmsi_Def, 16, 16);    

After change:

      function f_TC_9_2_3_3_1_UTRAN () runs on UTRAN_PTC

  {

    .....

   // Now get the security parameters that have been updated

    v_SecurityInfo := f_UTRAN_Security_Get ();

    // AuthCS not the same structure as AuthPS

    v_AuthCS := v_SecurityInfo.authKeys.AuthPS;

    v_AuthCS.CK := v_SecurityInfo.authKeys.AuthCS.CKey;

    v_AuthCS.IK := v_SecurityInfo.authKeys.AuthCS.IKey;

    v_AuthCS.KeySeq := v_SecurityInfo.authKeys.AuthCS.CKeySeq;

    v_GUTI.MME_GroupId := oct2bit(v_LAC);

    v_GUTI.MME_Code := substr(v_Ptmsi_Def,8,8);

    v_GUTI.M_TMSI := '11'B & substr (v_Ptmsi_Def, 2, 6) & oct2bit(v_RAC) & substr (v_Ptmsi_Def, 16, 16);    



4.11 Change 10

Testcase name
9.2.3.3.1

Reason for change
In step 21, when Auth parameters are received from EUTRA, CS keys not required to be updated in UTRAN side as UTRA PTC will use CS auth parameters which were genereated as  result on AKA in UTRA cell.

Summary of change
In step 21, CS keys not required to be updated from EUTRA so removed.

Removed code is highlighted in blue color in ‘after change’ section below


Source of change
NAS_TrackingArea_UG_UTRAN

Before change:

    function f_TC_9_2_3_3_1_UTRAN () runs on UTRAN_PTC

  {

    .....

    v_SecurityInfo.authKeys.AuthPS := v_RxdMsg.Authentication.AuthPS;

    // AuthCS not the same structure as AuthPS

    v_SecurityInfo.authKeys.AuthCS.CKey := v_RxdMsg.Authentication.AuthCS.CK;

    v_SecurityInfo.authKeys.AuthCS.IKey := v_RxdMsg.Authentication.AuthCS.IK;

    v_SecurityInfo.authKeys.AuthCS.CKeySeq := v_RxdMsg.Authentication.AuthCS.KeySeq;

    v_GUTI := v_RxdMsg.Authentication.GutiParams;

    v_PTMSIFromLTE := '11'B & substr (v_GUTI.M_TMSI, 2, 6) & v_GUTI.MME_Code &  substr (v_GUTI.M_TMSI, 16, 16);

    //@siclog "Step 22 Void" siclog@

After change:

      function f_TC_9_2_3_3_1_UTRAN () runs on UTRAN_PTC

  {

    .....

    v_SecurityInfo.authKeys.AuthPS := v_RxdMsg.Authentication.AuthPS;

/*
// AuthCS not the same structure as AuthPS
    v_SecurityInfo.authKeys.AuthCS.CKey := v_RxdMsg.Authentication.AuthCS.CK;

    v_SecurityInfo.authKeys.AuthCS.IKey := v_RxdMsg.Authentication.AuthCS.IK;

    v_SecurityInfo.authKeys.AuthCS.CKeySeq := v_RxdMsg.Authentication.AuthCS.KeySeq;
*/
    v_GUTI := v_RxdMsg.Authentication.GutiParams;

    v_PTMSIFromLTE := '11'B & substr (v_GUTI.M_TMSI, 2, 6) & v_GUTI.MME_Code &  substr (v_GUTI.M_TMSI, 16, 16);

    //@siclog "Step 22 Void" siclog@

4.12 Change 11

Testcase name
9.2.3.3.1

Reason for change
1. In step 22, RRCConnection establishment was not being handled though it was required before RAU procedure could start in step 23.

2. At step 23 as per specific message contents UE should send routingbasis as localPTMSI.  However UE will be assigned GUTI when camped to EUTRA cell. Hence TIN will be set to GUTI. As per 23.003 section 2.8.2.1.2, RAC will be derived from ME code part of GUTI and hence this will map to a different value of RAC than that of Cell 5. 

As per 25.331 section 10.3.1.6, UE in this case will use routing parameter “TMSIofsamePLMN”.

3. In RAU Request in step 23, PDPContextStatus IE can be optional but TTCN currently expects it.

4. Old-PTMSISig being verified in step 23 was not getting correctly calculated as required by spec reference TS 23.003 clause 2.8.2.1 and 2.8.2.2.

5. After RAU Accept sent to UE in step 24, RAU Complete will be received from UE.

6. In step 26 CellID being verified is Cell ID 5 whereas it will be Cell ID -1.

7. IDT is currently expected on RB ID 3 whereas it should come on RB ID -16.

Note: Prose CR will be raised for this at the enxt RAN5 meeting.

Summary of change
1. Code to handle RRCConnection establishment in step 22 has been added.

2. New template for IDT having routingbasis as TMSIofsamePLMN, later extensions as optional called in step 23. Also since routingbasis is changed to TMSIofsamePLMN so routingparameter is derived from PTMSI mapped from GUTI assigned in step 18. 

3. In RAU Request, PDPContextStatus IE made optional.

4. Old-PTMSISig correctly calculated.

5. RAU Complete handled after step 24.

6. In step 26 CellID being verified changed to UtranCellDedicated.

7. IDT is expected on RB ID -16.

Source of change
NAS_TrackingArea_UG_UTRAN

Before change:

    function f_TC_9_2_3_3_1_UTRAN () runs on UTRAN_PTC

  {

    .....

  var RoutingParameter v_RoutingParameter := substr ( v_Ptmsi_Def, 14, 10);//routingparameter is "bit 23 to

                                                                                                                // bit 14 of P-TMSI allocated at step 8"

    .....

    ....

    .....

    .....

    .....

        //Reconfigure SS for routing UL NAS message in the AM PCO and receive an Initial Direct Transfer Routing Area Update Request

    //@siclog "Step 23" siclog@

    f_UTRAN_SS_SetConfigRRC_RB3 ( utran_Cell5);

    U_AM.receive ( car_RLC_Data_Ind ( utran_Cell5,

                                      tsc_RB3,

                                      cr_InitDirectTransfer ( v_RoutingParameter,

                                                              v_PLMN_Identity ) ) ) -> value v_RLC_AM_DATA_IND;

    //Reconfigure SS for routing UL NAS message in the Dc PCO

    f_UTRAN_SS_RemoveConfigRRC_RB3 ( utran_Cell5 );

    //Decode and check the Routing Area Request message

    v_ReceivedRauReq_Msg := f_DecodeRauReq_Msg (v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.initialDirectTransfer.nas_Message);

    if (match(v_ReceivedRauReq_Msg, cr_RAURequest_Common (cr_GMM_UpdateType,

                                                          cr_RAI (omit, cr_LAI(omit, v_PLMN, bit2oct(v_GUTI.MME_GroupId)), bit2oct(v_GUTI.MME_Code)), //equivalent of right shifting GUTI by 32 bits (can't do that as types are all different)

                                                          cr_PTMSI_SignatureAny,  // can't test this fully here

                                                          omit,

                                                          v_SecurityInfo.authKeys.AuthPS.KeySeq,

                                                          cr_MS_RadioAccessCapLVAny,

                                                          cr_GPRS_TimerAny ifpresent,

                                                          cr_DRXparameter_Any('27'O) ifpresent,

                                                          cdr_MobileIdTMSI_tlv (bit2oct(v_PTMSIFromLTE)),

                                                          cr_MS_NetworkCap_Any ifpresent,

                                                          cr_PDP_ContextStatusAny,

                                                          cr_PS_LCS_CapabilityAny ifpresent,

                                                          omit,

                                                          cr_UENetworkCap_Any ('58'O),

                                                          cdr_MobileIdTMSI_tlv(px_PTMSI_Def, '1A'O),

                                                          cr_RoutingAreaId2 (v_PLMN&v_LAC&v_RAC),

                                                          cr_MS_Clsmk2_Any_tlv ifpresent,

                                                          cr_MSCLSMK3_Any ifpresent,

                                                          cr_CodecListAny ifpresent))

        and (match (substr(v_ReceivedRauReq_Msg.oldPTMSI_Signature.signatureValue, 2, 1), substr (bit2oct(v_GUTI.M_TMSI), 2, 1)))) { // P-TMSI Sig derived from GUTI

      f_UTRAN_PreliminaryPass (__FILE__, __LINE__, "Step 23");

    } else {

      f_UTRAN_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 23");

    }

    v_START_Value := v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.initialDirectTransfer.v3a0NonCriticalExtensions.initialDirectTransfer_v3a0ext.start_Value;

    f_UTRAN_SS_SecurityDownloadStart(ps_domain, v_START_Value);

    //@siclog "Step 23AA - 23AB" siclog@

    f_UTRAN_GMM_Authentication();

    //Activate Security

    //@siclog "Step 23A - 23B" siclog@

    f_UTRAN_RRC_Security ( utran_Cell5, true, ps_domain);

    // if Security is completed, then SECURITY COMPLETE message MUST have been sent using new key

    f_UTRAN_PreliminaryPass (__FILE__, __LINE__, "Step 23B"); //Tested implcitly

    //Transmit a ROUTING AREA UPDATE ACCEPT message (no new P-TMSI nor RAI)

    //@siclog "Step 24" siclog@

    U_Dc.send ( cas_DataReq_PS ( utran_Cell5,

                                 tsc_RB3,

                                 cs_U_RA_UpdAcc3 ( cs_GMM_UpdateResult ('001'B),

                                                   cs_RAI ( omit, cs_LAI( omit, v_PLMN, v_LAC ), v_RAC ),

                                                   cs_PTMSI_Signature ( px_PTMSI_SigDef ),

                                                   cs_MobileIdTMSIorPTMSI ('18'O, bit2oct(v_PTMSIFromLTE )))));

    //Transmit a  UE CAPABILITY ENQUIRY message requesting the UE E-UTRAN capabilty.

    // The activation time specified in the Security Mode command is the next available frame, so this time will have already gone

    //@siclog "Step 25" siclog@

    U_AM.send ( cas_RLC_Data_Req_NoCnf ( utran_Cell5,

                                         tsc_RB2,

                                         cs_UE_EUTRA_CapabilityEnq ( v_SecurityInfo.dl_IntegrityCheckInfo ) ) );

    // Receive a UE CAPABILITY INFORMATION message

    //@siclog "Step 26" siclog@

    U_AM.receive ( car_RLC_Data_Ind ( utran_Cell5,

                                      tsc_RB2,

                                      cr_UE_AnyCapabilityInfoAM ( tsc_RRC_TI ) ) );

    f_UTRAN_PreliminaryPass (__FILE__, __LINE__, "Step 26");

After change:

      function f_TC_9_2_3_3_1_UTRAN () runs on UTRAN_PTC

  {

    .....

    .....

   var RoutingParameter v_RoutingParameter; 

    .....

    .....

       v_RoutingParameter := substr ( v_PTMSIFromLTE, 8, 10);//routingparameter is "bit 23 to bit 14 of P- 

                                                                                                    //TMSI derived from GUTI"
        //Reconfigure SS for routing UL NAS message in the AM PCO and receive an Initial Direct Transfer Routing Area Update Request

    //@siclog "Step 23" siclog@

    f_UTRAN_SS_SetConfigRRC_RB3 ( utran_Cell5);

    U_AM.receive ( car_RLC_Data_Ind ( utran_CellDedicated,

                                      tsc_RB3_DCCH_RRC,

                                      cr_InitDirectTransfer92331 (v_RoutingParameter

                                                               ) ) ) -> value v_RLC_AM_DATA_IND;

        //Reconfigure SS for routing UL NAS message in the Dc PCO

    f_UTRAN_SS_RemoveConfigRRC_RB3 ( utran_Cell5 );

    //Decode and check the Routing Area Request message

    v_ReceivedRauReq_Msg := f_DecodeRauReq_Msg (v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.initialDirectTransfer.nas_Message);

    if (match(v_ReceivedRauReq_Msg, cr_RAURequest_Common(cr_GMM_UpdateType,

                                                          cr_RAI (omit, cr_LAI(omit, v_PLMN, bit2oct(v_GUTI.MME_GroupId)), bit2oct(v_GUTI.MME_Code)), //equivalent of right shifting GUTI by 32 bits (can't do that as types are all different)

                                                          cr_PTMSI_SignatureAny,  // can't test this fully here

                                                          omit,

                                                          v_SecurityInfo.authKeys.AuthPS.KeySeq,

                                                          cr_MS_RadioAccessCapLVAny,

                                                          cr_GPRS_TimerAny ifpresent,

                                                          cr_DRXparameter_Any('27'O) ifpresent,

                                                          cdr_MobileIdTMSI_tlv (bit2oct(v_PTMSIFromLTE)),

                                                          cr_MS_NetworkCap_Any ifpresent,

                                                          cr_PDP_ContextStatusAny ifpresent,

                                                          cr_PS_LCS_CapabilityAny ifpresent,

                                                          omit,

                                                          cr_UENetworkCap_Any ('58'O),

                                                          cdr_MobileIdTMSI_tlv(px_PTMSI_Def, '1A'O),

                                                          cr_RoutingAreaId2 (v_PLMN&v_LAC&v_RAC),

                                                          cr_MS_Clsmk2_Any_tlv ifpresent,

                                                          cr_MSCLSMK3_Any ifpresent,

                                                          cr_CodecListAny ifpresent))

       and (match (substr(v_ReceivedRauReq_Msg.oldPTMSI_Signature.signatureValue, 0, 1), bit2oct(substr(v_GUTI.M_TMSI, 8, 8)))))  // P-TMSI Sig derived from GUTI

       {   f_UTRAN_PreliminaryPass (__FILE__, __LINE__, "Step 23");

    } else {

      f_UTRAN_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 23");

    }

    v_START_Value := v_RLC_AM_DATA_IND.data.aM_message.uL_DCCH_Message.message_.initialDirectTransfer.v3a0NonCriticalExtensions.initialDirectTransfer_v3a0ext.start_Value;

    f_UTRAN_SS_SecurityDownloadStart(ps_domain, v_START_Value);

    //@siclog "Step 23AA - 23AB" siclog@

    f_UTRAN_GMM_Authentication();

    //Activate Security

    //@siclog "Step 23A - 23B" siclog@

    f_UTRAN_RRC_Security ( utran_Cell5, true, ps_domain);

    // if Security is completed, then SECURITY COMPLETE message MUST have been sent using new key

    f_UTRAN_PreliminaryPass (__FILE__, __LINE__, "Step 23B"); //Tested implcitly

    //Transmit a ROUTING AREA UPDATE ACCEPT message (no new P-TMSI nor RAI)

    //@siclog "Step 24" siclog@

    U_Dc.send ( cas_DataReq_PS ( utran_CellDedicated,

                                 tsc_RB3,

                                 cs_U_RA_UpdAcc3 ( cs_GMM_UpdateResult ('001'B),

                                                   cs_RAI ( omit, cs_LAI( omit, v_PLMN, v_LAC ), v_RAC ),

                                                   cs_PTMSI_Signature ( px_PTMSI_SigDef ),

                                                   cs_MobileIdTMSIorPTMSI ('18'O, bit2oct(v_PTMSIFromLTE )))));

   //@siclog "Step 24b" siclog@
    U_Dc.receive(car_PS_UplinkDirectTransfer(utran_CellDedicated, tsc_RB3, cr_U_RAUpdComplete ));
    //Transmit a  UE CAPABILITY ENQUIRY message requesting the UE E-UTRAN capabilty.

    // The activation time specified in the Security Mode command is the next available frame, so this time will have already gone

    //@siclog "Step 25" siclog@

    U_AM.send ( cas_RLC_Data_Req_NoCnf ( utran_Cell5,

                                         tsc_RB2,

                                         cs_UE_EUTRA_CapabilityEnq ( v_SecurityInfo.dl_IntegrityCheckInfo ) ) );

    // Receive a UE CAPABILITY INFORMATION message

    //@siclog "Step 26" siclog@

    U_AM.receive ( car_RLC_Data_Ind ( utran_CellDedicated,

                                      tsc_RB2,

                                      cr_UE_AnyCapabilityInfoAM ( tsc_RRC_TI ) ) );

    f_UTRAN_PreliminaryPass (__FILE__, __LINE__, "Step 26");

    

New Template:

template UL_DCCH_Message cr_InitDirectTransfer92331 ( template (present) RoutingParameter p_RoutParameter := ?,

                                                   CN_DomainIdentity p_CN_DomainId := ps_domain,

                                                   template EstablishmentCause p_EstCause := *) :=

  {

    integrityCheckInfo := *,

    message_ := {

      initialDirectTransfer := {

        cn_DomainIdentity := p_CN_DomainId,

        intraDomainNasNodeSelector := {

          version := {

            release99 := {

              cn_Type := {

                gsm_Map_IDNNS := {

                  routingbasis := {

                    tMSIofsamePLMN := {

                      routingparameter := p_RoutParameter

                    }

                  },

                  dummy := ?

                }

              }

            }

          }

        },

        nas_Message := ?,

        measuredResultsOnRACH := *,

        v3a0NonCriticalExtensions := {

          initialDirectTransfer_v3a0ext := {

            start_Value := '00000000000000000000'B

          },

          laterNonCriticalExtensions := * 

        }

      }

    }

  };

5 Execution Log Files

5.1 Qualcomm MDM 9600

The Qualcomm MDM 9600 UE passed this test case on the Anite Conformance Toolset solution. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files TC_9_2_3_3_1_Qualcomm.htm:

In the log files (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log files.

5.2 Nvidia Icera 410

The Nvidia Icera 410 UE passed this test case on the Anite Conformance Toolset solution. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files TC_9_2_3_3_1_Nvidia.htm:

In the log files (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log files.

6. References

[1]
R5s110727: This archive comprises html format execution log file.
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