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1) Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 9.2.3.1.6, which is part of the LTE test suite. 

The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3) Verification Test Summary

Test Case:
9.2.3.1.6
Test Group:
NAS_TrackingArea_UG
ATS Version:
iwd-EUTRA-B2011-03_D11wk49

System Simulator used:
Anritsu Protocol Conformance Test System ME7832L
UE used:
Qualcomm MDM9200 and NVidia Icera 410 UE
Verification Status:
PASS
4) Corrections required for test case 9.2.3.1.6

4.1 Introduction

This section describes the changes required to make test case 9.2.3.1.6 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-B2011-03_D11wk49 release.

Change 1

Testcase name
9.2.3.1.6

Reason for change
EUTRA component used preamble function which sends security parameters to UTRAN. This coordination message (security parameters) is not expected in UTRAN component. Current implementation caused that TC failed on unexpected message.

Summary of change
Add function f_UTRAN_InterRAT_InitialiseAuthParams.

Source of change
NAS_TrackingArea_UG_UTRAN.ttcn

Before change:

    f_UTRAN_SS_CreateCellDCH(utran_Cell5);

    f_UTRAN_SS_CreateCellDCH(utran_Cell7);

    f_UTRAN_SendDefSysInfo (utran_Cell5);

    f_UTRAN_SendDefSysInfo (utran_Cell7);

    f_UTRAN_TestBody_Set( true );

    f_WaitForIRATCoOrd_Trigger (EUTRA);

After change :

    f_UTRAN_SS_CreateCellDCH(utran_Cell5);

    f_UTRAN_SS_CreateCellDCH(utran_Cell7);

    f_UTRAN_SendDefSysInfo (utran_Cell5);

    f_UTRAN_SendDefSysInfo (utran_Cell7);

    f_UTRAN_TestBody_Set( true );

    f_UTRAN_InterRAT_InitialiseAuthParams(); //Anritsu TTCN CR required
    f_WaitForIRATCoOrd_Trigger (EUTRA);

Change 2

Testcase name
9.2.3.1.6

Reason for change
1) Current implementation for v_EpsUpdate_Result used in TAU accept message is not correct. With this implementation TTCN changed v_UpdateType which is used in TAU request message. This results in TTCN expecting Combined_TaLaUpdate_ISRActivated or TaLaUpdate_ISRActivated in TAU request message.

2) Step 9 - variable parameter v_SecurityParams is not filled with current security (variable is empty). TTCN implement few new security parameters from UTRAN to EUTRA but not all in step 9. Current implementation caused problem in TAU request – NasKeySetId is set wrongly - step 10.

3) Calculation of GUTI string is not according to specification 23.003 chap 2.8.2.2

4) TTCN used template for TAU request where some parameters are not expected. We have found problem with parameters:
nonce, old P-TMSI signature (specification 24.301 chap 8.2.29.6, 8.2.29.4). UE was attached in UTRAN cell and according to mentioned chaps UE could reported mentioned parameters in TAU request message  

5) UE was connected to EUTRA before and according to specification 33.401 chap 9.1.2 (Note 3) – UE had native security context. Therefore the function to set Mapped Context is incorrect to be called. This implementation caused mismatch in step 18. Set mapped security context is not needed in this step.

Summary of change
1) Change v_EpsUpdate_Result directly and not via v_UpdateType.

2) Get current security and fill variable v_SecurityParams.
3) Used & bit2oct(substr(oct2bit(px_PTMSI_SigDef), 16, 8)) instead of  bit2oct(v_RxdMsg.Authentication.GutiParams.MME_Code
4) Add parameters oldPtmsiSignature and nonce to template.
5) Remove function f_EUTRA_MappedContext_InitNAS.

Source of change
NAS_ NAS_TrackingArea_UG.ttcn

Before change:

    //@siclog "Step 9" siclog@

    f_EUTRA_SetCellPower ( eutra_CellA, tsc_ServingCellRS_EPRE );

    if (v_UpdateType != tsc_EpsUpdate_TaUpdate) { // TA Only;

      v_UpdateType := tsc_EpsUpdate_Combined_TaLaUpdate_ISRActivated;

    } else {

      v_UpdateType := tsc_EpsUpdate_TaLaUpdate_ISRActivated;

    }

    v_EpsUpdate_Result := v_UpdateType;

    v_SecurityParams.AuthParams := v_RxdMsg.Authentication.AuthPS;

    f_EUTRA_Security_Set (v_SecurityParams);

    v_CSinOtherRAT := v_RxdMsg.Authentication.CSinOtherRAT;

    v_GutiStringFromRAT := v_PLMN & bit2oct(v_RxdMsg.Authentication.GutiParams.MME_GroupId) & bit2oct(v_RxdMsg.Authentication.GutiParams.MME_Code) & bit2oct(v_RxdMsg.Authentication.GutiParams.M_TMSI);

    //@siclog "Step 10" siclog@

    //  The UE sends TRACKING AREA UPDATE REQUEST message

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                               v_RRC_TI,

                                               mo_Signalling,

                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                 cdr_TAU_Request_OldAddGutiTAI(v_UpdateType,

                                                                                               f_EUTRA_SecurityKSIasme_Get(),

                                                                                               v_AdditionalUpdateType,

                                                                                               cs_MobileIdentityGuti(omit, v_GutiStringFromRAT),

                                                                                               cr_TAI_Any ifpresent,

                                                                                               f_GutiParameters2MobileIdentity('50'O, v_Guti1_Params))));

    v_SecurityParams.NonceUE := oct2bit(v_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.nonce.nonceValue);

    //@siclog "Steps 11-12" siclog@

    //  The SS sends TRACKING AREA UPDATE ACCEPT including GUTI-1 (TIN set to RAT-related TMSI) and TAI-1

    //  The UE sends TRACKING AREA UPDATE COMPLETE message

    v_SecurityParams := f_EUTRA_MappedContext_InitNAS(v_SecurityParams, v_SecurityParams.AuthParams);
    v_SecurityParams.NAS_SecurityCap := f_EUTRA_FillNAS_SecurityCapability_TAU(v_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST);

    f_EUTRA_Security_Set(v_SecurityParams);

After change :

    //@siclog "Step 9" siclog@

    f_EUTRA_SetCellPower ( eutra_CellA, tsc_ServingCellRS_EPRE );

    if (v_UpdateType != tsc_EpsUpdate_TaUpdate) { // TA Only;

      v_EpsUpdate_Result := tsc_EpsUpdate_Combined_TaLaUpdate_ISRActivated; //Anritsu TTCN CR required
    } else {

      v_EpsUpdate_Result := tsc_EpsUpdate_TaLaUpdate_ISRActivated; //Anritsu TTCN CR required
    }

    v_SecurityParams :=  f_EUTRA_Security_Get(); //Anritsu TTCN CR required
    v_SecurityParams.AuthParams := v_RxdMsg.Authentication.AuthPS;

    f_EUTRA_Security_Set (v_SecurityParams);

    v_CSinOtherRAT := v_RxdMsg.Authentication.CSinOtherRAT;

    v_GutiStringFromRAT := v_PLMN & bit2oct(v_RxdMsg.Authentication.GutiParams.MME_GroupId) & bit2oct(substr(oct2bit(px_PTMSI_SigDef), 16, 8)) & bit2oct(v_RxdMsg.Authentication.GutiParams.M_TMSI);  //Anritsu TTCN CR required
    //@siclog "Step 10" siclog@

    //  The UE sends TRACKING AREA UPDATE REQUEST message

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(eutra_CellA,

                                               v_RRC_TI,

                                               mo_Signalling,

                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                 cdr_TAU_Request_OldAddGutiTAI(v_UpdateType,

                                                                                               f_EUTRA_SecurityKSIasme_Get(),

                                                                                               v_AdditionalUpdateType,

                                                                                               cs_MobileIdentityGuti(omit, v_GutiStringFromRAT),

                                                                                               cr_TAI_Any ifpresent,

                                                                                               f_GutiParameters2MobileIdentity('50'O, v_Guti1_Params))));

    v_SecurityParams.NonceUE := oct2bit(v_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.nonce.nonceValue);

    //@siclog "Steps 11-12" siclog@

    //  The SS sends TRACKING AREA UPDATE ACCEPT including GUTI-1 (TIN set to RAT-related TMSI) and TAI-1

    //  The UE sends TRACKING AREA UPDATE COMPLETE message

    //v_SecurityParams := f_EUTRA_MappedContext_InitNAS(v_SecurityParams, v_SecurityParams.AuthParams);   //Anritsu TTCN CR required
    v_SecurityParams.NAS_SecurityCap := f_EUTRA_FillNAS_SecurityCapability_TAU(v_NasInd.Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST);

    f_EUTRA_Security_Set(v_SecurityParams);

Before change :

      template NAS_UL_Message_Type cdr_TAU_Request_OldAddGutiTAI(EPS_UpdateTypeValue p_EpsUpdate_TypeValue,

                                                                    NAS_KsiValue p_KsiValue,

                                                                    template AdditionalUpdateType p_AdditionalUpdateType,

                                                                    template (present) MobileIdentity p_OldGuti,

                                                                    template TrackingAreaId p_TAI,

                                                                    template (present) MobileIdentity p_AdditionalGuti)

    modifies cr_508_TAU_Request :=

  { /* @status    APPROVED */

    tRACKING_AREA_UPDATE_REQUEST := {

      asmeNasKeySetId            := cr_NAS_KeySetIdentifier (p_KsiValue, tsc_NasKsi_NativeSecurityContext),

      oldGuti                    := p_OldGuti,

      additionalGuti             := p_AdditionalGuti,

      lastVisitedRegisteredTai   := p_TAI

After change :

  template NAS_UL_Message_Type cdr_TAU_Request_OldAddGutiTAI(EPS_UpdateTypeValue p_EpsUpdate_TypeValue,

                                                                    NAS_KsiValue p_KsiValue,

                                                                    template AdditionalUpdateType p_AdditionalUpdateType,

                                                                    template (present) MobileIdentity p_OldGuti,

                                                                    template TrackingAreaId p_TAI,

                                                                    template (present) MobileIdentity p_AdditionalGuti)

    modifies cr_508_TAU_Request :=

  { /* @status    APPROVED */

    tRACKING_AREA_UPDATE_REQUEST := {

      asmeNasKeySetId            := cr_NAS_KeySetIdentifier (p_KsiValue, tsc_NasKsi_NativeSecurityContext),

      oldGuti                    := p_OldGuti,

      additionalGuti             := p_AdditionalGuti,

      lastVisitedRegisteredTai   := p_TAI,

      oldPtmsiSignature          := cr_PTMSI_SignatureAny, //Anritsu TTCN CR required

      nonce                      := cr_NonceUE_Any //Anritsu TTCN CR required

Change 3

Testcase name
9.2.3.1.6

Reason for change
According to specification 23.003 chap 2.8.2.2 M_TMSI is not correctly mapped from PTMSI.

Summary of change
Use v_GUTI.MME_Code instead of substr (oct2bit(px_PTMSI_SigDef), 16, 8).

Source of change
NAS_ NAS_TrackingArea_UG_UTRAN.ttcn

Before change:

    //@siclog "Step 9" siclog@

    f_UTRAN_SetCellPower (utran_Cell5, tsc_AttenuationNonSuitableCell);

    v_GUTI.MME_GroupId := oct2bit(v_LAC1);

    v_GUTI.MME_Code := oct2bit(v_RAC1);

    v_GUTI.M_TMSI := '11'B & substr (oct2bit(v_PTMSI1), 2, 6) & substr (oct2bit(px_PTMSI_SigDef), 16, 8) & substr (oct2bit(v_PTMSI1), 16, 16);

    f_UTRAN_SendAuthCoOrdParameters (EUTRA, v_GUTI);//Send latest Auth params to EUTRA component

After change :

    //@siclog "Step 9" siclog@

    f_UTRAN_SetCellPower (utran_Cell5, tsc_AttenuationNonSuitableCell);

    v_GUTI.MME_GroupId := oct2bit(v_LAC1);

    v_GUTI.MME_Code := oct2bit(v_RAC1);

    v_GUTI.M_TMSI := '11'B & substr (oct2bit(v_PTMSI1), 2, 6) & v_GUTI.MME_Code & substr (oct2bit(v_PTMSI1), 16, 16);   //Anritsu TTCN CR required

    f_UTRAN_SendAuthCoOrdParameters (EUTRA, v_GUTI);//Send latest Auth params to EUTRA component

Change 4

Testcase name
9.2.3.1.6

Reason for change
At step 15A the UE sends RRC Connection Request in response to the Paging on Cell5. After this the Cell 5 is set to Non suitable cell.

· According to specification 25.133 chap 4.2.2.5a - UE starts measure inter_RAT EUTRA cells every Kcarrier * Tmeasure,EUTRA what in our case is more than 20 seconds. It is possible that UE will not measure eutra cells for 20sec and UE will not perform cell reselection immediately when utran cell5 is set to nonsuitable .

· UEs have some protection timer to declare that UE is out of service. It can happen that if timer T300 expired UE could be able resend RRC connection request even if utran cell5 is set to non suitable.

This can be resolved by sending the RRC Connection Reject to the UE 

According to specification 25.331 chap 8.1.3.9 and 8.5.2:
8.1.3.9:
if the IE "wait time" = '0' - enter idle mode,  perform the actions specified in subclause 8.5.2 when entering idle mode from connected mode, consider the RRC establishment procedure to be unsuccessful
8.5.2:
When leaving connected mode the UE shall - perform cell selection.

With mentioned implementation UE will not resend RRC connection request message but enter do idle mode and start cell selection procedure.

A prose CR will be raised at next RAN5#54 meeting

Summary of change
Add new step 15B and implement RRC connection reject. Define 2 new templates cs_RRCConnReject and cas_DL_CCCH_Data_Req.  Add 3 new variables which are used in RRC connection reject message.
Add function to get current UTRAN security parameters in step 15B and use parameter dl_IntegrityCheckInfo in RRC connection reject message.
Read UE identity from RRC connection request and use it in RRC connection reject.

Source of change
NAS_TrackigArea_UG_UTRAN.ttcn

Before change:

    var octetstring v_LAC1, v_RAC1, v_RAC2;

    var CoOrd_GUTIParam_Type v_GUTI;

.

.

.

.

 //@siclog "Step 15A" siclog@

    U_TM.receive(car_RRC_ConnReq(utran_Cell5,

                                      tsc_RB0,

                                      cr_108_RRC_ConnReq_r8(?))); 

    f_UTRAN_PreliminaryPass (__FILE__, __LINE__, "Step 15A"); 

After change :

      var octetstring v_LAC1, v_RAC1, v_RAC2;

    var CoOrd_GUTIParam_Type v_GUTI;

    var RLC_TR_DATA_IND v_RLC_TR_DATA_IND; //Anritsu TTCN CR required

    var UTRAN_SecurityInfo_Type v_SecurityInfo; //Anritsu TTCN CR required

    var InitialUE_Identity v_InitialUE_Id; //Anritsu TTCN CR required
.

.

.

.

  //@siclog "Step 15A" siclog@

    U_TM.receive(car_RRC_ConnReq(utran_Cell5,

                                      tsc_RB0,

                                      cr_108_RRC_ConnReq_r8(?))) -> value v_RLC_TR_DATA_IND; 

    v_InitialUE_Id := v_RLC_TR_DATA_IND.tM_message.uL_CCCH_Message.message_.rrcConnectionRequest.initialUE_Identity;                              

    f_UTRAN_PreliminaryPass (__FILE__, __LINE__, "Step 15A");

    //step 15B 

    //Anritsu TTCN CR required

    v_SecurityInfo := f_UTRAN_Security_Get ();

    U_UM.send(cas_DL_CCCH_Data_Req (utran_Cell5,

                                    tsc_RB0,

                                    cs_RRCConnReject(v_SecurityInfo.dl_IntegrityCheckInfo,

                                                    v_InitialUE_Id,

                                                    0)));      

After change :

  template (value) RLC_UM_DATA_REQ cas_DL_CCCH_Data_Req ( UTRAN_CellId_Type                p_CellId,

                                                                                                                integer                          p_RB,

                                                                                                                template (value) DL_CCCH_Message p_DL_CCCH_Message ) :=

  { /* @status    APPROVED */

    cellId      := enum2int(p_CellId),

    routingInfo := {rB_Identity := p_RB},

    uM_message  := {

      dL_CCCH_Message := p_DL_CCCH_Message

    },

    specialLI := true

  };

After change :

  template (value) DL_CCCH_Message cs_RRCConnReject ( IntegrityCheckInfo        p_Integrityinfo,            

                                                                                                  InitialUE_Identity        p_InitialUE_Identity,       

                                                                                                  integer                   p_WaitTime := 10,           

                                                                                                  RRC_TransactionIdentifier p_RRC_TI := tsc_RRC_TI ) := 

  { /* @status    APPROVED */                                                                               

    integrityCheckInfo := p_Integrityinfo,                                                                  

    message_ := {                                                                                           

      rrcConnectionReject := {                                                                              

        r3 := {                                                                                             

          rrcConnectionReject_r3 := {                                                                       

            initialUE_Identity        := p_InitialUE_Identity,                                              

            rrc_TransactionIdentifier := p_RRC_TI,                                                          

            rejectionCause            := unspecified,                                                       

            waitTime                  := p_WaitTime,                                                        

            redirectionInfo           := omit                                                               

          }                                                                                                 

        }                                                                                                   

      }                                                                                                     

    }                                                                                                       

  };                                                                                                           

Change 5

Testcase name
9.2.3.1.6

Reason for change
1) According to TTCN detach procedure is expected in cell 5 but UE is connected in cell 7.

2) Function f_UTRAN_ReleaseCell is not needed at the end of TC. Function was executed in function f_UTRAN_Postamble.

Summary of change
1) Used utran_cell7 instead of utran_cell5

2) Remove function f_UTRAN_ReleaseCell.

Source of change
NAS_TrackigArea_UG_UTRAN.ttcn

Before change:

    f_SendIRATCoOrd (EUTRA, cms_IRAT_Trigger);

    f_UTRAN_TestBody_Set( false );

    // Test case finished, so take cell down

    f_UTRAN_Postamble ( utran_Cell5, U2_CONNECTED); // @sic R5-115769 sic@

    f_UTRAN_ReleaseCell ( utran_Cell7, f_UTRAN_CellInfo_GetConfigType(utran_Cell7 )); // @sic R5s110176 sic@

After change :

    f_SendIRATCoOrd (EUTRA, cms_IRAT_Trigger);

    f_UTRAN_TestBody_Set( false );

    // Test case finished, so take cell down

    f_UTRAN_Postamble ( utran_Cell7, U2_CONNECTED); //Anritsu TTCN CR required // @sic R5-115769 sic@

    //f_UTRAN_ReleaseCell ( utran_Cell7, f_UTRAN_CellInfo_GetConfigType(utran_Cell7 )); //Anritsu TTCN CR required // @sic R5s110176 sic@

.

Execution Log Files

Qualcomm UE

The Qualcomm MDM9200 UE passed this test case on the Anritsu ME7832L LTE system with NAS and AS Snow 3G integrity and ciphering algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

Nvidia Icera UE

The Nvidia Icera 410 UE passed this test case on the Anritsu ME7832L LTE system with NAS and AS Snow 3G integrity and ciphering algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file :

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file

References

[1]
R5s110792 This archive comprises text format execution log file.
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