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9.2.1.1.23
Attach / Abnormal case / Repeated rejects for network failures

9.2.1.1.23.1
Test Purpose (TP)

(1)

with { UE having valid GUTI, has sent an ATTACH REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to #17 or #22 and attach attempt counter is less than 5}

    then { UE starts timer T3411 and shall not deleate stored GUTI }

    when { Timer T3411 expires}

    then { UE restarts attach procedure }

}

(2)

with { UE having valid GUTI, has sent an ATTACH REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to #22 and attempt counter is set to 5}

    then { the UE stops attach attempts and starts timer T3402, shall delete stored GUTI }

}

NOTE: Only representative coverage for various abnormal reject causes is provided.

9.2.1.1.23.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.1.2.5, 5.5.1.2.6, 9.9.3.9 & 10.2

[TS 24.301, clause 5.5.1.2.5]

If the attach request cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate EMM cause value. If the attach procedure fails due to a default EPS bearer setup failure, an ESM procedure failure, or operator determined barring is applied on default EPS bearer context activation during attach procedure, the MME shall combine the ATTACH REJECT message with a PDN CONNECTIVITY REJECT message contained in the ESM message container information element. In this case the EMM cause value in the ATTACH REJECT message shall be set to #19 "ESM failure".

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the EMM cause value received.

...

Other values are considered as abnormal cases. The behaviour of the UE in those cases is specified in subclause 5.5.1.2.6.

[TS 24.301, clause 5.5.1.2.6]

The following abnormal cases can be identified:

…

d)
ATTACH REJECT, other EMM cause values than those treated in subclause 5.5.1.2.5


Upon reception of the EMM cause #19, "ESM failure", the UE may set the attach attempt counter to 5. Upon reception of the EMM causes #95, #96, #97, #99 and #111 the UE should set the attach attempt counter to 5.


The UE shall proceed as described below.

…

For the cases b, c, and d the UE shall proceed as follows:

-
Timer T3410 shall be stopped if still running. The attach attempt counter shall be incremented, unless it was already set to 5.

If the attach attempt counter is less than 5:

· timer T3411 is started and the state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH. When timer T3411 expires the attach procedure shall be restarted.

If the attach attempt counter is equal to 5:

-
the UE shall delete any GUTI, TAI list, last visited registered TAI, list of equivalent PLMNs and KSI, shall set the update status to EU2 NOT UPDATED, and shall start timer T3402. The state is changed to EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH or optionally to EMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [6].


If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the abnormal case when a normal attach procedure fails and the attach attempt counter is equal to 5.

[TS 24.301, clause 9.9.3.9]

Table 9.9.3.9.1: EMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	...

	0
	0
	0
	1
	0
	0
	0
	1
	
	Network failure

	0
	0
	0
	1
	0
	0
	1
	0
	
	CS domain not available

	0
	0
	0
	1
	0
	0
	1
	1
	
	ESM failure

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	
	
	
	
	
	
	
	
	
	...

	Any other value received by the mobile station shall be treated as 0110 1111, "protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".


[TS 24.301, clause 10.2]

Table 10.2.1: EPS mobility management timers – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3402
	Default 12 min.

NOTE 1
	EMM-DEREGISTERED

EMM-REGISTERED
	At attach failure and the attempt counter is equal to 5.

At tracking area updating failure and the attempt counter is equal to 5.
	ATTACH REQUEST sent

TRACKING AREA UPDATE REQUEST sent
	Initiation of the attach procedure or TAU procedure

	…
	
	
	
	
	

	T3410
	15s
	EMM-REGISTERED-INITIATED
	ATTACH REQUEST sent
	ATTACH ACCEPT received

ATTACH REJECT received
	Start T3411 or T3402 as described in subclause 5.5.1.2.6

	T3411
	10s
	EMM-DEREGISTERED. ATTEMPTING-TO-ATTACH

EMM-REGISTERED. ATTEMPTING-TO-UPDATE
	At attach failure due to lower layer failure, T3410 timeout or attach rejected with other EMM cause values than those treated in subclause 5.5.1.2.5.

At tracking area updating failure due to lower layer failure, T3430 timeout or TAU rejected with other EMM cause values than those treated in subclause 5.5.3.2.5.
	ATTACH REQUEST sent

TRACKING AREA UPDATE REQUEST sent
	Retransmission of the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST

	…
	
	
	
	
	

	Note 1:
The default value of this timer is used if the network does not indicate another value in an EMM signalling procedure.


9.2.1.1.23.3
Test description

9.2.1.1.23.3.1
Pre-test conditions

System Simulator:

-
cell A.

Note:
T3402 is set to default (12 min.).

UE:

-
the UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell A using default message contents according to TS 36.508 [18].

Preamble:

-
the UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.2.1.1.23.3.2
Test procedure sequence

Table 9.2.1.1.23.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message. (Attach attempt counter = 1)
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an ATTACH REJECT message, EMM cause = Network failure (#17)
	<--
	ATTACH REJECT
	-
	-

	4
	The SS releases the RRC connection.
	-
	-
	-
	-

	5
	The SS waits 10 seconds (T3411).
	-
	-
	-
	-

	6
	Check: Does the UE transmit an ATTACH REQUEST message? (Attach attempt counter = 2)
	-->
	ATTACH REQUEST
	1
	P

	7
	The SS transmits an ATTACH REJECT message, EMM cause = Network failure (#17)
	<--
	ATTACH REJECT
	-
	-

	8
	The SS releases the RRC connection.
	-
	-
	-
	-

	9
	The SS waits 10 seconds (T3411).
	-
	-
	-
	-

	10
	Check: Does the UE transmit an ATTACH REQUEST message? (Attach attempt counter = 3)
	-->
	ATTACH REQUEST
	1
	P

	11
	The SS transmits an ATTACH REJECT message, EMM cause = Congestion (#22)
	<--
	ATTACH REJECT
	-
	-

	12
	The SS releases the RRC connection.
	-
	-
	-
	-

	13
	The SS waits 10 seconds (T3411).
	-
	-
	-
	-

	14
	Check: Does the UE transmit an ATTACH REQUEST message? (Attach attempt counter = 4)
	-->
	ATTACH REQUEST
	-
	-

	15
	The SS transmits an ATTACH REJECT message, EMM cause = Congestion (#22)
	<--
	ATTACH REJECT
	1
	-

	16
	The SS releases the RRC connection.
	-
	-
	-
	-

	17
	The SS waits 10 seconds (T3411).
	-
	-
	-
	-

	18
	The UE transmits an ATTACH REQUEST message. (Attach attempt counter = 5)
	-->
	ATTACH REQUEST
	1
	P

	19
	The SS transmits an ATTACH REJECT message, EMM cause = Congestion (#22)
	<--
	ATTACH REJECT
	-
	-

	20
	The SS releases the RRC connection.
	-
	-
	-
	-

	21
	The SS waits 12 minutes (default value of T3402).
	-
	-
	-
	-

	22
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	2
	P

	23-34
	The attach procedure is completed by executing steps 5 to 16 of the UE registration procedure in TS 36.508 sub clause 4.5.2.3.
	-
	-
	-
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA connected (E2) according to TS 36.508.
	-
	-
	-
	-


9.2.1.1.23.3.3
Specific message contents

Table 9.2.1.1.23.3.3-1: Message ATTACH REQUEST (step 2, 6, 10 &14 Table 9.2.1.1.23.2-1)

	Derivation path: TS 36.508 table 4.7.2.-4

	Information Element
	Value/Remark
	Comment
	Condition

	NAS key set identifier
	Any allowed value other than '111'B
	"Stored key is available"
	

	Old GUTI or IMSI
	GUTI-1
	As stored in USIM
	

	Last visited registered TAI
	TAI-1
	Stored TAI.
	


Table 9.2.1.1.23.3.3-2: Message ATTACH REJECT (steps 3 & 7 Table 9.2.1.1.23.3.2-1)

	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	" Plain NAS message, not security protected "
	

	EMM cause
	00010001
	#17 " Network failure "
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.23.3.3-3: Message ATTACH REJECT (steps 11, 15 & 19 Table 9.2.1.1.23.3.2-1)

	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	" Plain NAS message, not security protected "
	

	EMM cause
	00010110
	#22 "Congestion "
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.23.3.3-4: Message ATTACH REQUEST (step 22, Table 9.2.1.1.23.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2.4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	111
	"No key is available"
	

	Old GUTI or IMSI
	IMSI-1
	GUTI has been deleted; only IMSI is available.
	

	Last visited registered TAI
	Not present
	TAI has been deleted.
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