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9.3.1.4
Service request / Rejected / IMSI invalid

9.3.1.4.1
Test Purpose (TP)

(1)

with { UE having sent a SERVICE REQUEST message }

ensure that {
  when { UE receives a SERVICE REJECT message with the EMM cause set to 'Illegal UE' }

    then { UE sets the EPS update status to EU3 ROAMING NOT ALLOWED, deletes any GUTI, last visited registered TAI, TAI list and KSI, considers the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed, enters the state EMM-DEREGISTERED }

            }

(2)
with { UE having sent a SERVICE REQUEST message }

ensure that {
  when { UE receives a SERVICE REJECT message with the EMM cause set to 'Illegal UE' }

    then { UE handles the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and the MM parameters update status, TMSI, LAI and ciphering key sequence number }
            }

9.3.1.4.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.6.1.5 and TS 24.008, clause 4.7.13.4.

[TS 24.301, clause 5.6.1.5]

If the service request cannot be accepted, the network shall return a SERVICE REJECT message to the UE including an appropriate EMM cause value. When the EMM cause value is #39 "CS domain temporarily not available", the MME shall include a value for timer T3442 in the SERVICE REJECT message.

On receipt of the SERVICE REJECT message, the UE shall stop timer T3417 and take the following actions depending on the received EMM cause value.
#3

(Illegal UE); or

...

The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI, TAI list and eKSI. The UE shall consider the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed. The UE shall enter the state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and the MM parameters update status, TMSI, LAI and ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the service request procedure is rejected with the GMM cause with the same value. The USIM shall be considered as invalid also for non-EPS services until switching off or the UICC containing the USIM is removed.

NOTE 1:
The possibility to configure a UE so that the radio transceiver for a specific radio access technology is not active, although it is implemented in the UE, is out of scope of the present specification.

[TS 24.008, clause 4.7.13.4]

If the Service request cannot be accepted, the network returns a SERVICE REJECT message to the mobile station. An MS that receives a SERVICE REJECT message stops timer T3317. The MS shall then take different actions depending on the received reject cause value:

# 3


(Illegal MS); or

...

-
The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to subclause 4.1.3.2) and enter the state GMM-DEREGISTERED. Furthermore, it shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and shall consider the SIM/USIM as invalid for GPRS services until switching off or the SIM/USIM is removed.

-
A GPRS MS operating in MS operation mode A shall in addition set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. If the MS is operating in MS operation mode A and an RR connection exists, the MS shall abort the RR connection, unless an emergency call is ongoing. The SIM/USIM shall be considered as invalid also for non-GPRS services until switching off or the SIM/USIM is removed.


If S1 mode is supported in the MS, the MS shall handle the EMM parameters EMM state, EPS update status, GUTI, last visited registered TAI, TAI list and KSI as specified in 3GPP TS 24.301 [120] for the case when the service request procedure is rejected with the EMM cause with the same value.

9.3.1.4.3
Test description

9.3.1.4.3.1
Pre-test conditions

System Simulator:

-
cell A and cell B;
-
if pc_UTRAN, cell 5 (belongs to LAI-1 and RAI-1, home PLMN); system information combination 9 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells;
-
if pc_GERAN and NOT pc_UTRAN, cell 24  (belongs to LAI-1 and RAI-1, home PLMN); system information combination  12 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells

-
cell A is "Serving cell" and cell B, cell 5 and cell 24 are "non-Suitable cell".

UE:

-
if pc_UTRAN (respectively if pc_GERAN and NOT pc_UTRAN), the UE is previously registered on UTRAN (respectively GERAN), and when on UTRAN (respectively GERAN), the UE is last registered on cell 5 (respectively cell 24) using default message contents according to TS 36.508 [18].

Preamble:

-
the UE is in state Registered, Idle mode (state 2) on cell A according to TS 36.508 [18].

9.3.1.4.3.2
Test procedure sequence

Table 9.3.1.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS pages the UE using S-TMSI with CN domain indicator set to "PS".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE transmits a SERVICE REQUEST message.
	-->
	SERVICE REQUEST
	-
	-

	3
	The SS transmits a SERVICE REJECT message with the EMM cause set to 'Illegal UE'.
	<--
	SERVICE REJECT
	-
	-

	4
	The SS releases the RRC connection.
	-
	-
	-
	-

	5
	Set the cell type of Cell A to the "non-Suitable cell". Set the cell type of Cell B to the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	6
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	-
	EXCEPTION: Steps 6Aa1 to 6Ba1 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	-
	-
	-
	-

	6Aa1
	IF pc_UTRAN or pc_GERAN THEN the SS sets the cell type of Cell B to the "non-Suitable cell" and sets the cell type of Cell 5 or Cell 24 to the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell 5 or Cell 24 unless explicitly stated otherwise.
	-
	-
	-
	-

	6Aa2
	Void
	-
	-
	-
	-

	6Aa3
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	2
	F

	6Aa4
	If possible (see ICS) switch off is performed or the USIM is removed, otherwise the power is removed.
	-
	-
	-
	-

	6Aa5
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	6Aa6
	Check: Does the UE transmit an ATTACH REQUEST message?
	-->
	ATTACH REQUEST
	2
	P

	6Ba1
	If not (pc_UTRAN or pc_GERAN) then (if possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed (Note 2)).
	-
	-
	-
	-

	7-11
	Void
	
	
	
	

	
	

	
	
	
	

	11A
	Set the cell type of the Cell B to the "non-Suitable cell". Set the cell type of Cell A to the "Serving cell". Set the cell type of Cell 5 or Cell 24 to the "Cell Off”.
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	
	EXCEPTION: Steps 12a1 describe behaviour that depends on the UE capability; the "lower case letter" identifies a step sequence that take place if a capability is supported
	
	
	
	

	12
	Void
	-
	-
	-
	-

	12a1
	If not (pc_UTRAN or pc_GERAN), the UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	13
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	14-30
	Void
	-
	-
	-
	-

	31a1-31a9
	Void
	-
	-
	-
	-

	32-43
	The attach procedure is completed by executing steps 5 to 16 of the UE registration procedure in TS 36.508 sub clause 4.5.2.3.
	-
	-
	-
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA connected (E2) according to TS 36.508.
	-
	-
	-
	-

	Note 1:
Void.
Note 2:
Switching off, USIM removal, or power removal shall be done before T3310 and T3311 expire (30 seconds) so that the UE does not retransmit ATTACH REQUEST message.


9.3.1.4.3.3
Specific message contents
Table 9.3.1.4.3.3-1: SERVICE REJECT (step 3, Table 9.3.1.4.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-22

	Information Element
	Value/remark
	Comment
	Condition

	EMM cause
	'0000 0011'B
	Illegal UE
	


Table 9.3.1.4.3.3-2: ATTACH REQUEST (step 13, Table 9.3.1.4.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	
	
	

	  NAS key set identifier
	'111'B
	no key is available
	

	  TSC
	Any allowed value
	TSC does not apply for NAS key set identifier value "111".
	

	Old GUTI or IMSI
	IMSI of the UE
	
	

	Last visited registered TAI
	Not present
	
	

	Old location area identification
	Not present
	
	

	TMSI status
	Not present
	
	

	
	'0'B
	no valid TMSI available
	 pc_CS_fallback OR pc_SMS_SGs_MT OR pc_SMS_SGs_MO


Table 9.3.1.4.3.3-3: ATTACH REQUEST (step 6Aa6, Table 9.3.1.4.3.2-1)

	Derivation Path: TS 24.008 , Table 9.4.1

	Information Element
	Value/remark
	Comment
	Condition

	MS network capability
	Any allowed value
	
	

	Attach type
	Any allowed value
	
	

	GPRS ciphering key sequence number
	'111'B
	No key is available (MS to network)
	

	DRX parameter
	Any allowed value
	
	

	P-TMSI or IMSI
	IMSI of the UE
	
	

	Old routing area identification
	All bits of octets 5 and 6 are set to 1, except bit 1 of octet 6 which is set to 0.

Other bits are not checked.
	
	

	MS Radio Access capability
	Any allowed value
	
	

	Old P-TMSI signature
	Not present
	
	

	Requested READY timer
value
	Not present or any allowed value
	
	

	TMSI status
	Not present
	
	

	
	'0'B
	no valid TMSI available
	pc_CS_fallback OR pc_SMS_SGs_MT OR pc_SMS_SGs_MO

	PS LCS Capability
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	UE network capability
	Not present or any allowed value
	
	

	Additional mobile identity
	Not present
	
	

	Additional old routing area identification
	Not present
	
	


9.3.1.5
Service request / Rejected / Illegal ME

9.3.1.5.1
Test Purpose (TP)

(1)

with { UE having sent a SERVICE REQUEST message }

ensure that {
  when { UE receives a SERVICE REJECT message with the EMM cause set to 'Illegal ME' }

    then { UE sets the EPS update status to EU3 ROAMING NOT ALLOWED, deletes any GUTI, last visited registered TAI, TAI list and KSI, considers the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed, enters the state EMM-DEREGISTERED }

            }

(2)
with { UE supporting A/Gb mode or Iu mode and having sent a SERVICE REQUEST message }

ensure that {
  when { UE receives a SERVICE REJECT message with the EMM cause set to 'Illegal ME' }

    then { UE sets the GPRS update status to GU3 ROAMING NOT ALLOWED, deletes any P-TMSI, P-TMSI signature, TMSI, LAI, RAI and GPRS ciphering key sequence number and considers the SIM/USIM as invalid for GPRS services until switching off or the SIM/USIM is removed }
            }

9.3.1.5.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.6.1.5 and TS 24.008, clause 4.7.13.4.
[TS 24.301, clause 5.6.1.5]

On receipt of the SERVICE REJECT message, the UE shall stop timer T3417 and take the following actions depending on the received EMM cause value.
...

#6

(Illegal ME);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI, TAI list and KSI. The UE shall consider the USIM as invalid for EPS services until switching off or the UICC containing the USIM is removed. The UE shall enter the state EMM-DEREGISTERED.


If A/Gb mode or Iu mode is supported by the UE, the UE shall handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and the MM parameters update status, TMSI, LAI and ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the service request procedure is rejected with the GMM cause with the same value. The USIM shall be considered as invalid also for non-EPS services until switching off or the UICC containing the USIM is removed.

NOTE 1:
The possibility to configure a UE so that the radio transceiver for a specific radio access technology is not active, although it is implemented in the UE, is out of scope of the present specification.

[TS 24.008, clause 4.7.13.4]

If the Service request cannot be accepted, the network returns a SERVICE REJECT message to the mobile station. An MS that receives a SERVICE REJECT message stops timer T3317. The MS shall then take different actions depending on the received reject cause value:

...

# 6


(Illegal ME);

-
The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to subclause 4.1.3.2) and enter the state GMM-DEREGISTERED. Furthermore, it shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and shall consider the SIM/USIM as invalid for GPRS services until switching off or the SIM/USIM is removed.

-
A GPRS MS operating in MS operation mode A shall in addition set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. If the MS is operating in MS operation mode A and an RR connection exists, the MS shall abort the RR connection, unless an emergency call is ongoing. The SIM/USIM shall be considered as invalid also for non-GPRS services until switching off or the SIM/USIM is removed.

9.3.1.5.3
Test description
The test description is identical to the one of subclause 9.3.1.4 except that the reject cause #3 “Illegal UE” is replaced with reject cause #6 “Illegal ME”
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