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Change 1

Testcase name
9.2.1.1.19

Reason for change
Receiving information about radio bearer establishment and not receiving the Bearer Establishment Request on NAS ESM level is an unspecified scenario.

There is no clear statement in specification what UE action should take place when this mismatch is detected.

Summary of change
Moving  RRC Connection Reconfiguration from step 3 to step 13.

Sending attach accept message at step 3, 9 and 11 in DL information transfer message on SRB1.

Sending and receiving messages from step 4 up to 12 on SRB1.

Source of change
NAS_Attach_EOnly.ttcn

Before:

function fl_TC_9_2_1_1_19_Body() runs on EUTRA_PTC

    ……………………

    …………………...

        //@siclog "Step 3" siclog@

    v_AttachAccept := cs_NAS_RequestWithPiggybacking(tsc_SHT_NoSecurityProtection,

                                                     cs_508_ATTACH_ACCEPT(v_AttachType,

                                                                          cs_TrackingAreaIdListDef_lv,

                                                                          f_GutiParameters2MobileIdentity( tsc_IEI_Guti, v_Guti2_Params),

                                                                          v_LAI,

                                                                          v_MSId,

                                                                          omit,

                                                                          f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType)),

                                                     cs_508_ActivateDefEpsBearerContextRequest(tsc_EpsDefaultBearerId,

                                                                                               v_EPS_TI,

                                                                                               v_APN,

                                                                                               v_PDN_Address,

                                                                                               omit,

                                                                                               omit,

                                                                                               f_GetDefPCOforPCSCFAddress (v_Pco)));

    f_EUTRA_RRCConnectionReconfigurationWithPiggyNAS(eutra_CellA,

                                                     tsc_RRC_TI_Def,

                                                     v_AttachAccept);
    //  Check: Does the UE transmit an ATTACH COMPLETE message within the next 1s? (F)

    //@siclog "Step 4" siclog@

    t_Wait1s.start;

    alt {

      []SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                        cr_NAS_IndicationWithPiggybacking(?,

                                                                          cr_508_ATTACH_COMPLETE,

                                                                          ?)))

        {

          f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 4");

        }

      []  t_Wait1s.timeout {}

    }

    //@siclog "Step 5 - 6" siclog@

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA,

                                                   tsc_SRB2,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   v_PLMN);

    //@siclog "Step 7 - 8" siclog@

    // NAS Security Mode Command / NAS Security Mode Complete

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(eutra_CellA, v_SecurityParams, tsc_SRB2);

    f_EUTRA_Security_Set ( v_SecurityParams );//Saving security parameters

    // The SS transmits an ATTACH ACCEPT without integrity protection.

    //@siclog "Step 9" siclog@

    SRB.send  ( cas_SRB2_NasPdu_REQ ( eutra_CellA,

                                      cs_TimingInfo_Now,

                                      v_AttachAccept ));

    //  Check: Does the UE transmit an ATTACH COMPLETE message within the next 1s? (F)

    //@siclog "Step 10" siclog@

    t_Wait1s.start;

    alt {

      []SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                        cr_NAS_IndicationWithPiggybacking(?,

                                                                          cr_508_ATTACH_COMPLETE,

                                                                          ?)))

        {

          f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 10");

        }

      []t_Wait1s.timeout{}

    }

    //  The SS transmits an ATTACH ACCEPT with integrity protection

    // with the Message authentication code set to an incorrect value.

    // Use GUTI-3 different from GUTI-2

    //@siclog "Step 11" siclog@

    v_GutiParams.M_TMSI := oct2bit('33345678'O); // different from previous value, default is oct2bit('12345678'O)

    v_Guti := f_GutiParameters2MobileIdentity( tsc_IEI_Guti, v_GutiParams);

    v_AttachAccept := cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,

                                                     cs_508_ATTACH_ACCEPT(v_AttachType,

                                                                          cs_TrackingAreaIdListDef_lv,

                                                                          v_Guti,

                                                                          v_LAI,

                                                                          v_MSId,

                                                                          omit,

                                                                          f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType)),

                                                     cs_508_ActivateDefEpsBearerContextRequest(tsc_EpsDefaultBearerId,

                                                                                               v_EPS_TI,

                                                                                               v_APN, // R5-110708

                                                                                               v_PDN_Address,

                                                                                               omit,

                                                                                               omit,

                                                                                               f_GetDefPCOforPCSCFAddress (v_Pco))); // @sic R5-104703 sic@

    v_AttachAccept.SecurityProtection.ForceMacError := true; // force an integrity MAC error

    SRB.send  ( cas_SRB2_NasPdu_REQ ( eutra_CellA,

                                      cs_TimingInfo_Now,

                                      v_AttachAccept ));

    //  Check: Does the UE transmit an ATTACH COMPLETE message within the next 1s? (F)

    //@siclog "Step 12" siclog@

    t_Wait1s.start;

    alt {

      []SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                        cr_NAS_IndicationWithPiggybacking(?,

                                                                          cr_508_ATTACH_COMPLETE,

                                                                          ?)))

        {

          f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 12");

        }

      []  t_Wait1s.timeout {}

    }

    // The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST.

    // Note: The ATTACH ACCEPT message is sent as a security protected NAS message

    // Use GUTI-4 different from GUTI-3

    v_GutiParams.M_TMSI := oct2bit('44445678'O); // default is oct2bit('12345678'O)

    // Set global GUTI to be used by other sub-functions

    //@siclog "Step 13" siclog@

    f_EUTRA_CellInfo_SetGuti(eutra_CellA, v_GutiParams);

    v_Guti := f_GutiParameters2MobileIdentity( tsc_IEI_Guti, v_GutiParams);

    v_AttachAccept := cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,

                                                     cs_508_ATTACH_ACCEPT(v_AttachType,

                                                                          cs_TrackingAreaIdListDef_lv,

                                                                          v_Guti,

                                                                          v_LAI,

                                                                          v_MSId,

                                                                          omit,

                                                                          f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType)),

                                                     cs_508_ActivateDefEpsBearerContextRequest(tsc_EpsDefaultBearerId,

                                                                                               v_EPS_TI,

                                                                                               v_APN, // R5-110708

                                                                                               v_PDN_Address,

                                                                                               omit,

                                                                                               omit,

                                                                                               f_GetDefPCOforPCSCFAddress (v_Pco))); // @sic R5-104703 sic@

    SRB.send  ( cas_SRB2_NasPdu_REQ ( eutra_CellA,

                                      cs_TimingInfo_Now,

                                      v_AttachAccept ));
    //@siclog "Step 14" siclog@

    f_EUTRA_NAS_AttachComplete(eutra_CellA, tsc_EpsDefaultBearerId);

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Step 14");

    //@siclog "Step 15" siclog@

    f_EUTRA_RRC_ConnectionRelease(eutra_CellA, tsc_RRC_TI_Def, other);

    //  Check : Does the test results of CALL generic procedure TS 36.508 indicate that the UE is in EUTRA EMM-REGISTERED state?

    //@siclog "Step 16" siclog@

    f_EUTRA_508Check_IdleState(eutra_CellA);

  } // function fl_tc_9_2_1_1_19_Body

After:

      function fl_TC_9_2_1_1_19_Body() runs on EUTRA_PTC

    ……………………

    …………………...

        //@siclog "Step 3" siclog@

    v_AttachAccept := cs_NAS_RequestWithPiggybacking(tsc_SHT_NoSecurityProtection,

                                                     cs_508_ATTACH_ACCEPT(v_AttachType,

                                                                          cs_TrackingAreaIdListDef_lv,

                                                                          f_GutiParameters2MobileIdentity( tsc_IEI_Guti, v_Guti2_Params),

                                                                          v_LAI,

                                                                          v_MSId,

                                                                          omit,

                                                                          f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType)),

                                                     cs_508_ActivateDefEpsBearerContextRequest(tsc_EpsDefaultBearerId,

                                                                                               v_EPS_TI,

                                                                                               v_APN,

                                                                                               v_PDN_Address,

                                                                                               omit,

                                                                                               omit,

                                                                                               f_GetDefPCOforPCSCFAddress (v_Pco)));

    //Remove 

   /* f_EUTRA_RRCConnectionReconfigurationWithPiggyNAS(eutra_CellA,

                                                     tsc_RRC_TI_Def,

                                                     v_AttachAccept);*/
   //Add

   SRB.send  ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                      cs_TimingInfo_Now,

                                      v_AttachAccept ));
    //  Check: Does the UE transmit an ATTACH COMPLETE message within the next 1s? (F)

    //@siclog "Step 4" siclog@

    t_Wait1s.start;

    alt {

      []SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA, 

                                        cr_NAS_IndicationWithPiggybacking(?,

                                                                          cr_508_ATTACH_COMPLETE,

                                                                          ?)))

        {

          f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 4");

        }

      []  t_Wait1s.timeout {}

    }

    //@siclog "Step 5 - 6" siclog@

    v_SecurityParams := f_EUTRA_NAS_Authentication(eutra_CellA,

                                                   tsc_SRB1,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   v_PLMN);

    //@siclog "Step 7 - 8" siclog@

    // NAS Security Mode Command / NAS Security Mode Complete

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(eutra_CellA, v_SecurityParams, tsc_SRB1);

    f_EUTRA_Security_Set ( v_SecurityParams );//Saving security parameters

    // The SS transmits an ATTACH ACCEPT without integrity protection.

    //@siclog "Step 9" siclog@

    SRB.send  ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                      cs_TimingInfo_Now,

                                      v_AttachAccept ));

    //  Check: Does the UE transmit an ATTACH COMPLETE message within the next 1s? (F)

    //@siclog "Step 10" siclog@

    t_Wait1s.start;

    alt {

      []SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                        cr_NAS_IndicationWithPiggybacking(?,

                                                                          cr_508_ATTACH_COMPLETE,

                                                                          ?)))

        {

          f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 10");

        }

      []t_Wait1s.timeout{}

    }

    //  The SS transmits an ATTACH ACCEPT with integrity protection

    // with the Message authentication code set to an incorrect value.

    // Use GUTI-3 different from GUTI-2

    //@siclog "Step 11" siclog@

    v_GutiParams.M_TMSI := oct2bit('33345678'O); // different from previous value, default is oct2bit('12345678'O)

    v_Guti := f_GutiParameters2MobileIdentity( tsc_IEI_Guti, v_GutiParams);

    v_AttachAccept := cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,

                                                     cs_508_ATTACH_ACCEPT(v_AttachType,

                                                                          cs_TrackingAreaIdListDef_lv,

                                                                          v_Guti,

                                                                          v_LAI,

                                                                          v_MSId,

                                                                          omit,

                                                                          f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType)),

                                                     cs_508_ActivateDefEpsBearerContextRequest(tsc_EpsDefaultBearerId,

                                                                                               v_EPS_TI,

                                                                                               v_APN, // R5-110708

                                                                                               v_PDN_Address,

                                                                                               omit,

                                                                                               omit,

                                                                                               f_GetDefPCOforPCSCFAddress (v_Pco))); // @sic R5-104703 sic@

    v_AttachAccept.SecurityProtection.ForceMacError := true; // force an integrity MAC error

    SRB.send  ( cas_SRB1_NasPdu_REQ ( eutra_CellA,

                                      cs_TimingInfo_Now,

                                      v_AttachAccept ));

    //  Check: Does the UE transmit an ATTACH COMPLETE message within the next 1s? (F)

    //@siclog "Step 12" siclog@

    t_Wait1s.start;

    alt {

      []SRB.receive(car_SRB1_NasPdu_IND(eutra_CellA,

                                        cr_NAS_IndicationWithPiggybacking(?,

                                                                          cr_508_ATTACH_COMPLETE,

                                                                          ?)))

        {

          f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 12");

        }

      []  t_Wait1s.timeout {}

    }

    // The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST.

    // Note: The ATTACH ACCEPT message is sent as a security protected NAS message

    // Use GUTI-4 different from GUTI-3

    v_GutiParams.M_TMSI := oct2bit('44445678'O); // default is oct2bit('12345678'O)

    // Set global GUTI to be used by other sub-functions

    //@siclog "Step 13" siclog@

    f_EUTRA_CellInfo_SetGuti(eutra_CellA, v_GutiParams);

    v_Guti := f_GutiParameters2MobileIdentity( tsc_IEI_Guti, v_GutiParams);

    v_AttachAccept := cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,

                                                     cs_508_ATTACH_ACCEPT(v_AttachType,

                                                                          cs_TrackingAreaIdListDef_lv,

                                                                          v_Guti,

                                                                          v_LAI,

                                                                          v_MSId,

                                                                          omit,

                                                                          f_GetAdditionalUpdateResult(v_NasInd.Pdu.Msg.aTTACH_REQUEST.addUpdateType)),

                                                     cs_508_ActivateDefEpsBearerContextRequest(tsc_EpsDefaultBearerId,

                                                                                               v_EPS_TI,

                                                                                               v_APN, // R5-110708

                                                                                               v_PDN_Address,

                                                                                               omit,

                                                                                               omit,

                                                                                               f_GetDefPCOforPCSCFAddress (v_Pco))); // @sic R5-104703 sic@

   //Remove

    /*SRB.send  ( cas_SRB2_NasPdu_REQ ( eutra_CellA,

                                      cs_TimingInfo_Now,

                                      v_AttachAccept ));*/
    //Add

    f_EUTRA_RRCConnectionReconfigurationWithPiggyNAS(eutra_CellA,

                                                     tsc_RRC_TI_Def,

                                                     v_AttachAccept);   

    //@siclog "Step 14" siclog@

    f_EUTRA_NAS_AttachComplete(eutra_CellA, tsc_EpsDefaultBearerId);

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Step 14");

    //@siclog "Step 15" siclog@

    f_EUTRA_RRC_ConnectionRelease(eutra_CellA, tsc_RRC_TI_Def, other);

    //  Check : Does the test results of CALL generic procedure TS 36.508 indicate that the UE is in EUTRA EMM-REGISTERED state?

    //@siclog "Step 16" siclog@

    f_EUTRA_508Check_IdleState(eutra_CellA);

  } // function fl_tc_9_2_1_1_19_Body
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