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<Start of modified section>
9.2.2.1.10
UE initiated detach / Mapped security context

9.2.2.1.10.1
Test Purpose (TP)

(1)

with { UE in EMM-REGISTERED state }

ensure that {

  when { the UE sent the last DETACH REQUEST }

   then { the UE delete the mapped security context }

}

9.2.2.1.10.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clause 5.5.2.1.
[TS 24.301, clause 5.5.2.1]

Upon successful completion of the detach procedure, if the UE and the MME enter the EMM-DEREGISTERED state, the UE and the MME shall delete any mapped EPS security context or partial native EPS security context.

9.2.2.1.10.3
Test description

9.2.2.1.10.3.1
Pre-test conditions

System Simulator:

-
Cell A and Cell 5.
-
System information combination 4 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cell;
UE:

None.

Preamble:

-
the UE is in state Switched OFF (state 1) according to TS 36.508 [18].
9.2.2.1.10.3.2
Test procedure sequence

Table 9.2.2.1.10.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U -S
	Message
	
	

	-
	The SS configures:

- Cell 5 as a "Non-Suitable Off cell".

- Cell A as the "Serving cell".
	-
	-
	-
	-

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an ATTACH REJECT message with EMM cause = "EPS services and non-EPS services not allowed" as specified.
	<--
	ATTACH REJECT
	-
	-

	4
	The SS releases the RRC connection.
	-
	-
	-
	-

	5
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Non-Suitable Off cell".

- Cell 5 as the "Serving cell".
	-
	-
	-
	-

	7
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	8
	The UE transmits an ATTACH REQUEST message on Cell 5
	-->
	ATTACH REQUEST
	
	

	9
	The SS transmits an AUTHENTICATION AND CIPHERING REQUEST message.
	<--
	AUTHENTICATION AND CIPHERING REQUEST
	
	

	10
	The UE transmits an AUTHENTICATION AND CIPHERING RESPONSE message.
	-->
	AUTHENTICATION AND CIPHERING RESPONSE
	
	

	11
	SS responds with ATTACH ACCEPT message including P-TMSI-1 and RAI-1.
	<--
	ATTACH ACCEPT
	-
	-

	12
	The UE transmits an ATTACH COMPLETE message.
	-->
	ATTACH COMPLETE
	-
	-

	13
	The activation of a PDP context is triggered by MMI or AT command.
	-
	-
	-
	-

	14
	Generic test procedure in TS 34.108 subclause 7.2.4.2.3 is performed on Cell 5.
NOTE: The UE performs Radio Bearer Establishment in a UTRAN cell.
	-
	-
	-
	-

	15
	The SS releases the RRC connection.
	-
	-
	-
	-

	16
	The SS configures:

- Cell A as the "Serving cell".

- Cell 5 as a "Non-Suitable cell".
	-
	-
	-
	-

	17 - 24
	Generic test procedure in TS 36.508 subclause 6.4.2.7A-1 is performed. (step 1 to 8)
	-
	-
	-
	-

	25
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	-
	EXCEPTION: Step 25 describes behaviour that depends on the UE capability.
	
	
	
	

	26
	If pc_SwitchOnOff or pc_USIM_Removal then

UE send DETACH REQUEST message.
	-->
	DETACH REQUEST
	-
	-

	27
	The SS configures:

- Cell A as the "Serving cell".
- Cell 5 as a "Non-Suitable Off cell".
	-
	-
	-
	-

	28
	The UE is brought back to operation or the USIM is inserted.
The following message shall be received on cell A.
	-
	-
	-
	-

	29
	Cause UE to initiate attach

Check: Does the UE send ATTACH REQUEST message
	-->
	ATTACH REQUEST
	1
	P

	30-41
	The attach procedure is completed by executing steps 5 to 16 of the UE registration procedure in TS 36.508 sub clause 4.5.2.3.
	-
	-
	-
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA connected (E2) according to TS 36.508.
	-
	-
	-
	-


9.2.2.1.10.3.3
Specific message contents
Table 9.2.1.1.10.3.3-1: Message ATTACH REJECT (steps 3, Table 9.2.2.1.10.3.2-1)

	Derivation path: 36.508 table 4.7.2-3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	" Plain NAS message, not security protected "
	

	EMM cause
	00001000
	#8 "EPS services and non-EPS services not allowed"
	

	ESM message container
	Not present
	
	


Table 9.2.2.1.10.3.3-2: ATTACH REQUEST (step 29, Table 9.2.2.1.10.3.2-1)
	

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	‘111’
	no key is available
	


<End of modified section>
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