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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of several test cases, which are part of the LTE/SAE test suite. 
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3 Corrections required for ATS
3.1 Introduction

This section describes the changes required to make the ATS run correctly with a LTE UE. The TTCN used to test the test cases belongs to iwd-EUTRA-TVB2009-03_D09wk51 release. 
An accompanying Prose CR to TS 36.508 [1] seems not to be necessary as the corrected TTCN behaviour is already covered by Table 4.7.1-1 (SECURITY PROTECTED NAS MESSAGE) in conjunction with the Note below Table 4.7.2-8 (AUTHENTICATION RESPONSE).

3.2 Change 1

	function name
	f_EUTRA_IdleUpdated_Step5_17

	Reason for change
	The expected security header of the expected AUTHENTICATION RESPONSE is not correct: 

The UE may initiate its attach procedure by sending ATTACH REQUEST integrity protected. The SS sends the next AUTHENTICATION REQUEST message not protected. In this case, where NAS security has not yet been activated, the UE may send its AUTHENTICATION RESPONSE either not protected or integrity protected.

	Summary of change
	The expected security header protecting the AUTHENTICATION RESPONSE has been changed to be either no protection or integrity protected for the case where the initial security header is ‘no protection’

	Source of change
	

	
	


Before:
	  function f_EUTRA_IdleUpdated_Step5_17 (CellId_Type p_CellId,
                                         IDLEUPDATED_STATE_Type p_State,
                                         EUTRA_ATTACH_Type p_ForcedAttach,
                                         NAS_MSG_Indication_Type p_NAS_Ind) runs on EUTRA_PTC
  {
    // var GutiParameters_Type v_GutiParameters := f_EUTRA_CellInfo_GetGuti ( p_CellId );
    var HalfOctet_Type v_EpsBearerId := tsc_EpsDefaultBearerId;
    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;
    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;
    var ReleaseCause v_ReleaseCause := other;
    var NAS_AttDetValue_Type v_AttachType :=f_GetEAttachType(p_ForcedAttach);
    var NAS_UL_Message_Type v_PdnConnectivityRequest;
    var SecurityHeaderType v_ReceivedSecurityHeader;
    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(p_CellId);
    var NAS_Lac v_LAC := f_EUTRA_CellInfo_GetLocationAreaCode ( p_CellId );
    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);
    var template (omit) LocAreaId v_LAI := f_GetLAI(v_PLMN,v_LAC, p_ForcedAttach);
    var template (omit) MobileIdentity v_MSId := f_GetMSId (px_TMSI_Def, p_ForcedAttach);
    var template (omit) EMM_Cause v_EMM_Cause := f_GetEMMCause (p_ForcedAttach);
    var NasCount_Type v_NasCountUL;
    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();
    // var ESM_INFORMATION_RESPONSE v_ESMResponse;
    var template (omit) AccessPointName v_APN := omit;
    var template (omit) ProtocolConfigOptions v_Pco := omit;
    var template (value) MobileIdentity v_Guti;
    var boolean v_IPallocationViaNasFlag;
    var template (value) PDN_Address v_PDN_Address;
    var TrackingAreaCode v_TAC := f_EUTRA_CellInfo_GetTAC(p_CellId);
    // Set UE network capabilities as sent by the UE to be used later (see TS 24.301 clause 5.4.3.3)
    v_AuthParams.NAS_SecurityCap := oct2bit(p_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.networkCap);
    f_EUTRA_Security_Set(v_AuthParams);
    v_ReceivedSecurityHeader:= p_NAS_Ind.SecurityProtection.Status; // @sic R5s090210 sic@
    v_PdnConnectivityRequest := p_NAS_Ind.Pdu.PiggybackedPduList[0].Msg;
    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses
    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)
    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {
      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;
    }
    // Step 5-6: Authentication
    v_AuthParams:=f_EUTRA_NAS_Authentication(p_CellId,
                                             tsc_SRB1,
                                             v_AuthParams,
                                             tsc_SHT_NoSecurityProtection,
                                             v_ReceivedSecurityHeader,       // @sic R5s090210 sic@
                                             v_PLMN);                        // AUTHENTICATION REQUEST & RESPONSE
    // Step 7-8: NAS Security
    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId,v_AuthParams);   // NAS SECURITY COMMAND & COMPLETE
    // Step 9a1 & 2 - ESM information optionally transferred
    if (f_CheckEsmInfoTransferFlag(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST)) {
      v_APN := f_ESM_InformationTransfer_GetAPN (p_CellId, v_EPS_TI);
    }
    // optional
    if (p_State == STATE2A_TESTLOOP_ModeA) {
      f_EUTRA_Activate_TestMode (p_CellId,tsc_UE_TestLoopMode_TypeA);
    }
    else if (p_State == STATE2A_TESTLOOP_ModeB) {
      f_EUTRA_Activate_TestMode (p_CellId,tsc_UE_TestLoopMode_TypeB);
    }
    // Step 10-11: RRC Security Mode procedures
    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasCountUL); // RRC SECURITY COMMAND & COMPLETE
    f_EUTRA_Security_Set ( v_AuthParams ); //Saving security parameters
    // Step 12-13 UE Capability check
    f_EUTRA_Capability (p_CellId, v_RRC_TI); // This enquires for the eutra capability but does not check the contents of the message received
    v_Guti := f_GutiParameters2MobileIdentity(tsc_IEI_Guti, f_EUTRA_CellInfo_GetGuti(p_CellId));
    v_IPallocationViaNasFlag :=  f_CheckPCOforIPallocationViaNas (v_Pco); // See TS 36.508 v.8.2.2 Table 4.7.3-6
    v_PDN_Address := f_GetPDNAddress (v_IPallocationViaNasFlag);
    f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(p_CellId,
                                                                  v_EpsBearerId,
                                                                  v_RRC_TI,
                                                                  v_EPS_TI,
                                                                  v_AttachType,
                                                                  v_PDN_Address,
                                                                  v_Guti,
                                                                  cs_TAIListNonConsecutive_lv (v_PLMN, {bit2oct(v_TAC)}),
                                                                  v_LAI,
                                                                  v_MSId,
                                                                  v_EMM_Cause,
                                                                  v_APN,
                                                                  omit);  // @sic R5-096464 sic@
    f_EUTRA_NAS_AttachComplete(p_CellId, v_EpsBearerId);                        // step 16
    f_EUTRA_RRC_ConnectionRelease(p_CellId, v_RRC_TI, v_ReleaseCause);          // step 17

	


After: 

	function f_EUTRA_IdleUpdated_Step5_17 (CellId_Type p_CellId,
                                         IDLEUPDATED_STATE_Type p_State,
                                         EUTRA_ATTACH_Type p_ForcedAttach,
                                         NAS_MSG_Indication_Type p_NAS_Ind) runs on EUTRA_PTC
  {
    // var GutiParameters_Type v_GutiParameters := f_EUTRA_CellInfo_GetGuti ( p_CellId );
    var HalfOctet_Type v_EpsBearerId := tsc_EpsDefaultBearerId;
    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;
    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;
    var ReleaseCause v_ReleaseCause := other;
    var NAS_AttDetValue_Type v_AttachType :=f_GetEAttachType(p_ForcedAttach);
    var NAS_UL_Message_Type v_PdnConnectivityRequest;
    var template SecurityHeaderType v_ExpectedSecurityHeader;
    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(p_CellId);
    var NAS_Lac v_LAC := f_EUTRA_CellInfo_GetLocationAreaCode ( p_CellId );
    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);
    var template (omit) LocAreaId v_LAI := f_GetLAI(v_PLMN,v_LAC, p_ForcedAttach);
    var template (omit) MobileIdentity v_MSId := f_GetMSId (px_TMSI_Def, p_ForcedAttach);
    var template (omit) EMM_Cause v_EMM_Cause := f_GetEMMCause (p_ForcedAttach);
    var NasCount_Type v_NasCountUL;
    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();
    // var ESM_INFORMATION_RESPONSE v_ESMResponse;
    var template (omit) AccessPointName v_APN := omit;
    var template (omit) ProtocolConfigOptions v_Pco := omit;
    var template (value) MobileIdentity v_Guti;
    var boolean v_IPallocationViaNasFlag;
    var template (value) PDN_Address v_PDN_Address;
    var TrackingAreaCode v_TAC := f_EUTRA_CellInfo_GetTAC(p_CellId);
    // Set UE network capabilities as sent by the UE to be used later (see TS 24.301 clause 5.4.3.3)
    v_AuthParams.NAS_SecurityCap := oct2bit(p_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.ueNetworkCapability.networkCap);
    f_EUTRA_Security_Set(v_AuthParams);
    // v_ReceivedSecurityHeader:= p_NAS_Ind.SecurityProtection.Status; // @sic R5s090210 sic@
    v_PdnConnectivityRequest := p_NAS_Ind.Pdu.PiggybackedPduList[0].Msg;
    v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses
    // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)
    if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {
      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;
    }
    if ( p_NAS_Ind.SecurityProtection.Status == tsc_SHT_NoSecurityProtection){
      v_ExpectedSecurityHeader := tsc_SHT_NoSecurityProtection;
    } else {
      v_ExpectedSecurityHeader := (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected);      
    }
    // Step 5-6: Authentication
    v_AuthParams:=f_EUTRA_NAS_Authentication(p_CellId,
                                             tsc_SRB1,
                                             v_AuthParams,
                                             tsc_SHT_NoSecurityProtection,
                                             v_ExpectedSecurityHeader,       // @sic R5s090210 sic@
                                             v_PLMN);                        // AUTHENTICATION REQUEST & RESPONSE
    // Step 7-8: NAS Security
    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId,v_AuthParams);   // NAS SECURITY COMMAND & COMPLETE
    // Step 9a1 & 2 - ESM information optionally transferred
    if (f_CheckEsmInfoTransferFlag(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST)) {
      v_APN := f_ESM_InformationTransfer_GetAPN (p_CellId, v_EPS_TI);
    }
    // optional
    if (p_State == STATE2A_TESTLOOP_ModeA) {
      f_EUTRA_Activate_TestMode (p_CellId,tsc_UE_TestLoopMode_TypeA);
    }
    else if (p_State == STATE2A_TESTLOOP_ModeB) {
      f_EUTRA_Activate_TestMode (p_CellId,tsc_UE_TestLoopMode_TypeB);
    }
    // Step 10-11: RRC Security Mode procedures
    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasCountUL); // RRC SECURITY COMMAND & COMPLETE
    f_EUTRA_Security_Set ( v_AuthParams ); //Saving security parameters
    // Step 12-13 UE Capability check
    f_EUTRA_Capability (p_CellId, v_RRC_TI); // This enquires for the eutra capability but does not check the contents of the message received
    v_Guti := f_GutiParameters2MobileIdentity(tsc_IEI_Guti, f_EUTRA_CellInfo_GetGuti(p_CellId));
    v_IPallocationViaNasFlag :=  f_CheckPCOforIPallocationViaNas (v_Pco); // See TS 36.508 v.8.2.2 Table 4.7.3-6
    v_PDN_Address := f_GetPDNAddress (v_IPallocationViaNasFlag);
    f_EUTRA_RRCConnectionReconfigurationWithAttachAcceptAllParams(p_CellId,
                                                                  v_EpsBearerId,
                                                                  v_RRC_TI,
                                                                  v_EPS_TI,
                                                                  v_AttachType,
                                                                  v_PDN_Address,
                                                                  v_Guti,
                                                                  cs_TAIListNonConsecutive_lv (v_PLMN, {bit2oct(v_TAC)}),
                                                                  v_LAI,
                                                                  v_MSId,
                                                                  v_EMM_Cause,
                                                                  v_APN,
                                                                  omit);  // @sic R5-096464 sic@
    f_EUTRA_NAS_AttachComplete(p_CellId, v_EpsBearerId);                        // step 16
    f_EUTRA_RRC_ConnectionRelease(p_CellId, v_RRC_TI, v_ReleaseCause);          // step 17



3.3 Change 2

	function name
	f_EUTRA_NAS_Authentication

	Reason for change
	Because of the previous change, the security header expected in the AUTHENTICATION RESPONSE needs to be passed as a template and not as a value.

	Summary of change
	Changed parameter type accordingly

	Source of change
	File : EUTRA_SecuritySteps.ttcn

	
	


Before:

	function f_EUTRA_NAS_Authentication(CellId_Type p_CellId,

                    SRB_Identity_Type p_SRB,

                    EUTRA_SecurityParams_Type p_SecurityParams,

                    SecurityHeaderType p_SecurityStatusAuthRequest,

                    SecurityHeaderType p_SecurityStatusAuthResponse,

                    NAS_PlmnId     p_PLMN)

    runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type


After: 

	function f_EUTRA_NAS_Authentication(CellId_Type p_CellId,

                    SRB_Identity_Type p_SRB,

                    EUTRA_SecurityParams_Type p_SecurityParams,

                    SecurityHeaderType p_SecurityStatusAuthRequest,

                    template SecurityHeaderType p_SecurityStatusAuthResponse,

                    NAS_PlmnId     p_PLMN)

    runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type


4 References

	[1]
	3GPP TS 36.508: Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Packet Core (EPC); Common test environments for User Equipment (UE) conformance testing (Rel-8)
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