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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 9.2.1.1.1, which is part of the LTE test suite. 

The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
tc_9_2_1_1_1
Test Group:
NAS
ATS Version:
iwd-EUTRA-TVB2009-03_D10wk03
System Simulator used:
Anite Conformance Toolset
UE used:
LG Electronics LEO3 UE and Samsung Tanum UE.

Verification Status:
PASS
4 Corrections required for test case 9.2.1.1.1
4.1 Introduction

This section describes the changes required to make test case 9.2.1.1.1 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D10wk03 release.

4.2 Change 1

	Testcase name
	f_TC_9_2_1_1_1_EUTRA()

	Reason for change
	1) As per the initial condition USIM should have GUTI-1 and TAI-2. However this will result in UE transmitting only MMEGI, MMEC. In order to trigger UE to transmit IE PLMN ID in registered MME, USIM should contain a PLMN ID different than that of Cell A. This is as per 36.331 section 5.3.3.4.
Note: Prose CR will be raised for this in the next RAN5 meeting.

2) Current TTCN only updates the TAI, however it does not trigger SS to transmit the updated SIB information.


	Summary of change
	1) UE is initially registered with GUTI and TAI as defined for Cell H. This will ensure that in the test case body UE transmits PLMN ID in RRC Connection Setup Complete for IE “Registered MME”.
2) The teststeps 'f_EUTRA_ModifySysinfo' and ‘f_Delay (1.0)’ are added. Delay is added to ensure that SS transmits the updated system information before UE is switched on. Please note is the maximum delay that TTCN can calculate based on the DRX, Modification coefficient.

	Source of change
	NAS_Attach.ttcn


Before:

	    var template (value) TrackingAreaIdList v_TAIdList;

    var GutiParameters_Type v_Guti_Params;

    f_EUTRA_NAS_Init(LTE_AllCellsOnSamePLMN,LTEsinglecell);

    // create cell and send out system information

    f_EUTRA_CellConfig_Def(eutra_CellA);

    // Initial conditions state that UE contains TAI-2,

    // so change this now to force Attach Accept to contain TAC2

    f_EUTRA_CellInfo_SetTAC(eutra_CellA, oct2bit(tsc_TAC2));

    // Preamble: UE is in state Switched OFF (state 1)

    // ==========================================================================

    f_EUTRA_Preamble(eutra_CellA, STATE2_IDLEUPDATE);

    f_EUTRA_UE_Detach_SwitchOffUe ( eutra_CellA, RRC_IDLE );

    // now change TAC back again as Cell A is to have TAI-1

    f_EUTRA_CellInfo_SetTAC(eutra_CellA, oct2bit(tsc_TAC1));

    f_EUTRA_ModifySysinfo(eutra_CellA);

    f_EUTRA_TestBody_Set(true);

    fl_TC_9_2_1_1_1_Body();


After: 

	    var template (value) TrackingAreaIdList v_TAIdList;

    var GutiParameters_Type v_Guti_Params;

//ANITE@92111 Start    

    var GutiParameters_Type v_Guti_Old_Params;
//ANITE@92111 End

    f_EUTRA_NAS_Init(LTE_AllCellsOnSamePLMN,LTEsinglecell);    

    // create cell and send out system information

    f_EUTRA_CellConfig_Def(eutra_CellA);

    // Initial conditions state that UE contains TAI-8, //ANITE@92111

    // so change this now to force Attach Accept to contain TAC2

    f_EUTRA_CellInfo_SetTAC(eutra_CellA, oct2bit(tsc_TAC2));    

//ANITE@92111 Start   

    v_Guti_Old_Params := cs_Guti(cs_HPLMN_001_02,8,1);

    f_EUTRA_CellInfo_SetGuti(eutra_CellA, v_Guti_Old_Params);

    f_EUTRA_ModifySysinfo(eutra_CellA);     // ANITE_LTE_258
    f_Delay (1.0);  //ANITE@92111
//ANITE@92111 End    

    // Preamble: UE is in state Switched OFF (state 1)

    // ==========================================================================

    f_EUTRA_Preamble(eutra_CellA, STATE2_IDLEUPDATE);

    f_EUTRA_UE_Detach_SwitchOffUe ( eutra_CellA, RRC_IDLE );

    // now change TAC back again as Cell A is to have TAI-1

    f_EUTRA_CellInfo_SetTAC(eutra_CellA, oct2bit(tsc_TAC1));

//ANITE@92111 Start     

    v_Guti_Params := cs_Guti(cs_HPLMN_Def,1,1);

    f_EUTRA_CellInfo_SetGuti(eutra_CellA, v_Guti_Params);
//ANITE@92111 End    

    f_EUTRA_ModifySysinfo(eutra_CellA);
    f_Delay (1.0);  //ANITE@92111
    f_EUTRA_TestBody_Set(true);

    fl_TC_9_2_1_1_1_Body();


4.3 Change 2

	Testcase name
	fl_TC_9_2_1_1_1_Body()

	Reason for change
	1. As a result of changes done above, UE at step 4 will transmit Registered MME, GUTI and LAI parameters as defined for Cell-H.
2. The current TTCN expects UE to transmit Attach request and Authentication response as unprotected message. However as UE has a valid security context, UE should transmit Attach Request message as Integrity protected. Also as SS has EPS security context, thus Authentication Request message should be transmitted as integrity and cipher protected and then UE will transmit Authentication response as Integrity and cipher protected message.

	Summary of change
	1. Defined two new Variables ‘v_Guti_Old_Params’ and ‘v_NAS_Old_PlmnId’. Replaced the 'v_GutiParams' with ' v_Guti_Old_Params' in step 4. Replaced the ‘v_NAS_PlmnId’ with ' v_NAS_Old_PlmnId’ in step 4.

2. Replaced the ‘tsc_SHT_NoSecurityProtection’ with ‘tsc_SHT_IntegrityProtected’ in the step 4
3. For step 9 created a new function f_EUTRA_Authentication_NAS_AS_Security_92111and used this for correct security header for Authentication messages.

	Source of change
	NAS_Attach.ttcn


Before:

	    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var boolean v_EIT_Flag := false;

    // Switch on UE

    f_UT_SwitchOnUE (UT, false);

    //+ Step 2

    //+ Check: Does the UE transmit an RRCConnectionRequest message not including S-TMSI

    //         and with establishmentCause set to mo-Signalling?

    SRB.receive(car_SRB0_RrcPdu_IND(eutra_CellA,

                                    cr_RRCConnectionRequest_withUE_Identity(cr_InitialUE_Identity_Random, mo_Signalling)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");

    //+ Step 3

    // send RRC Connection Setup on SRB0 (CCCH):

    f_EUTRA_RRC_ConnectionSetup_Def (eutra_CellA, cs_TimingInfo_Now, v_RRC_TI);

    // UE shall establish SRB1 acc. to 36.331 cl. 5.3.3.4 and 5.3.9

    // UE enters RRC_CONNECTED state

    //+ Step 4

    // Check: does the UE transmit an RRCConnectionSetupComplete message including MME group ID and MME code

    // with ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message?

    SRB.receive(car_SRB1_RrcNasPdu_IND(eutra_CellA,

               cdr_RRCConnectionSetupComplete_WithMME(v_RRC_TI,

                            ?,

                            cr_RegisteredMME(v_GutiParams.PLMN_Identity,

                                             v_GutiParams.MME_GroupId,

                                             v_GutiParams.MME_Code)),

               cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,

                             cdr_ATTACH_REQUEST_WithGuti(f_GetEAttachType(),

                                                         ?,

                                                         f_GutiParameters2MobileIdentity(omit, v_GutiParams), // GUTI1

                                                         cr_TAI( v_NAS_PlmnId, tsc_TAC2)),

                             cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, ?))))

      -> value v_NasInd;

   v_PdnConnectivityRequest := v_NasInd.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg;

   v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

   // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

   if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

   }

    //+ Step 5 - 8:

    //+   The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS

    //+   authentication and AKA procedure.

    //+   The UE transmits an AUTHENTICATION RESPONSE message and establishes

    //+   mutual authentication.

    //+   The SS transmits a NAS SECURITY MODE COMMAND message to

    //+   activate NAS security.

    //+   The UE transmits a NAS SECURITY MODE COMPLETE message

    //+   and establishes the initial security configuration.

    //+ Step 9 - ESM information optionally transferred

    if (ispresent(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.esmInfoTransferFlag)) {

      if ( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.esmInfoTransferFlag.eitValue == '1'B ) {

        v_EIT_Flag := true;

    }}

    v_APN := f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA, v_EIT_Flag, v_EPS_TI); 



After: 

	    var template (omit) ProtocolConfigOptions v_Pco := omit;

    var boolean v_EIT_Flag := false;

//ANITE@92111 Start

    var  template(value)  GutiParameters_Type v_Guti_Old_Params := cs_Guti(cs_HPLMN_001_02,8,1);    

    var NAS_PlmnId v_NAS_Old_PlmnId := f_Asn2Nas_PlmnId(v_Guti_Old_Params.PLMN_Identity);
//ANITE@92111 End

    // Switch on UE

    f_UT_SwitchOnUE (UT, false);

    //+ Step 2

    //+ Check: Does the UE transmit an RRCConnectionRequest message not including S-TMSI

    //         and with establishmentCause set to mo-Signalling?

    SRB.receive(car_SRB0_RrcPdu_IND(eutra_CellA,

                                    cr_RRCConnectionRequest_withUE_Identity(cr_InitialUE_Identity_Random, mo_Signalling)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "");

    //+ Step 3

    // send RRC Connection Setup on SRB0 (CCCH):

    f_EUTRA_RRC_ConnectionSetup_Def (eutra_CellA, cs_TimingInfo_Now, v_RRC_TI);

    // UE shall establish SRB1 acc. to 36.331 cl. 5.3.3.4 and 5.3.9

    // UE enters RRC_CONNECTED state

    //+ Step 4

    // Check: does the UE transmit an RRCConnectionSetupComplete message including MME group ID and MME code

    // with ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message?

    SRB.receive(car_SRB1_RrcNasPdu_IND(eutra_CellA,

               cdr_RRCConnectionSetupComplete_WithMME(v_RRC_TI,

                            ?,

                            cr_RegisteredMME(v_Guti_Old_Params.PLMN_Identity, // ANITE@92111  v_GutiParams.PLMN_Identity,

                                             v_Guti_Old_Params.MME_GroupId,   // ANITE@92111  v_GutiParams.MME_GroupId,

                                             v_Guti_Old_Params.MME_Code)),    // ANITE@92111 v_GutiParams.MME_Code)),

               cr_NAS_IndicationWithPiggybacking(tsc_SHT_IntegrityProtected,// ANITE_LTE_259 tsc_SHT_NoSecurityProtection,

                             cdr_ATTACH_REQUEST_WithGuti(f_GetEAttachType(),

                                                         ?,

                                                         f_GutiParameters2MobileIdentity(omit, v_Guti_Old_Params),  // ANITE@92111 v_GutiParams), // GUTI1

                                                         cr_TAI( v_NAS_Old_PlmnId, tsc_TAC2)),

                             cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, ?))))

      -> value v_NasInd;

   v_PdnConnectivityRequest := v_NasInd.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg;

   v_EPS_TI := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier; // Use this value in SS responses

   // Get the PCO to be used later (TS 36.508 v.8.2.2 Table 4.7.3-6)

   if (ispresent( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions)) {

      v_Pco := v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions;

   }

    //+ Step 5 - 8:

    //+   The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS

    //+   authentication and AKA procedure.

    //+   The UE transmits an AUTHENTICATION RESPONSE message and establishes

    //+   mutual authentication.

    //+   The SS transmits a NAS SECURITY MODE COMMAND message to

    //+   activate NAS security.

    //+   The UE transmits a NAS SECURITY MODE COMPLETE message

    //+   and establishes the initial security configuration.

    //+ Step 9 - ESM information optionally transferred

    if (ispresent(v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.esmInfoTransferFlag)) {

      if ( v_PdnConnectivityRequest.pDN_CONNECTIVITY_REQUEST.esmInfoTransferFlag.eitValue == '1'B ) {

        v_EIT_Flag := true;

    }}

    v_APN :=    v_APN := f_EUTRA_Authentication_NAS_AS_Security_92111 (eutra_CellA, v_EIT_Flag, v_EPS_TI);



New Test Step:
    function f_EUTRA_Authentication_NAS_AS_Security_92111 (CellId_Type p_CellId,

                                                   boolean p_EIT_Flag,

                                                   ProcedureTransactionIdentifier p_PTI)

    runs on EUTRA_PTC return template (omit) AccessPointName

  {

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var GutiParameters_Type v_Guti := f_EUTRA_CellInfo_GetGuti ( p_CellId );

    var NAS_PlmnId  v_PLMN := f_Asn2Nas_PlmnId (v_Guti.PLMN_Identity);

    var template (omit) AccessPointName v_APN := omit;

    // Authentication Request / Authentication Response

    v_AuthParams:=f_EUTRA_NAS_Authentication(p_CellId,

                                             tsc_SRB1,

                                             v_AuthParams,

                                             tsc_SHT_IntegrityProtected_Ciphered,    // ANITE

                                             tsc_SHT_IntegrityProtected_Ciphered,    // ANITE

                                             v_PLMN);

    // NAS Security Mode Command / NAS Security Mode Complete

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId, v_AuthParams);

    if (p_EIT_Flag) {

      v_APN := f_ESM_InformationTransfer_GetAPN (p_CellId, p_PTI);

    }

    if (not isvalue(v_APN)) {

      v_APN := cs_AccessPointName (px_AccessPointName);

    }

    // RRC Security Command / RRC Security Complete

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasCountUL);

    f_EUTRA_Security_Set ( v_AuthParams );//Saving security parameters

    return (v_APN);

  }
4.4 Change 3

	Testcase name
	f_EUTRA_CellInfo_SetGuti()

	Reason for change
	1. In 'f_EUTRA_CellInfo_SetGuti', the PLMN Id has been again set to the default value of the Cell which is incorrect. The PLMN Id has to be set based on the new GUTI.

	Summary of change
	1. In 'f_EUTRA_CellInfo_SetGuti', the setting of the PLMN Id has been corrected.

	Source of change
	EUTRA_Component.ttcn


Before:

	    var EUTRA_CellInfo_Type v_CellInfo := f_EUTRA_CellInfo_Get(p_CellId);

    var template (value) EUTRA_CellInfo_Type v_NewCellInfo := v_CellInfo;       /* template variable to avoid valueof */

    if (v_CellInfo.Frequency.FrequencyBandIndicator == 6 ) {

      // For Band 6: set MCC to the Japan MCC value

      v_NewCellInfo.NAS_Parameters.Guti_Parameters := p_Guti;

      v_NewCellInfo.NAS_Parameters.Guti_Parameters.PLMN_Identity.mcc := f_ConvertMCC_Nas2Asn(px_eJapanMCC_Band6);

      v_NewCellInfo.Sysinfo.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.cellAccessRelatedInfo.plmn_IdentityList[0].plmn_Identity.mcc := f_ConvertMCC_Nas2Asn(px_eJapanMCC_Band6);

      v_NewCellInfo.Sysinfo.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.cellAccessRelatedInfo.plmn_IdentityList[0].plmn_Identity.mnc := p_Guti.PLMN_Identity.mnc;

    } else {

      v_NewCellInfo.NAS_Parameters.Guti_Parameters := p_Guti;

      v_NewCellInfo.Sysinfo.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.cellAccessRelatedInfo.plmn_IdentityList := cs_PlmnIdList_1Entry(v_CellInfo.NAS_Parameters.Guti_Parameters.PLMN_Identity);
    }

    f_EUTRA_CellInfo_Set (p_CellId, v_NewCellInfo);




After: 

	    var EUTRA_CellInfo_Type v_CellInfo := f_EUTRA_CellInfo_Get(p_CellId);

    var template (value) EUTRA_CellInfo_Type v_NewCellInfo := v_CellInfo;       /* template variable to avoid valueof */

    if (v_CellInfo.Frequency.FrequencyBandIndicator == 6 ) {

      // For Band 6: set MCC to the Japan MCC value

      v_NewCellInfo.NAS_Parameters.Guti_Parameters := p_Guti;

      v_NewCellInfo.NAS_Parameters.Guti_Parameters.PLMN_Identity.mcc := f_ConvertMCC_Nas2Asn(px_eJapanMCC_Band6);

      v_NewCellInfo.Sysinfo.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.cellAccessRelatedInfo.plmn_IdentityList[0].plmn_Identity.mcc := f_ConvertMCC_Nas2Asn(px_eJapanMCC_Band6);

      v_NewCellInfo.Sysinfo.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.cellAccessRelatedInfo.plmn_IdentityList[0].plmn_Identity.mnc := p_Guti.PLMN_Identity.mnc;

    } else {

      v_NewCellInfo.NAS_Parameters.Guti_Parameters := p_Guti;

      //v_NewCellInfo.Sysinfo.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.cellAccessRelatedInfo.plmn_IdentityList := cs_PlmnIdList_1Entry(v_CellInfo.NAS_Parameters.Guti_Parameters.PLMN_Identity);  // ANITE_LTE_258
      v_NewCellInfo.Sysinfo.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.cellAccessRelatedInfo.plmn_IdentityList[0].plmn_Identity.mcc := p_Guti.PLMN_Identity.mcc;                                    // ANITE_LTE_258
      v_NewCellInfo.Sysinfo.BCCH_Info.SIB1.message_.c1.systemInformationBlockType1.cellAccessRelatedInfo.plmn_IdentityList[0].plmn_Identity.mnc := p_Guti.PLMN_Identity.mnc;                                    // ANITE_LTE_258

    }

    f_EUTRA_CellInfo_Set (p_CellId, v_NewCellInfo);




5 Execution Log Files

5.1 LG Electronics LE03 UE

The LG electronics LE03 UE passed this test case on the Anite LTE solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file tc_9_2_1_1_1_LG-log.html:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

5.2 Samsung Tanum UE

The Samsun Tanum UE passed this test case on the Anite LTE solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file tc_9_2_1_1_1_Samsung-log.html:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

6 References

	[1]
	R5s100009: This archive comprises text format execution log file.
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