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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 8.1.7.4 which is part of the HSPA7_ENH test suite. Only essential changes to the TTCN are applied and documented in section 4.

With these changes applied the test case can be demonstrated to run with one or more 3G UEs 
(see section 6). 
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3 Verification Test Summary

Test Case:
TC_8_1_7_4

Test Group:
RRC\RRC_SecurityModeCtrl_R7

ATS Version:
iwd-TVB2009-03_D09WK27 + essential modifications.

System Simulator used:
Rohde & Schwarz CRTU-W

UE used:
Icera Espresso 300 & QC 8200
Verification Status:
PASS
4 Corrections required for test case 8.1.7.4

4.1 Introduction

This section describes the changes required to make test case 8.1.7.4 run correctly with a 3G UE. All modifications are marked with label “WA#” in the TTCN comments column of the enclosed ATS [1].

The ATS version used as basis was HSPA7_ENH_wk27.mp which is part of the iwd-TVB2009-03_D09wk27 release. This ATS provided by MCC160 contains Rel-7 test cases. 

4.2 ts_CheckSecurityCapabilities 

Test case name
ts_CheckSecurityCapabilities

Reason for change
A new test step is needed to check the R7 security capability of the UE provided in the RRC Connection Setup Complete message

Summary of change
Test step ts_CheckSecurityCapabilities is added

Source of change
New change

Label
WA#
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4.3 ts_RRC_ReceiveConnSetupCmpl_r7

Test case name
ts_RRC_ReceiveConnSetupCmpl_r7

Reason for change
Test step ts_CheckSecurityCapabilities needs to be used to check the R7 Security Capability of the UE.

tcv_CellIndInfo.integrProtAlgCap should also be assigned based on the security capability received in RRC Connection Setup complete.

Summary of change
Test step ts_RRC_ReceiveConnSetupCmpl_r7 is modified to inlcude test step ts_CheckSecurityCapabilities & also update the variable tcv_CellIndInfo.integrProtAlgCap

Source of change
New change

Label
WA#

Before:
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4.4 ts_RRC_Security_r7: lt_InitCipherMode 

Test case name
Ts_RRC_Security_r7: lt_InitCipherMode

Reason for change
According to 25.331 sec 8.1.12.3

Upon reception of the SECURITY MODE COMMAND message, the UE shall: 

1>        if neither IE "Ciphering mode info" nor IE "Integrity protection mode info" is included in the SECURITY MODE COMMAND: 

2>        set the variable INVALID_CONFIGURATION to TRUE. 

... 

... 

1>        if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED: 

2>        release all its radio resources; 

2>        indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers; 

2>        clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS; 

2>        clear the variable ESTABLISHED_RABS; 

2>        clear the variable SECURITY_MODIFICATION; 

2>        enter idle mode; 

2>        perform actions when entering idle mode as specified in subclause 8.5.2; 

2>        and the procedure ends.

Based on the above Ciphering Algorithm Capability and Integrity Algorithm Capability variables must be initialised with capabilities sent by the UE in RRC Connection Setup Complete message. Hence, these variables should not be re-initialised.

Summary of change
Removed the assignment of ciphering algorithm capability and integrity alogorithm capability variables

Source of change
New change

Label
WA#

Before:
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After:
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@sic R5S090087 sic@

[TRUE]

[NOT(tev_Cellindino useUEAZ_UIAZ) |

Use UEATIUIAT
@sic R6S090087 sic@

[TRUE]





4.5 c_CellIndInfoDef

Constraint name
c_CellIndInfoDef

Reason for change
 A new variable needs to be introduced due to the reset of the Test case variable tcv_CellIndInfo with the default values contained in the constraint c_CellIndInfoDef during a RRC Connection Release procedure which would then re-initialise tcv_CellIndInfo.useUEA2_UIA2 to the default value of the pixit parameter px_CipherIntegrityAlg

Summary of change
A new variable tcv_CipherIntegrityAlg is introduced to replace px_CipherIntegrityAlg

Source of change
New change

Label
WA#

Before:

[image: image10.png]Structured Type Canstraint Declaration

Canstraint Name: _¢_CellindinfoDer
Group,

Type Name: Cellindependantinfo
Derivation Path;

Encotling Variation

Comments:

Element Name.

T Value T Type Encoding

T Commerts

cs_cipheringStarted
ps_cipheringStarted
recentgecursDomain

dL_Cipherhode
uL_Cipherhlode
cipheringAlgorithmCapabilty
integrityStarted

dL_Integrity

uL_Intsgrity
d_ntegrityCheckinio
star_Cs

starl_PS

cipheringOnoff
dL_Cipherhode_r7

dL_integrity_r7

integrProtalgCan
useUEAZ_UIAZ

FALSE
FALSE
es_domain

cs_Null_CipheringModeCommand

00000000000000118
FALSE
cs_IntegrityProtectstart (px_FRESH)

00000000000000000000°8
00000000000000000000°8

DX CipheringOnOft
©s_CipheringModeCmdOn_7 (uea2)

cs_integrityProtectatar_r7 (px_FRESH,
uiaz)

tsc_integrProtalgCap
pe_Cipherintegrityaly

the domain on which security was recently star
ted, and hence the SRB are ciphered and Integ|
titprotected with this domain

Default new key

Default new key

@sic Rs070055 sic@

@sic R65080067 Baselinemaving ta Rel-7 Ma
rchos sic@

@sic R65080067 Baselinemaving ta Rel-7 Ma
rchos sic@

@sic R5-081506 sic@

If setto TRUE, the security algorithms UEAZIUI
A2 are used.

If setto FALSE, the securty algorithms UEAT1U
141 are used

For Rel-7 or later

(@sic RES0900W sic@





After:

[image: image11.png]Structured Type Constraint Declaration

Canstraint Name: _¢_CellindinfoDer
Group,

Type Name: Cellindependantinfo
Derivation Path;

Encotling Variation

Comments:

Element Name.

T Value T

Type Encoding

T Commerts

cs_cipheringStarted
ps_cipheringStarted
recentgecursDomain

dL_Cipherhode
uL_Cipherhlode
cipheringAlgorithmCapabilty
integrityStarted

dL_Integrity

uL_Intsgrity
d_ntegrityCheckinio
star_Cs

starl_PS

cipheringOnoff
dL_Cipherhode_r7

dL_integrity_r7

integrProtalgCan

FALSE
FALSE
es_domain

cs_Null_CipheringModeCommand
00000000000000118
FALSE

cs_IntegrityProtectstart (px_FRESH)

00000000000000000000°8
00000000000000000000°8

DX CipheringOnOft
©s_CipheringModeCmdOn_7 (uea2)

cs_integritProtectstan_r7 (px_FRESH
uia2)
tsc_IntegrProtalgCap

the domain on which security was recently s
tarted, and hence the SRB are ciphered and
Integrit protected with this domain.

Default new key

Default new key

@sic Rs070055 sic@

@sic R65080067 Baselinemaving to Rel-7
March0s sic@

@sic R65080067 Baselinemaving to Rel-7
March0s sic@

@sic R5-081506 sic@

UseUEAZ_UIAZ

tov_CipherintegrityAly

If setto TRUE, the security aigorithims UEAZ)
UIA2 are used.
If setto FALSE, the securty algorithms UEA1
JUIA1 are used.
For Rel-7 or later

it RES0G00 sic





4.6 Test Case Variable Declarations

Constraint name
Test Case Variable Declarations

Reason for change
Refer to Change 4.5

Summary of change
A new variable tcv_CipherIntegrityAlg is introduced which is referenced in test case 8.2.2.43b

Source of change
New change

Label
WA#

After:

[image: image12.png]Test Case Variable Declarations

Group.

< Variabla Name I < Tyoe I < value I & G





[image: image13.png]tev_CipherintegrityAlg BOOLEAN px_CipherintegrityAly





4.7 ts_CRLC_DL_CipherCfgRB_r7

Test case name
ts_CRLC_DL_CipherCfgRB_r7

Reason for change
A condition needs to added for RBType “cell_FACH_PS” in order to activate ciphering in RLC for RB20

Summary of change
ts_CRLC_DL_CipherCfgRB_r7 is modified to include the condition for RBType “cell_FACH_PS”

Source of change
New change

Label
WA#

Before:

[image: image14.png]Test Step

[TestSten 10 ts_CRLC_DL_CipherCfgRB_17
b_Ciheriode: CipheringhodeCommand_i7;
p_RbType : RB_ConfigType ;
p_inchode : RLC_Inchodle)

Test Step Group Ref.  Security_Steps!

Objectve Canfiure cipheing for RLC layer forcanfigurec AVIUM RAE's

Defauts 55 0er

Comments: CRLC is configured with cellld -1 (tsc_CellDedicated )

]| Behaviour Dessipton T Constrant et ]l Commerts ]

0 [ p_RHType = cell_DCH_HS_DSCH) OR @sic R5-090728 additional configu
(p_RbType= cel_E_HS) OR ration for enhanced FACH DL sic@|

(p_RbType = cell_FACH_ennDL_PS)
1

1 +L_RLC_Activate (tsc_RB25, tev_RLC_SeqNumDL_RB25)

0 ((p_RuType = cell_E_H5_UM)| @sic RAS090045 sic@
1 + I_RLC_Activate (tsc_RB26, tcv_RLC_SeqNumDL_RB26 ) @sic RES090045 sic@
0 [(p_RbType = cell_2DCH_1AM_1UM_E_HS)] @sic RAS090068 sic@
1 +IL_RLC_Activate (tsc_RB25, tev_RLC_SeqNumDL_RB25 )

2 +L_RLC_Activate (tsc_RB27, tev_RLC_SeqNumDL_RB27 )

0 ((n_RbType = coll_DCH_2AM_HS_DSCH)] @sic RAS090068 sic@
1 +IL_RLC_Activate (tsc_RB25, tev_RLC_SeqNumDL_RB25 )

2 +IL_RLC_Activate (tsc_RB17, tev_RLC_SeqNumDL_RB17 )

0 [ p_RbType = cell_DCH_B4kPS_RAB_SRE) | @sic R5S090087 sic@
1 +IL_RLC_Activate (tsc_RB20, tev_RLC_SeqNumDL_RB20 )

0 [TRUE] @sic Ras080142 5ic@
I_RLC_Activate (p_rbld : INTEGER | p_SeqNum : RLC_SequenceNumber )

0 CRLC ! CRLC_Ciphering_Activate_REQ ca_CRLC_DL_CipherActReq_I7 (tsc_CellDedicated

. tev_Cellingino. recentSecureDormain, p_thld, p_C
ipherhode, p_SeaNum _, p_Inchlode)
1 CRLC ? CRLC_Ciphering_Activate_CNF ta_CRLC_CipherActCniitsc_CellDedicated )





After:

[image: image15.png]Test Step

Test Step I ts_CRLC_DL_CipherCfgRB_17
b_Ciheriode: CipheringhodeCommand_i7;
p_RbType : RB_ConfigType ;
p_inchode : RLC_Inchodle)

Test Step Group Ref. Security_Steps/

Objective Configure ciphering for RLC layer for configured AMUM RAB'S
Defaults 55 Der
Comments: CRLC is configured with cellld -1 {tsc_CellDedicated )
] Behaviour Description JI Caonstraint Ref JLJI Comments
0 [ p_RHType = cell_DCH_HS_DSCH) OR @sic R5-090728 additional confi
(p_RbType= cel_E_HS) OR guration for enhanced FACH DL
(p_REType = cell FACH_enhDL_Pg) sic@
)
1 +L_RLC_Activate (tsc_RB25, tev_RLC_SeqNumDL_RB25)
0 ((p_RuType = cell_E_H5_UM)| @sic RAS090045 sic@
1 + I_RLC_Activate (tsc_RB26, tcv_RLC_SeqNumDL_RB26 ) @sic RES090045 sic@
0 [(p_RbType = cell_2DCH_1AM_1UM_E_HS)] @sic RAS090068 sic@
1 +IL_RLC_Activate (tsc_RB25, tev_RLC_SeqNumDL_RB25 )
2 +L_RLC_Activate (tsc_RB27, tev_RLC_SeqNumDL_RB27 )
0 [(p_RbType = call_DCH_2AM_HS_DSCH)] @sic RSS090068 sic@
1 +IL_RLC_Activate (tsc_RB25, tev_RLC_SeqNumDL_RB25 )
2 +L_RLC_Activate (tsc_RB17, tev_RLC_SegNumDL_RB17 )
[(p_RbType = cell_DCH_B#KPS_RAB_SRE) OR @sic RBS090087 S1c@
HPS
1 +IL_RLC_Activate (tsc_RB20, tev_RLC_SeqNumDL_RB20 )
0 [TRUE] @sic Ras080142 5ic@
I_RLC_Activate (p_rbld : INTEGER | p_SeqNum : RLC_SequenceNumber )
0 CRLC ! CRLC_Ciphering_Activate_REQ ca_CRLC_DL_CipherActReq_r7 (tsc_CellDedicat

el tev_Cellindinfo. recentSecureDomain , p_tlg
.p_Cipheriode, p_Seghum _, p_inchodle)
1 CRLC ? CRLC_Ciphering_Activate_CNF ta_CRLC_CipherActCniitsc_CellDedicated )





5 Branches executed in test case 8.1.7.4

The test case implementation was executed with Integrity and ciphering enabled for PS domain.

6 Execution Log Files

6.1 Icera Espresso 300 UE

The Icera UE passed this test case on Rohde & Schwarz CRTU-W. The documentation below is enclosed as evidence of the successful test case run [1]:

· Execution log files 8_1_7_4-Icera-Logs\Index.html.
This execution log files in HTML format show the dynamic behaviour of the test in a tabular view and in message sequence chart (MSC) view. All message contents are fully decoded and listed in hexadecimal format. Preliminary verdicts and the final test case verdict are listed in the log file.

· PICS/PIXIT file 8_1_7_4-pics-pixit-Icera.html
Text file containing all PICS/PIXIT parameters used for testing

6.2 Qualcomm 8200 UE

The Qualcomm 8200 UE passed this test case on Rohde & Schwarz CRTU-W. The documentation below is enclosed as evidence of the successful test case run [1]:

· Execution log files 8_1_7_4-Qualcomm-Logs\Index.html.
This execution log files in HTML format show the dynamic behaviour of the test in a tabular view and in message sequence chart (MSC) view. All message contents are fully decoded and listed in hexadecimal format. Preliminary verdicts and the final test case verdict are listed in the log file.

· PICS/PIXIT file 8_1_7_4-pics-pixit-Qualcomm.html
Text file containing all PICS/PIXIT parameters used for testing

7 References

[1]
R5s090110
This archive comprises HTML Execution log files, PICS/PIXIT files and the TTCN MP file







�SEITE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�SEITE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�SEITE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�SEITE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�SEITE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�SEITE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�SEITE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�SEITE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�SEITE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �SEITE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�SEITE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�SEITE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�SEITE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�SEITE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�SEITE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�SEITE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�SEITE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�SEITE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�SEITE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�SEITE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�SEITE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





