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9.1.2.4
Authentication not accepted by the UE, MAC code failure

9.1.2.4.1
Test Purpose (TP)

(1)

with { a NAS signalling connection existing }

ensure that {

  when { the UE receives an AUTHENTICATION REQUEST message with invalid MAC code }

    then { the UE shall send an AUTHENTICATION FAILURE message to the network, with the reject cause #20 "MAC failure" }

            }

9.1.2.4.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clauses 5.4.2.6.

[TS 24.301, clause 5.4.2.6]

In an EPS authentication challenge, the UE shall check the authenticity of the core network by means of the AUTN parameter received in the AUTHENTICATION REQUEST message. This enables the UE to detect a false network.

During an EPS authentication procedure, the UE may reject the core network due to an incorrect AUTN parameter (see 3GPP TS 33.401 [19]). This parameter contains three possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the EMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.2.7, item c.

 

[TS 24.301, clause 5.4.2.7]

c)
Authentication failure (EMM cause #20 "MAC failure"):


The UE shall send an AUTHENTICATION FAILURE message, with EMM cause #20 "MAC failure" according to subclause 5.4.2.6, to the network and start timer T3418 (see example in figure 5.4.2.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3410, T3417, T3421 or T3430). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with EMM cause #20 "MAC failure", the network may initiate the identification procedure described in subclause 5.4.4. This is to allow the network to obtain the IMSI from the UE. The network may then check that the GUTI originally used in the authentication challenge corresponded to the correct IMSI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall send the IDENTITY RESPONSE message.

...


If the GUTI/IMSI mapping in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3418, if running, and then process the challenge information as normal.

9.1.2.4.3
Test description

9.1.2.4.3.1
Pre-test conditions

System Simulator:

-
Cell A

UE:

-
The test USIM contains a valid GUTI-1 and TAI-1, and EPS update status is "EU1: UPDATED"; EPS security context has been established and taken into use.
Preamble:

-
UE is in state Switched OFF (State 1) according to [18].

9.1.2.4.3.2
Test procedure sequence

Table 9.1.2.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch the UE on
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message
	-->
	ATTACH REQUEST
	-
	-

	3
	SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	Check: Does the UE respond with a AUTHENTICATION FAILURE message, with reject cause "MAC failure"?
	-->
	AUTHENTICATION FAILURE
	1
	P

	5
	SS transmits an IDENTITY REQUEST message requesting IMSI in the IE Identity type
	<--
	IDENTITY REQUEST
	-
	-

	6
	The UE responds with a correct IDENTITY RESPONSE message providing its IMSI in the IE Mobile Identity
	-->
	IDENTITY RESPONSE
	-
	-

	7
	SS transmits a correct AUTHENTICATION REQUEST message, RAND different to the one send in Step 3
	<--
	AUTHENTICATION REQUEST
	-
	-

	8
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message withis equal to the XRES calculated in the SS RES that ?
	-->
	AUTHENTICATION RESPONSE
	1
	P

	9
	SS transmits a NAS SECURITY MODE COMMAND message including the KSIASME of the new EPS security context (as provided in step 8)
	<--
	SECURITY MODE COMMAND
	-
	-

	10
	UE transmits a NAS SECURITY MODE COMPLETE message integrity protected and ciphered with the new EPS security context identified by the KSIASME received in the SECURITY MODE COMMAND message in step 9
	-->
	SECURITY MODE COMPLETE
	1
	P

	-
	EXCEPTION: Steps 11a1 to 11a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-
	-
	-

	11a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	ESM INFORMATION REQUEST
	-
	-

	11a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	ESM INFORMATION RESPONSE
	-
	-

	12
	SS responds with ATTACH ACCEPT. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT message
	<--
	ATTACH ACCEPT
	-
	-

	13
	The UE transmits an ATTACH COMPLETE message including an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message
	-->
	ATTACH COMPLETE
	-
	-

	-
	EXCEPTION: Step 14a1 describes behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place depending on the last sent by the UE PDN CONNECTIVITY REQUEST message, IE Protocol configuration options setting.
	-
	-
	-
	-

	14a1
	IF UE indicates in the PDN CONNECTIVITY REQUEST message, IE Protocol configuration options<>000AH (IP address allocation via NAS signalling) OR IE Protocol configuration options is not present THEN IP address/prefix allocation/configuration over the user plane takes place (see 6.2.2 [28] and TS 29.061).
	-
	-
	-
	-


9.1.2.4.3.3
Specific message contents

Table 9.1.2.4.3.3-1: AUTHENTICATION REQUEST (step 3, Table 9.1.2.4.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-7

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN
	Invalid MAC
	SS shall calculate the correct MAC value as specified in TS 33.102 and use any different value, e.g. correct_MAC+5.
	


Table 9.1.2.4.3.3-2: AUTHENTICATION RESPONSE (step 8, Table 9.1.2.4.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-8

	Information Element
	Value/remark
	Comment
	Condition

	Authentication response parameter
	RES equal to the XRES calculated in the SS with the parameters provided/indicated in the AUTHENTICATION REQUEST
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