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7.3
PDCP

<Start of new section>

7.3.3
PDCP Ciphering and deciphering
7.3.3.2
 Ciphering and Deciphering: Correct functionality of EPS UP encription algorithms (SNOW 3G)
7.3.3.2.1

Test Purpose (TP)
(1)
with { UE in E-UTRA RRC_CONNECTED state }
ensure that {
  when { UE is requested to achieve functionality of EPS UP encription algorithms with SNOW 3G }
      then { UE performs correct UP ciphering function in PDCP entities associated with DRBs. }
}
7.3.3.2.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.323, clause 5.6. 
[TS 36.323, clause 5.6]

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
7.3.3.2.3
Test description

7.3.3.2.3.1

Pre-test conditions

System Simulator:

-
Cell 1.

UE:
-
None.
Preabmble：

-
The UE shall be in Loopback Activation state (State 4) according to TS36.508.
7.3.3.2.3.2
Test procedure sequence
Table 7.3.3.2.3.2-1: Main Behavior

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	SS Transmits PDCP PDU on DRB ciphered.
	<--
	PDCP PDU
	-
	-

	2
	Check: Does the UE transmit loop backed PDCP PDU ciphered.
	-->
	PDCP PDU
	1
	P


7.3.3.2.3.3
Specific message contents
Table 7.3.3.2.3.3-1 SecurityModeCommand (in the preamble) 
	Derivation Path: TS36.508 clause 4.6.1 table 4.6.1-19

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfiguration SEQUENCE {
	
	
	

	          cipheringAlgorithm
	eea1
	
	

	          nextHopChainingCount
	 0
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
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