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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 11.2  which is part of the IMS-CC test suite. Only essential changes to the TTCN are applied and documented in section 4.

With these changes applied the test case can be demonstrated to run with one or more 3G IMS UEs 
(see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
TC_11_2

Test Group:
IMS_CC_AuthenticationTestCases_NAPP

ATS Version:
iwd-TVB2008-03_D08wk48

System Simulator used:
Rohde & Schwarz 3G system simulator CRTU-W

UE used:
Nokia S60 Platform

Verification Status:
PASS
4 Corrections introduced

4.1 Use different port numbers for new IPsec connections

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP

	Reason for change
	According to TS 34.229-1 clause 11.2 step 4 (see message contents for 401 Unauthorized message), it is requested that the SS uses different port numbers.

	Summary of change
	Different port numbers for the new  IPsec connection are set and all  SIP messages and templates are updated accordingly.

In order to faciliate port numbers update and not to define new pixit variables only for this test cased , a constant has been defined to increment all IPsec ports for the second IPsec security association.

	Label
	L#101
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[image: image2.png]// Step 4 - Send 401 Unauthorized including authentication challenge
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[image: image3.png]// Step 5 - Receive second REGISTER
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4.2 Use different port numbers for new IPsec connections

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP

	Reason for change
	According to  new  CR XXX to TS 34.229-1 clause 11.2, the UE does not execute the subscription procedure.

	Summary of change
	The subscription procedure is removed.

	Label
	L#102
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4.3  New nonce for second registration is needed.

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP, IMS_CC_Configuration, IMS_CC_RegisterTestSteps, IMS_CC_CommonSteps

	Reason for change
	According to TS 34.229-1 clause 11.2 step 4 (see message contents for 401 Unauthorized message), it is requested that the SS  uses a new AuthRand value to generate new AUTN taken and new nonce to be sent in the www-Authenticate header. 

	Summary of change
	A new  AuthRand value is used. In order to use the same standard procedures for computing keys and AUTN token, a new global variable gv_AuthRAND has been defined. In this way we just need to change its value in the test case when computing the new keys.

	Label
	L#103


In module IMS_CC_Configuration
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In module IMS_CC_RegisterTestSteps
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gv_Nonce := o_Bitstring2Base64 (gv AuthRMND| s v_auTM): // L#103]





In module IMS_CC_AuthenticationTestCases_NAPP
[image: image7.png]// Set a new huthRand for the new nonce computation
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[image: image8.png]// 55 gemerates authentication he sent in 401 message
gv_Nonce := o_Bitstring2Base64fgv_AuthRAND | v_AUTH); // L#103|




In module IMS_CC_AuthenticationTestCases (everywhere before sending 401 Unauthorized):

[image: image9.png]// 55 generates authenticatio he sent in 401 message
gv_Nonce := o_BitstringzBasecq(gv AUCHRAND| & v_AUTN); // L#103
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In module IMS_CC_CommonSteps:

[image: image11.png]v_xXDout.
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4.4  New function ts_SipUrl2Str

	Test step
	ts_SipUrl2Str


	Module name
	IMS_CC_CommonSteps.ttcn

	Reason for change
	New function needed for building a string from the SipUrl to be used int XML body within the Notify message 

	Summary of change
	Function ts_SipUrl2Str implemented 

	Label
	L#118


4.5 nc nonce counter in authentication header of first Register during second registration (Step 3 in the expected sequence)

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP

	Reason for change
	The nonce counter in the authentication header is incorrect, it should be incremented by 1 when attempting a new authentication using the same nonce value.

	Summary of change
	Expected nc set to 2. 

	Label
	L#119
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4.6  Configuration of IPLayer for second security association

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP

	Reason for change
	Because different ports and authentication keys are used in the new IPsec connection, the IP layer needs to be configured accordingly. 

	Summary of change
	A new function ts_Store2ndSA has been coded and called before sending the 401 Unauthorized message  in order to prepare the IPLayer to open the correct IPsec ports

	Label
	L#104
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4.7 Correction of XML part in the NOTIFY message.

	Test case
	TC_11_2, ts_SetCommonSteps


	Module name
	IMS_CC_AuthenticationTestCases_NAPP,  IMS_CC_CommonSteps.

	Reason for change
	The ‘contact’ XML field in the body part of the NOTIFY message is incorrectly coded.

According to TS 34.229-1 A.1.6 the value should be “same value as in Contact header of REGISTER request”, in particular the secure port shall be included, if the REGISTER message contains it in its Contact header.

	Summary of change
	The value has been correctly extracted from the previous Register message and used for building the correct XML contents in the NOTIFY message.

	Label
	L#105


In module IMS_CC_CommonSteps
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In module IMS_CC_AuthenticationTestCases_NAPP
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4.8 To tag in 200Ok to the  NOTIFY message.

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP,  

	Reason for change
	The To tag shall be the same as used in the Notify message

	Summary of change
	To tag corrected

	Label
	L#107
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4.9 Expire timer / 10% tolerances 

	Test case
	TC_11_2


	Module name
	IMS_CC_AuthenticationTestCases_NAPP  

	Reason for change
	The timer value should be set with 10 % tolerances

	Summary of change
	To tag corrected

	Label
	L#108
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5
Branches executed in test case

-

6
Execution Log Files

See associated CR R5s080314.
7
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