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15.13.5
Test requirements

SS must check that all the HTTP requests sent by the UE are syntactically correct HTTP 1.1 messages (as specified in RFC 2616 [69]). SS must also check that the UE can authenticate itself with the mechanism UE supports:

-
If the UE supports IMS security, it shall use HTTP Digest authentication with either explicitly configured username and password to be used for XCAP or rely on the IMS AKA credentials from USIM or ISIM.

-
If the UE supports Early IMS security, it shall either use HTTP Digest authentication or no explicit authentication method at all. 

If the UE supports HTTP Digest authentication for XCAP, SS must check that the UE provides correct credentials for the user within Authorization header (as specified in RFC 2617 [16] or RFC 3310 [17]). If the UE, which supports HTTP Digest for XCAP, does not provide the credentials and a valid nonce within its initial request the SS shall challenge the UE by sending 401 response to it.

SS must check that in all the HTTP requests sent by the UE the XCAP URI (which appears in the Request Line of the HTTP request as specified in RFC 4825 [70]) refers correctly to the simservs document. In such XCAP URI the document selector consists of the following path segments (separated by a slash) in this order:

-
Configured XCAP root URI

-
simservs.ngn.etsi.org
-
users
-
px_PublicUserIdentity

-
simservs.xml
The node selector of the XCAP URI must identify a valid part of a simservs document or whole document itself.

SS must check that within the steps 2 and 4 the UE sends one syntactically XML Common Policy Markup Language body (as specified in the XML schema within RFC 4745 [71]) within each HTTP PUT request for simservs document to activate and deactivate the Incoming Communication Barring. Calls from user "sip:user@domain.com" shall always be allowed. SS must check that the UE indicates the presence of such a XML body in HTTP request by including Content-Type header with value application/simservs+xml.
SS must check that after step 2 the simservs document stored in the SS contains the following pieces of information supplied by the UE. Note that the UE has two alternative ways for expressing the desired barring behaviour:

Option 1:

-
<incoming-communication-barring> element with "active" attribute set as "true"

-
within <cp:ruleset> one <cp:rule> element for incoming communications barring as follows:

-
<cp:conditions> element containing an <cp:identity> element containing a <cp:many> element 

-
element <cp:except id="sip:user@domain com"> within the <cp:many> element

-
<cp:actions> element containing <allow> element with value "false"

Option 2:

-
<incoming-communication-barring> element with "active" attribute set as "true"

-
within <cp:ruleset> two rules as follows:

-
one <cp:rule> element for incoming communications barring as follows:

-
<cp:conditions> element containing an <cp:identity> element 

-
element <cp:one id="sip:user@domain com"> within the <cp:identity> element

-
<cp:actions> element containing <allow> element with value "true"

-
another <cp:rule> element for incoming communications barring as follows:

-
<cp:conditions> element containing an empty <ocp:other-identity> element 

-
<cp:actions> element containing <allow> element with value "false"

SS must check that after step 4 the simservs document stored in the SS contains the following pieces of information supplied by the UE:

-
<incoming-communication-barring> element with "active" attribute being set "false"

15.17
Creating and leaving a conference

15.17.1
Definition and applicability
Test to verify that the UE is able to create an IMS MTSI voice conference to the conference focus using conference factory URI. This process is described in 3GPP TS 24.229 [10], TS 24.173 [65] and TS 24.147 [84]. The test case is applicable for IMS security or early IMS security.
15.17.2
Conformance requirement

[TS 24.147, clause 5.3.1.3]:

A conference can be created by means of SIP, as described in subclause 5.3.1.3.2 or subclause 5.3.1.3.3.

NOTE:
Additionally, creation of a conference can be provided by other means.

The conference participant shall make use of the procedures for session establishment as described in subclauses 5.1.2A and 5.1.3 of 3GPP TS 24.229 when creating conferences by means of SIP.

...

Upon a request to create a conference with a conference factory URI, the conference participant shall:

1)
generate an initial INVITE request in accordance with subclause 5.1.3.1 of 3GPP TS 24.229; and

2)
set the request URI of the INVITE request to the conference factory URI.

On receiving a 200 (OK) response to the INVITE request with the "isfocus" feature parameter indicated in Contact header, the conference participant shall store the content of the received Contact header as the conference URI. In addition to this, the conference participant may subscribe to the conference event package as described in RFC 4575 by using the stored conference URI.

NOTE 1:
A conference participant can decide not to subscribe to the conference event package for conferences with a large number of attendees, due to, e.g. the signalling traffic caused by the notifications about users joining or leaving the conference.

NOTE 2:
A conference can also be created with a conference URI. The procedures for this case at the conference participant are identical to those for joining a conference, as described in subclause 5.3.1.4.1. It is not assumed that the conference participant is aware that the conference gets created in this case.

NOTE 3:
Discovery mechanisms for the conference factory URI are outside the scope of the present document.

...

Early IMS security:

NOTE 1:
Early IMS security does not allow SIP requests to be protected using an IPsec security association because it does not perform a key agreement procedure.
Reference(s)

3GPP TS 24.229[10], clauses 5.1.2A and 5.1.3, TS 24.173 [65], Annex G and TS 24.147 [84], clause 5.3.1.3.
15.17.3
Test purpose

1)
To verify that when creating a conference with conference factory URI the UE performs correct exchange of  SIP protocol signalling messages  with the conference factory; and

2)
To verify that within SIP signalling the UE performs the correct exchange of SDP messages for negotiating media and indicating preconditions for resource reservation (as described by  3GPP TS 24.229 [10], clause 6.1).

3)
To verify the correct SIP message exchange if the UE optionally subscribes to the conference event package.
15.17.4
Method of test
Initial conditions

UE contains either SIM application  (early IMS security), ISIM and USIM applications or only USIM application on UICC. UE has activated a PDP context, discovered P-CSCF and registered to IMS services, by executing the generic test procedure in Annex C.2 or C.2a (early IMS security only) up to the last step.

SS is configured with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) configured on the UICC card equipped into the UE. SS has performed AKAv1-MD5 authentication with the UE and accepted the registration (IMS security).

Related ICS/IXIT Statement(s)
Support for initiating a session

(Yes/No)
Support for MTSI
(Yes/No)

Support for speech
(Yes/No)
Support for Conference
(Yes/No)
Support for integration of resource management and SIP (use of preconditions)
(Yes/No)

IMS security (Yes/No)

Early IMS security (Yes/No)
Test procedure

1-7) UE creates the voice conference. The same procedure as in steps 1 - 7 of clause 12.12.4 (MO speech call with resource reservation) are used to create the conference into the conference focus and negotiate the media.

8)
SS responds to the INVITE request with valid 200 OK response.

9)
SS waits for the UE to send an ACK to acknowledge receipt of the 200 OK for INVITE.
10)
SS waits the UE to optionally subscribe to the conference event package with a SUBSCRIBE message
11)
If UE sent SUBSCRIBE, SS responds to it with 200 OK response.
12)
If UE sent SUBSCRIBE, SS sends a NOTIFY for the conference event package to the UE.

13) If SS sent a NOTIFY, SS waits the UE to respond the NOTIFY with 200 OK.

14)
UE leaves the created conference. SS waits the UE to send a BYE request.

15)
SS responds to the BYE request with valid 200 OK response.
Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1-7
	
	Messages in MO speech call test case (clause 12.12.4)
	The same messages as in steps 1 - 7 of clause 12.12.4 are used

	8
	(
	200 OK
	The SS responds INVITE with 200 OK and gives the final conference URI within the response

	9
	(
	ACK
	The UE acknowledges the receipt of 200 OK for INVITE

	10
	(
	SUBSCRIBE
	Optional: UE subscribes the conference event

	11
	(
	200 OK
	Optional: SS responds to the subscription

	12
	(
	NOTIFY
	Optional: SS sends the initial state of the conference event to the UE

	13
	(
	200 OK
	Optional: UE responds to the NOTIFY

	14
	(
	BYE
	The UE leaves the conference with BYE

	15
	(
	200 OK
	The SS sends 200 OK for BYE


NOTE:
The default messages contents in annex A are used with condition “IMS security“ or “early IMS security” when applicable

Specific Message Contents

The specific message contents for steps 1 - 7 is otherwise identical to what has been specified in test case 12.12, but with the additional exceptions to steps 1 and 3 as below:

INVITE (Step 1)

	Header/param
	Value/remark

	Request-Line
	

	
Request-URI
	px_ConferenceFactoryUri

	To
	

	
addr-spec
	px_ConferenceFactoryUri


183 Session in Progress for INVITE (Step 3)

	Header/param
	Value/remark

	Contact
	

	
addr-spec
	px_TemporaryConferenceUri

	
feature-param
	isfocus


200 OK for INVITE (Step 8)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in annex A.3.1 with the following exceptions:
	Header/param
	Value/remark

	Record-Route
	

	
rec-route
	Same value as in the 183 response

	Contact
	

	
addr-spec
	px_FinalConferenceUri

	
feature-param
	isfocus


ACK (Step 9)

Use the default message “ACK” in annex A.2.7.
SUBSCRIBE (Step 10)

Use the default message “SUBSCRIBE for conference event package” in annex A.5.1.

200 OK for SUBSCRIBE (Step 11)

Use the default message “200 OK for SUBSCRIBE” in annex A.5.2.
NOTIFY (Step 12)

Use the default message “NOTIFY for conference event package” in annex A.5.3. 
200 OK for NOTIFY (Step 13)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in annex A.3.1.
BYE (Step 14)

Use the default message “BYE” in annex A.2.8 but with the following exceptions:

	Header/param
	Value/remark

	Request-Line
	

	
Request-URI
	px_FinalConferenceUri


200 OK for BYE (Step 15)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in annex A.3.1.
15.17.5
Test requirements

SS must check that if the UE uses IMS security, it sends all the requests over the security associations set up during registration, in accordance to 3GPP TS 24.229 [10], clause 5.1.1.5.1.
Steps 1-7: See the Test requirements of test case 12.12.

Step 9: the UE shall send an ACK request with the correct content, according to common message definitions.

Step 10: the UE shall optionally send a SUBSCRIBE request with the correct content, according to common message definitions.
Step 13: the UE shall respond to the NOTIFY sent by the SS
< ***** Beginning of the second change *****>
A.5
Default messages for Conferencing
A.5.1
SUBSCRIBE for conference event package

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	
	
	
	RFC 3261 [15]

	
Method
	
	SUBSCRIBE
	
	

	
Request-URI
	
	px_FinalConferenceUri
	
	

	
SIP-Version
	
	 SIP/2.0
	
	

	Route
	
	order of the parameters in this header must be like in this table
	
	RFC 3261 [15]

	
route-param
	A1
	<sip:px_pcscf:protected server port of P-CSCF;lr>, <sip:px_scscf;lr>
	
	

	      route-param
	A2
	<sip:px_pcscf: unprotected server port of P-CSCF (optional);lr>, <sip:px_scscf;lr>
	
	

	Via
	
	
	
	RFC 3261 [15]

	
sent-protocol
	
	SIP/2.0/UDP  when using UDP or SIP/2.0/TCP  when using TCP
	
	

	
sent-by
	A1
	IP address or FQDN and protected server port of the UE
	
	

	
sent-by
	A2
	IP address or FQDN and unprotected server port of the UE
	
	

	
via-branch

	
	value starting with ‘z9hG4bk’
	
	

	From
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_PublicUserIdentity
	
	

	
tag
	
	must be present, value not checked but stored for later reference
	
	

	To
	
	
	
	RFC 3261 [15]

	
addr-spec

	
	px_FinalConferenceUri
	
	

	
tag

	
	not present
	
	

	Contact
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
addr-spec
	A2
	SIP URI with IP address or FQDN and unprotected server port of UE
	
	

	Expires
	
	
	
	RFC 3261 [15]

	
delta-seconds
	
	must be present but value not checked
	
	

	Security-Verify
	A1
	
	
	RFC 3329 [21]

	
sec-mechanism
	
	same value as SecurityServer header sent by SS
	
	

	Require
	A1
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Proxy-Require
	A1
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	CSeq
	
	
	
	RFC 3261 [15]

	
value
	
	must be present, value not checked
	
	

	
method
	
	SUBSCRIBE
	
	

	Call-ID
	
	
	
	RFC 3261 [15]

	
callid
	
	value not checked, but stored for later reference
	
	

	Max-Forwards
	
	
	
	RFC 3261 [15]

	
value
	
	non-zero value
	
	

	P-Access-Network-Info
	A1
	(header optional when A2)
	
	RFC 3455 [18]

	
access-net-spec
	
	access network technology and, if applicable, the cell ID
	
	

	Accept 
	
	
	
	RFC 3261 [15]
RFC 3680 [22]

	
media-range
	
	application/conference-info+xml
	
	

	Event
	
	
	
	RFC 3265 [34]
RFC 3680 [22]

	
event-type
	
	conference
	
	

	Content-Length
	
	
	
	RFC 3261 [15]

	
value
	
	length of request body, if such is present
	
	


	Condition
	Explanation

	A1
	IMS security (A.6a/2)

	A2
	early IMS security (A.6a/1)


Note1:
All choices for applicable conditions are described for each header.

A.5.2
200 OK for SUBSCRIBE

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Status-Line
	
	
	
	RFC 3261 [15]

	
SIP-Version
	
	SIP/2.0
	
	

	
Status-Code
	
	200
	
	

	
Reason-Phrase
	
	OK
	
	

	Via
	
	
	
	RFC 3261 [15]

	
via-parm
	
	same value as received in SUBSCRIBE message
	
	

	To
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_PublicUserIdentity
	
	

	
tag
	
	px_ToTagSubscribeConferenceDialog
	
	

	From
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	same value as received in SUBSCRIBE message
	
	

	
tag
	
	same value as received in SUBSCRIBE message
	
	

	Call-ID
	
	
	
	RFC 3261 [15]

	
callid
	
	same value as received in SUBSCRIBE message
	
	

	CSeq
	
	
	
	RFC 3261 [15]

	
value
	
	same value as received in SUBSCRIBE message
	
	

	Contact
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_FinalConferenceUri
	
	

	Expires
	
	
	
	RFC 3261 [15]

	
delta-seconds
	
	7200
	
	

	Record-Route
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	px_pcscf: protected server port of SS 
	
	

	
addr-spec
	A2
	px_pcscf: unprotected server port of SS (optional) 
	
	

	
uri-parameter
	
	Lr
	
	

	Content-Length
	
	
	
	RFC 3261 [15]

	
value
	
	0
	
	


	Condition
	Explanation

	A1
	IMS security (A.6a/2)

	A2
	early IMS security (A.6a/1)


Note1:
All choices for applicable conditions are described for each header.

A.5.3
NOTIFY for conference event package

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	
	
	
	RFC 3261 [15]

	
Method
	
	NOTIFY
	
	

	
Request-URI
	
	UE’s contact address in SIP URI form, as provided in the Contact header within the SUBSCRIBE creating the dialog
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Via
	
	order of the parameters in this header must be like in this table
	
	RFC 3261 [15]

	
via-parm1:
	
	
	
	

	

Sent-protocol
	
	SIP/2.0/UDP  when using UDP or SIP/2.0/TCP  when using TCP
	
	

	

sent-by
	A1
	IP address and protected server port of SS
	
	

	

sent-by
	A2
	IP address and unprotected server port of SS (optional)
	
	

	

via-branch
	
	value starting with ‘z9hG4bk’
	
	

	
via-parm2:
	
	
	
	

	

sent-protocol
	
	SIP/2.0/UDP  when using UDP or SIP/2.0/TCP  when using TCP
	
	

	

sent-by
	
	px_scscf
	
	

	

via-branch

	
	value starting with ‘z9hG4bk’
	
	

	From
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_FinalConferenceUri
	
	

	
tag
	
	tag value corresponding to the SIP URI in the From header
	
	

	To
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_PublicUserIdentity
	
	

	
tag

	
	tag value corresponding to the SIP URI in the To header
	
	

	Call-ID
	
	
	
	RFC 3261 [15]

	
callid
	
	same as value received in SUBSCRIBE message
	
	

	CSeq
	A1,A2
	
	
	RFC 3261 [15]

	
value
	
	value of CSeq sent by the SS within its previous request in the same dialog but increased by one
	
	

	
method
	
	NOTIFY
	
	

	Contact
	
	
	
	RFC 3261 [15]

	
addr-spec
	
	px_FinalConferenceUri
	
	

	Content-Type
	
	
	
	RFC 3261 [15]
RFC 4575 [86]

	
media-type
	
	application/conference-info+xml
	
	

	Event
	A1,A2
	
	
	RFC 3265[34]
RFC 4575 [86]

	
event-type
	
	conference
	
	

	Max-Forwards
	
	
	
	RFC 3261 [15]

	
value
	
	69
	
	

	Subscription-State
	
	
	
	RFC 3265[34]

	
substate-value
	
	active
	
	

	
expires
	
	7200
	
	

	Content-Length
	
	
	
	RFC 3261 [15]
RFC 4575 [86]

	
value
	
	length of message-body
	
	

	Message-body
	
	 <?xml version="1.0" encoding="UTF-8"?>

 <conference-info   xmlns="urn:ietf:params:xml:ns:conference-info">

                      entity="px_FinalConferenceUri" 

                      state="full" 

                      version="0" 
   <users>
     <user entity=" px_PublicUserIdentity">

      <endpoint entity=" Contact URI of the UE">

       <status>connected</status>

       <joining-method>dialed-in</joining-method>

       <media id="1">

        <type>audio</type>

        <label>34567</label>

        <src-id>SSRC of UE's RTP packets</src-id>

        <status>sendrecv</status>

       </media>

      </endpoint>

     </users>

   </conference-info>
	
	


	Condition
	Explanation

	A1
	IMS security (A.6a/2)

	A2
	early IMS security


Note1:
All choices for applicable conditions are described for each header.
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