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15.11.5
Test requirements

SS must check that if the UE uses IMS security, it sends all the requests over the security associations set up during registration, in accordance to 3GPP TS 24.229 [10], clause 5.1.1.5.1.
Step 1: the UE shall send an INVITE or UPDATE message with correct content. The UE shall include the same lines in the SDP body as in its previous offer but with the following exceptions:

-
Version number of the SDP shall be incremented by one; and

-
Either to add a session level direction attribute (and remove the direction attributes of all the media lines) or modify the direction attributes of all the media lines as follows:

-
If the directionality of the media lines were originally as "recvonly" then the directionality attributes within the INVITE in step 1 shall be "inactive"  

-
If the directionality of the media lines were originally as "sendrecv"then the directionality attributes within the INVITE in step 1 shall be "sendonly"

...

Step 5: the UE shall send an INVITE or UPDATE message so that the value of the directionality attributes within the SDP body have been restored to their original values. The UE may use either a single session level attribute or separate attributes for each media line. Version number of the SDP shall again be incremented by one.

15.13
Incoming Communication Barring except for a specific user

15.13.1
Definition and applicability
Test to verify that the UE activates and deactivates IMS Multimedia Telephony Communication Barring (CB) correctly when incoming calls are allowed from one single address only. This process is described in 3GPP TS 24.173 [65], Annex E. The test case is applicable for IMS security or early IMS security.
15.13.2
Conformance requirement

Generic requirements for activating and deactivating Communication Barring can be found from Annexes F.1 and F.5 of this document. Summary of the XML conditions specific to this test case is given here:

[TS 24.173, Annex E]:
cp:identity: This condition evaluates to true when the remote user's identity matches with the value of the identity element. The interpretation of all the elements of this condition is described in the in the common policy draft (see RFC 4745). In all other cases the condition evaluates to false.
The Identity that is matched  shall be taken from the P-Asserted-Identity header field and additionally may be taken from the From header field or the Referred-By header field
...
ocp:other‑identity: If present in any rule, the "other‑identity" element, which is empty, matches all identities that are not referenced in any rule. It allows for specifying a default policy. The exact interpretation of this condition is specified in OMA‑TS‑XDM_Core.
Reference(s)

3GPP TS 24.173 [65], Annex E and I.
15.13.3
Test purpose

1)
To verify that the UE can request activation of Incoming Communication Barring with a correctly composed HTTP PUT request; and
2)
To verify that the UE can request deactivation of Incoming Communication Barring; and

3)
To verify that the UE supporting HTTP Digest authentication can authenticate its HTTP requests by including a correctly composed Authorization header with credentials of the user to the request. The UE may either include the Authorization header to its initial request or when sending the request again after receiving 401 response from SS.
15.13.4
Method of test
Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is configured with the name of the XCAP root directory on the XCAP server and the user's directory name. If needed the UE is also configured with the HTTP Digest password to be used for XCAP. UE has activated a PDP context with SS.
SS is configured with the HTTP Digest password for XCAP or shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) configured on the UICC card equipped into the UE.

Related ICS/IXIT Statement(s)
Support for MTSI
(Yes/No)

Support for initiating a session

(Yes/No)

IMS security (Yes/No)
Early IMS security
(Yes/No)
Test procedure

1)
Incoming Communication Barring is activated on the UE so that all incoming calls will be barred except when the SIP URI of the caller is "sip:user@domain.com". 

2)
UE and SS exchange a sequence of HTTP requests and responses. In this sequence UE may query the contents of the simservs document or selected parts of it. The UE shall authenticate itself and add a rule for barring incoming communication from all other users except "sip:user@domain.com" and finally activate the incoming communication barring.

3)
Incoming Communication Barring is deactivated on the UE. 

4)
UE and SS exchange a sequence of HTTP requests and responses. In this sequence UE may query the contents of the simservs document or selected parts of it. The UE shall authenticate itself and deactivate the incoming communication barring. The UE may also delete any rules for incoming communication barring.
15.13.5
Test requirements

SS must check that all the HTTP requests sent by the UE are syntactically correct HTTP 1.1 messages (as specified in RFC 2616 [69]). SS must also check that the UE can authenticate itself with the mechanism UE supports:

-
If the UE supports IMS security, it shall use HTTP Digest authentication with either explicitly configured username and password to be used for XCAP or rely on the IMS AKA credentials from USIM or ISIM.

-
If the UE supports Early IMS security, it shall either use HTTP Digest authentication or no explicit authentication method at all. 

If the UE supports HTTP Digest authentication for XCAP, SS must check that the UE provides correct credentials for the user within Authorization header (as specified in RFC 2617 [16] or RFC 3310 [17]). If the UE, which supports HTTP Digest for XCAP, does not provide the credentials and a valid nonce within its initial request the SS shall challenge the UE by sending 401 response to it.

SS must check that in all the HTTP requests sent by the UE the XCAP URI (which appears in the Request Line of the HTTP request as specified in RFC 4825 [70]) refers correctly to the simservs document. In such XCAP URI the document selector consists of the following path segments (separated by a slash) in this order:

-
Configured XCAP root URI

-
simservs.ngn.etsi.org
-
users
-
px_PublicUserIdentity
-
simservs.xml
The node selector of the XCAP URI must identify a valid part of a simservs document or whole document itself.

SS must check that within the steps 2 and 4 the UE sends one syntactically XML Common Policy Markup Language body (as specified in the XML schema within RFC 4745 [71]) within each HTTP PUT request for simservs document to activate and deactivate the Incoming Communication Barring. Calls from user "sip:user@domain.com" shall always be allowed. SS must check that the UE indicates the presence of such a XML body in HTTP request by including Content-Type header with value application/simservs+xml.
SS must check that after step 2 the simservs document stored in the SS contains the following pieces of information supplied by the UE. Note that the UE has two alternative ways for expressing the desired barring behaviour:

Option 1:
-
<incoming-communication-barring> element with "active" attribute set as "true"

-
within <cp:ruleset> one <cp:rule> element for incoming communications barring as follows:

-
<cp:conditions> element containing an <cp:identity> element containing a <cp:many> element 

-
element <cp:except id="sip:user@domain com"> within the <cp:many> element

-
<cp:actions> element containing <allow> element with value "false"
Option 2:

-
<incoming-communication-barring> element with "active" attribute set as "true"

-
within <cp:ruleset> two rules as follows:

-
one <cp:rule> element for incoming communications barring as follows:

-
<cp:conditions> element containing an <cp:identity> element 

-
element <cp:one id="sip:user@domain com"> within the <cp:identity> element

-
<cp:actions> element containing <allow> element with value "true"

-
another <cp:rule> element for incoming communications barring as follows:

-
<cp:conditions> element containing an empty <ocp:other-identity> element 

-
<cp:actions> element containing <allow> element with value "false"

SS must check that after step 4 the simservs document stored in the SS contains the following pieces of information supplied by the UE:

-
<incoming-communication-barring> element with "active" attribute being set "false"
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