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1. Introduction

The feasibility of HNB is being studied in RAN WG4 and the results are being captured in TR 25.820.  The scope of TR 25.820, extracted from the report [6], is as follows:

	1. Scope

This document is a technical report of the study item on Home NodeB/eNodeB [1].  The goal of this study item is,

•
To characterise the 3G Home NodeB environment.  Whenever possible the scenarios defined as part of this study shall be of benefit to the LTE Home eNodeB investigation.

•
To determine the feasibility of a solution and to outline any obstacles

•
High level HNB requirements are understood not to be complete; hence the report includes a description of the motivation of requirements needed to progress the work

•
Whenever possible to offer recommendations for specifications


As part of the report, RAN WG3 was asked to comment on the access network architecture assumptions for the HNB that may affect the characterization of the 3G Home NodeB environment.  It is our understanding that the RAN WG3 contribution to the TR is to document feasible access network architecture options.

At RAN WG3 #58, contributions from NSN [1][2] and Motorola [3] discussed possible approaches to the HNB access network architecture and the options for the interface between the HNB and the HNB Gateway in the operator’s network.  

This contribution provides a more detailed description of one possible HNB network architecture and interface based on 3GPP GAN.
2. Discussion

Generic Access Network (GAN) as defined in TS 43.318 [4] and TS 44.318 [5] is a current 3GPP standard which may be used to support HNB.   The following sections describe the application of GAN to HNB.
2.1
GAN Variant of Iu-based HNB Architecture
The following figure illustrates HNB functional architecture utilizing GAN Iu mode [4] as a basis for the architecture. The key consideration for the proposed architecture is the functional split of the traditional RNC role between the HNB and HNB GW. In this architecture, it is proposed that HNB is responsible for the radio aspects and the HNB GW is responsible for CN connectivity.  
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Figure 1: HNB functional architecture based on GAN Iu mode
The main features of the GAN based HNB architecture are:

· Co-existence with the UMTS Terrestrial Radio Access Network (UTRAN) and interconnection with the Core Network (CN) via the standardized interfaces defined for UTRAN:

-
Iu-cs interface for circuit switched services as overviewed in TS 25.410 [7].

-
Iu-ps interface for packet switched services as overviewed in TS 25.410 [7].

-
Iu-pc interface for supporting location services as described in TS 25.450 [8].

-
Iu-bc interface for supporting cell broadcast services as described in TS 25.419 [9].
· User Equipment (UE): A standard 3G handset device as defined in TS 23.101 [10]

· Home Node-B (HNB). The HNB is customer premise equipment (CPE) which offers a standard radio interface (Uu) for UE connectivity. The HNB provides the radio access network connectivity to the UE using the GAN Iu mode Up interface as defined in TS 43.318 [4] and the extensions proposed in section 2.4 of this document.
· Home Node-B Gateway (HNB-GW). The HNB GW entity is the same as the Generic Access Network Controller (GANC) defined for GAN Iu mode. The functionality of the GANC defined for GAN Iu mode in TS 43.318 is modified so as to allow a different CPE device type (i.e., the HNB as opposed to a dual mode MS) to be connected over the generic IP access network. The HNB-GW entity inter-works between the Iu interfaces and the GAN Iu mode Up interface using the following functionality:

· Control plane functionality:

· Security Gateway (SEGW) for the set-up of a secure IPSec tunnel to the HNB for mutual authentication, encryption and data integrity

· SEGW Encapsulating Security Payload (ESP) processing of Up interface control plane packets

· GAN Discovery support and Default HNB-GW assignment

· GAN Registration support including provision of GAN system information to the HNB and possible redirection to a different Serving HNB-GW

· Management of GAN bearer paths for CS and PS services, including the establishment, administration, and release of control and user plane bearers between the HNB and the HNB-GW

· Functionality providing support for paging and handover procedures

· Transparent transfer of L3 messages (i.e., NAS protocols) between the UE and core network

· User plane functionality:

· SEGW Encapsulating Security Payload (ESP) processing of Up interface user plane packets

· The interworking of circuit switched user data between the Up interface and the Iu-cs interface

· The interworking of packet switched user data between the Up interface and the Iu-ps interface
· A generic IP access network provides connectivity between the HNB and the HNB-GW. The IP transport connection extends from the HNB-GW to the HNB. A single interface, the Up interface, is defined between the HNB-GW and the HNB.

· Transaction control (e.g. CC, SM) and user services are provided by the core network (e.g. MSC/VLR and the SGSN/GGSN).

· Use of AAA server over the Wm interface as defined by 3GPP TS 29.234 [11]. The AAA server is used to authenticate the HNB when it sets up a secure tunnel.

· HNB management system entity is introduced to manage the configuration of HNB in a scalable manner. The HNB management system utilizes standard CPE device management interface as described in DSL Forum technical specifications TR-069 [12]. It should be noted that the TR-069 interface although shown to be extending from HNB-GW, it is between the HNB and HNB Mgmt system channelled via the Up interface’s secure tunnel.
2.2
Functional split between HNB and HNB-GW
Table 5.1 in TS 25.410 [7] defines the functional split between the core network and the UTRAN. The following table is an extension to the mentioned table in TS 25.410 [7] and is used to capture the proposed functional split between the HNB and HNB GW. 

As seen from the table below, the radio management functions are delegated to the HNB, whereas the core network connectivity functionality is maintained in the HNB-GW. Additionally, certain functions require co-ordination between the HNB and HNB-GW and as such these functions are expected to be managed by both HNB and HNB-GW. “Paging” is an example of such functionality where co-ordination between HNB and HNB-GW is necessary. Paging from CN must be processed by the HNB-GW to determine the precise HNB (and the corresponding UE) which must be targeted for the Paging owing primarily to the un-coordinated nature of the HNB deployment. 

Table 1: GAN Based HNB Architecture Functional split

	Function
	UTRAN
	CN

	
	HNB
	HNB GW
	

	RAB management functions:
	
	
	

	RAB establishment, modification and release
	X
	
	X

	RAB characteristics mapping Iu transmission bearers
	
	X
	

	RAB characteristics mapping Uu bearers
	X
	
	

	RAB queuing, pre-emption and priority
	X
	
	X

	
	
	
	

	Radio Resource Management functions:
	
	
	

	Radio Resource admission control
	X
	
	

	Broadcast Information
	X
	
	X

	
	
	
	

	Iu link Management functions:
	
	
	

	Iu signalling link management
	
	X
	X

	ATM VC management
	
	X
	X

	AAL2 establish and release
	
	X
	X

	AAL5 management
	
	X
	X

	GTP-U Tunnels management
	
	X
	X

	TCP management
	
	X
	X

	Buffer Management
	X
	X
	

	
	
	
	

	Iu U-plane (RNL) Management:
	
	
	

	Iu U-plane frame protocol management
	
	
	X

	Iu U-plane frame protocol initialization
	
	X
	

	
	
	
	

	Mobility management functions:
	
	
	

	Location information reporting
	X
	X
	X

	Handover and Relocation
	
	
	

	  Inter RNC hard HO, Iur not used or not available
	X
	X
	X

	  Serving RNS Relocation (intra/inter MSC)
	X
	X
	X

	  Inter system hard HO (UMTS-GSM)
	X
	X
	X

	Inter system Change (UMTS-GSM)
	X
	X
	X

	Paging Triggering
	
	
	X

	GERAN System Information Retrieval
	X
	X
	X

	
	
	
	

	Security Functions:
	
	
	

	Data confidentiality
	
	
	

	   Radio interface ciphering
	X
	
	

	   Ciphering key management
	
	
	X

	   User identity confidentiality
	X
	
	X

	Data integrity
	
	
	

	   Integrity checking
	X
	
	

	   Integrity key management
	
	
	X

	
	
	
	

	Service and Network Access functions:
	
	
	

	CN Signalling data
	X
	X
	X

	Data Volume Reporting
	X
	
	

	UE Tracing
	X
	X
	X

	Location reporting
	X
	X
	X

	
	
	
	

	Iu Co-ordination functions:
	
	
	

	Paging co-ordination
	X
	X
	X

	NAS Node Selection Function
	
	X
	

	MOCN Rerouting Function
	
	X
	X

	
	
	
	

	MBMS functions
	X
	X
	X

	MBMS RAB Management
	X
	X
	X

	MBMS UE Linking Function
	X
	X
	X

	MBMS Registration Control Function
	X
	X
	X

	MBMS Enquiry Function
	X
	X
	X


2.3
Protocol Architecture
In the figures in this section, all unshaded boxes represent standard protocols, with no changes, as defined for the respective interfaces.  Shaded boxes represent modifications to the standard protocols, which are explained in section 2.4.  The descriptive text supporting the figures is functionally equivalent to that of TS 43.318 [4] and uses HNB terminology to explain how GAN Iu-mode is applied to the HNB architecture.

2.3.1
CS Domain – Control Plane
The HNB architecture in support of the CS domain control plane is illustrated in figure 2.
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Figure 2: CS Domain Control Plane Architecture

The main features of the HNB CS domain control plane architecture are as follows:

· The underlying Access Layers and Transport IP layer provides the generic connectivity between the HNB and the HNB-GW.

· The IPsec layer provides encryption and data integrity between the HNB and HNB-GW.

· The Remote IP layer is the ‘inner’ IP layer for IPsec tunnel mode and is used by the HNB to be addressed by the HNB-GW. The Remote IP layer is configured during the IPsec connection establishment.

· A TCP connection is used to provide reliable transport for both the GA-RC and GA-RRC signalling (described below) between the HNB and HNB-GW. The TCP connection is managed by GA-RC and is transported using the Remote IP layer.

· NAS protocols, such as MM and above, are carried transparently between the UE and MSC.

· The Generic Access Resource Control (GA-RC) protocol manages the Up session, including the GAN discovery and registration procedures.

· The Generic Access Radio Resource Control (GA-RRC) protocol performs functionality equivalent to the UTRAN RRC protocol, using the underlying Up session managed by the GA-RC. Note that GA-RRC includes both CS service and PS service-related signalling messages.

· The HNB-GW terminates the CS-related GA-RRC protocol and inter-works it to the RANAP protocol over the Iu-cs interface.

· The Iu-cs signalling transport layer options (both ATM and IP-based) are defined in TS 25.412 [13].

2.3.2
CS Domain – User Plane
The HNB architecture in support of the CS domain user plane is illustrated in figure 3.
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Figure 3: CS Domain User Plane Architecture

The main features of the HNB CS domain user plane architecture are as follows:

· The underlying Access Layers and Transport IP layer provides the generic connectivity between the HNB  and the HNB-GW.

· The IPsec layer provides encryption and data integrity.

· The CS user plane data transport over the Up interface does not change from that described in TS 43.318 [4].

· The HNB-GW provides inter-working between RTP/UDP and the circuit switched bearers over the Iu-cs interface.

· The HNB-GW supports the Iu User Plane (Iu UP) protocol. Each Iu UP protocol instance may operate in either transparent or support modes, as described in 25.415 [14]; the mode choice is indicated to the HNB-GW by the MSC using RANAP.

· The Iu-cs data transport layers (both ATM and IP-based) and associated transport network control options are defined in 25.414 [15].

2.3.3
PS Domain – Control Plane
The HNB architecture in support of the PS domain control plane is illustrated in figure 4.
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Figure 4: PS Domain Control Plane Architecture
The main features of the HNB PS domain control plane architecture are as follows:

· The underlying Access Layers and Transport IP layer provides the generic connectivity between the HNB and the HNB-GW.

· The IPsec layer provides encryption and data integrity between the HNB and HNB-GW.

· TCP provides reliable transport for the GA-RRC between HNB and HNB-GW.

· The GA-RC manages the IP connection, including the GAN registration procedures.

· The Generic Access Radio Resource Control (GA-RRC) protocol performs functionality equivalent to the UTRAN RRC protocol, using the underlying Up session managed by the GA-RC. Note that GA-RRC includes both CS service and PS service-related signalling messages.

· The HNB-GW terminates the GA-RRC protocol and inter-works it to the RANAP protocol over the Iu-ps interface.

· NAS protocols, such as for GMM, SM and SMS, are carried transparently between the UE and SGSN.

· The Iu-ps signalling transport layer options (both ATM and IP-based) are defined in 25.412 [13].

2.3.4
PS Domain – User Plane
The HNB architecture in support of the PS domain user plane is illustrated in figure 5.
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Figure 5: PS Domain User Plane Architecture
The main features of the HNB PS domain user plane architecture are as follows:

· The underlying Access Layers and Transport IP layer provides the generic connectivity between the HNB  and the HNB-GW.

· The IPsec layer provides encryption and data integrity.

· The GA-RRC protocol operates between the HNB  and the HNB-GW transporting the upper layer payload (i.e. user plane data) across the Up interface. The GA-RRC protocol for the PS domain user plane uses the GTP-U G-PDU message format, fully compatible with the GTP-U G-PDU message format used over the Iu-ps and Gn interfaces.
· PS user data is carried transparently between the MS and CN.

· The HNB-GW terminates the GA-RRC protocol and inter-works it to the Iu-ps interface using GTP-U.

2.4
GAN specification extensions for HNB support

The GAN specification needs to be extended primarily to relay radio attributes between the HNB and the HNB Gateway.  These extensions are limited to information elements added to existing GAN procedures.  No new procedures are required to support the HNB application on GAN.

The following lists the key extensions to the GAN specifications [5] for HNB support:

1. Extend GA-RC REGISTER REQUEST message with an additional IE to include HNB identity (e.g. IMSI).
2. Update GAN Classmark IE with additional device types for HNB/HNB-UE and also an Emergency Call request flag (for unauthorized UE emergency call registration).
3. Extend RAB Configuration attribute in GA-RRC ACTIVATE CHANNEL  and GA-RRC ACTIVATE CHANNEL ACK message to transparently relay radio attributes between HNB and CN via the HNB-GW.
4. Extend GA-RRC RELOCATION INFORMATION message to relay radio attributes between HNB and HNB-GW.
5. Extend GA-RRC SECURITY MODE COMMAND to include CK, IK so that the HNB can protect the air interface.
6. Use of a single IPSEC tunnel between HNB and HNB-GW for multiplexing separate UE sessions.
3.
Analysis of the GAN HNB Architecture
Details of the GAN HNB architecture were provided in the preceding section.  It would be useful to analyse the GAN architecture along with other candidate HNB architectures. 

The HNB architectural and interface options presented by prior contributors are based on enhancements to interfaces defined in current 3GPP standards.  The options so far:

1. HNB is a small NodeB with “Iub” interface from HNB to RNC in the operator’s network.
2. HNB is a combined NodeB and RNC with “Iu/IP” interface from HNB to a HNB Gateway in the operator’s network.

We see two issues preventing a thorough assessment of the proposed HNB architecture and interface options:

1. The requirements for the HNB interface to the mobile network have not been agreed or documented and as such it has not been possible to perform a methodical evaluation of proposals against a common set of evaluation criteria.

2. Documentation of the proposed architectures is not sufficiently detailed for a comprehensive examination of each option.

We appreciate that the Iub and Iu interfaces are well understood for their current use in UTRAN but the HNB application is a new use case for these interfaces and some assumptions that held true for Iub and Iu as internal network interfaces may no longer be true for the HNB application running in an unsecure, Internet environment.

3.1
GAN, “Iu/IP”, and HNB-AN Common Attributes
In the absence of agreed requirements for evaluating HNB architectures, the following analysis lists similarities and differences between the GAN architecture and the Iu-based HNB architecture proposals.  This section shows GAN to be a variant of the Iu-based HNB architectures.
The GAN architecture fits the description of the “Iu/IP” approach presented by NSN in [1] [2].  The “Iu/IP” approach highlighted the following characteristics of the “Iu/IP” architecture (as quoted from [2]):

	· MAC/RLC/RRC are terminated at the HNB

· U-Plane data for CS applications is transported via RTP over IP

· U-Plane data for PS applications is transported via UDP over IP


The GAN architecture supports the same distribution of the UTRAN MAC/RLC/RRC functions to the HNB and the use of RTP and UDP for CS and PS domain user plane transport between the HNB and the HNB Gateway.   

The GAN architecture is also in alignment with the HNB Access Network (HNB-AN) and Iu-h reference point proposed by Motorola [3].  The following description of the HNB-AN and Iu-h is quoted from [3]:  

	· HNB Access Network characteristics:

· Same NAS messaging procedures between the UE and CN as for established UMTS Macro system

· Same types of services as established Macro network

· Same established UMTS security techniques UEA, UIA.  UE Authentication for HNB-AN as for established UMTS Macro system

· Support of Direct Tunnel between HNB and GGSN

· Iu-h reference point characteristics:

· Iu-h would be transported over IPv4 and optionally IPv6

· Iu-h would need to enable transport of all information necessary to support HNB-AN operation and Interworking with a traditional CN such as normal operation of Radio Bearers at the HNB according to CN RAB requests, NAS relay, etc.

· Relay of User Plane for CS and/or PS speech between HNB and HNB GW would be based on RTP/UDP/IP and for the relay of User Plane PS data would be operated using GTP-U/UDP/IP transport

· SCTP or TCP for signalling and control messaging between the HNB and the Gateway

· Encryption protection is provided for Iu-h (e.g. IPsec)

· Supports integrity checking between the HNB and the HNB-GW and the end-to-end use of UIA


The GAN HNB architecture operates the same way as the HNB Access Network and the GAN Up interface has the characteristics of the Iu-h reference point listed above.  

Based on the above discussion, it is clear that the GAN proposal is architecturally equivalent to the “Iu/IP” and the “HNB Access Network” architecture options presented previously to RAN WG3, at least to the level of documentation available on the record.   
Even though GAN differs from the “Iu/IP” approach in the choice of protocols, the logical functions exercising the protocol appear to be very similar.  Further analysis and comparison between the available architectural options would require additional information to be disclosed for other proposed architectures.

3.2
Unique Advantages for GAN HNB Architecture 
GAN is a standard designed to provide large scale/uncoordinated dual-mode-handsets access to the PLMN via generic IP networks. Therefore, it defines functions and capabilities that readily address many of the issues arising from large scale and un-coordinated deployment of HNBs.  In many cases, such functions are not available on either the standard Iub interface or the standard Iu interface.  
The GAN architecture provides the following enhanced capabilities for supporting uncoordinated HNB integration to the mobile network through unmanaged, generic IP networks:
· Security Gateway for the set-up of a secure tunnel, that ensures mutual authentication, confidentiality and integrity protection, between the access device in an unsecure domain and the operator network.
· Discovery procedure to allow the HNB to find its default serving gateway, upon initial start-up.  This function allows the network to scale to as many HNB gateways as required knowing that HNBs will be able to find the one HNB gateway best suited to serving that HNB.

· Registration procedures to allow the access device to register for service, obtain/update system information for operation and, when needed, be redirected to a different serving gateway.  Registration enforces access controls for the HNB and for each UE since only Registration Accepted devices are served by the HNB Gateway.

· QoS enhancements such as RTP redundancy for the preservation of VoIP audio quality across unmanaged IP networks (i.e. Internet) using standard RFC 3267 features.
· QoS enhancements for the detection of degraded Uplink VoIP quality across the unmanaged IP network and the ability to initiate handover from the HNB GW to the macro UTRAN to preserve the service quality for the affected UE. 
GAN is designed for access to core network services over generic IP networks, and while the initial application is for access by WiFi-enabled GSM/UMTS handsets, there is no inherent limitation that prevents it from being used for access by HNB. Rather, the support for the above functions indicates that GAN is actually very well suited for the HNB architecture.

4.
Proposal

We have described some of the issues in connecting HNB to an operator core network. Further we have also presented a possible architecture and interface for connecting HNB to the core network based on GAN.  We then showed that the GAN architecture is a variant of the Iu-based architectures. 

Due to a lack of agreed evaluation criteria for the HNB architecture, it may be premature for RAN WG3 to make recommendations for or against any of the feasible architectures.  We propose that the HNB Study Item document the candidate architectures:  the “Iub” approach, the “Iu/IP” variant of the Iu-based approach, and the GAN variant of the Iu-based approach, to be feasible architectures for HNB and that a recommendation for a HNB architecture be FFS.  Section 2 of this contribution can be used to document the GAN variant of the Iu-based architecture solution.
We further propose that, should 3GPP proceed to standardize the HNB architecture after the completion of TR 25.820, the HNB architecture evaluation needs to:

a) Agree and document a set of architectural and interface requirements and evaluation criteria so architecture and interface solutions can be evaluated against a common set of requirements.

b) Document the solution options specifically for the HNB use case.
c) Develop a recommended path forward after due diligence is given to the advantages of each documented solution.
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