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Change 1

	TTCN Structure Definition
	CellIndependantInfo 

	Reason for change
	New field needs to be added to indicate if Ciphering needs to be enabled or not

	Summary of change
	New field ‘cipheringOnOff’ of type BOOLEAN is added

	Source of Change
	


After: 

	Type Name
	CellIndependantInfo 

	Encoding Variation
	 

	Comments
	This structure contains relevant information independant from the cell 


	Element Name
	Type Definition
	Field Encoding
	Comments

	cs_cipheringStarted 
	BOOLEAN 
	 
	Set to TRUE when ciphering is started, to be initiated in Security Steps and used in RAB establishment Steps 

	ps_cipheringStarted 
	BOOLEAN 
	 
	Set to TRUE when ciphering is started, to be initiated in Security Steps and used in RAB establishment Steps 

	recentSecureDomain 
	CN_DomainIdentity 
	 
	the domain on which security was recently started, and hence the SRB are ciphered and Integrit protected with this domain. 

	dL_CipherMode 
	CipheringModeCommand 
	 
	To hold the DL cipher mode to be used in RAB Steps. 

	uL_CipherMode 
	RB_ActivationTimeInfoList 
	 
	To hold the UL cipher mode to be used in RAB Steps. 

	cipheringAlgorithmCapability 
	BITSTRING 
	 
	BITSTRING thats hold the ciphering algorithm capability supported by UE 

	integrityStarted 
	BOOLEAN 
	 
	Set to TRUE when integrity is started 

	dL_Integrity 
	IntegrityProtectionModeInfo 
	 
	To hold the DL integrity protection active during a test case 

	uL_Integrity 
	IntegrityProtActivationInfo 
	 
	To hold the UL integrity protection active during a test case 

	dl_IntegrityCheckInfo 
	IntegrityCheckInfo 
	 
	To hold the integrity information to be sent 

	start_CS 
	START_Value 
	 
	To hold the START value for CS Domain 

	start_PS 
	START_Value 
	 
	To hold the START value for PS Domain 

	cipheringOnOff 
	BOOLEAN 
	 
	@sic_Ciph 


1.1 Change 2

	TTCN Structure Constraint
	CellIndependantInfo 

	Reason for change
	New field needs to be added to indicate if Ciphering needs is added to CellIndependantInfo 

	Summary of change
	New field ‘cipheringOnOff’ is added and assigned value of ‘px_CipheringOnOff’

	Source of Change
	


After: 

	Constraint Name
	c_CellIndInfoDef 

	Group
	 

	Structured Type
	CellIndependantInfo 

	Derivation Path
	 

	Encoding Variation
	 

	Comments
	 


	Element Name
	Element Value
	Element Encoding
	Comments

	cs_cipheringStarted 
	FALSE 
	 
	 

	ps_cipheringStarted 
	FALSE 
	 
	 

	recentSecureDomain 
	cs_domain 
	 
	the domain on which security was recently started, and hence the SRB are ciphered and Integrit protected with this domain. 

	dL_CipherMode 
	cs_Null_CipheringModeCommand 
	 
	 

	uL_CipherMode 
	- 
	 
	 

	cipheringAlgorithmCapability 
	'0000000000000011'B 
	 
	 

	integrityStarted 
	FALSE 
	 
	 

	dL_Integrity 
	cs_IntegrityProtectStart ( px_FRESH ) 
	 
	 

	uL_Integrity 
	- 
	 
	 

	dl_IntegrityCheckInfo 
	- 
	 
	 

	start_CS 
	'00000000000000000000'B 
	 
	Default new key 

	start_PS 
	'00000000000000000000'B 
	 
	Default new key 

	cipheringOnOff 
	px_CipheringOnOff 
	 
	@sic_Ciph 


1.2 Change 3

	TTCN case
	tc_7_1_3_1 

	Reason for change
	Ciphering needs to be disabled independent of ‘px_CipheringOnOff’ setting 

	Summary of change
	1. Row 2 is changed from ‘[px_CipheringOnOff’ to ‘(tcv_CellIndInfo.cipheringOnOff := FALSE  )’.

2. Parallel row (number 14) with same indent and contents as ‘[TRUE]’ is removed.

	Source of Change
	

	Aditional objects effected
	Similar changes are needed in(list is not exhaustive): :

ts_GenericSetupProceduresToIdleUpdate_CCCH

ts_GenericSetupProceduresToBGP6_1

ts_MAC_GenericSetupProceduresToBGP6_2Or6_4

tc_7_1_2_3_1

tc_7_1_2_4a

tc_7_1_3_2




After:

	Test Case Name
	tc_7_1_3_1 

	Group
	MAC/PriorityHandlingBetweenDataFlowsOfOneUE/ 

	Purpose
	To verify that the UE Prioritises signalling to data on a lower priority logical channel 

	Configuration
	 

	Default
	RRC_Def1,RLC_Default 

	Comments
	TS 25.321 clause 11.4

25.301 clause 5.3.1.2 

	Selection Ref
	AllUE 

	Description
	Priority Handling between data flows of one UE 


	Nr
	Label
	Behaviour Description
	Constraints Ref
	Verdict
	Comments

	1 
	 
	START t_Guard( 300 ) 
	 
	 
	 

	2 
	 
	  (tcv_CellIndInfo.cipheringOnOff := FALSE  ) 
	 
	 
	@sic ER1977 sic@

@sic_Ciph 

	3 
	 
	    [ px_RAT = fdd ] 
	 
	 
	 

	4 
	 
	      +pr_GenericSetupProcedures 
	 
	 
	 

	5 
	 
	        +ts_RRC_SetUpRAB_UM_7_RLC (  tsc_DefaultCellId, tcv_RAB_Id, cbs_DefaultRLC_InfoUM) 
	 
	 
	Step 3-4 

	6 
	 
	          +pr_CloseUE_TestLoop( tsc_UL_SDU_Size7_1_3_1) 
	 
	 
	Step 5-6 

	7 
	TBS 
	            ( tcv_TestBody := TRUE ) 
	 
	 
	 

	8 
	 
	              +lt_LocalTest 
	 
	 
	 

	9 
	TBE 
	                (tcv_TestBody := FALSE ) 
	 
	(P) 
	 

	10 
	 
	                  +ts_TC_DeactivateRB_TestMode( tsc_DefaultCellId) 
	 
	 
	 

	11 
	 
	                    +po_ConnectionAndSS_Rel( tsc_DefaultCellId ) 
	 
	 
	 

	12 
	 
	    [ px_RAT = tdd ] 
	 
	I 
	 

	13 
	 
	    [ TRUE ] 
	 
	I 
	 

	 
	 
	lt_LocalTest 
	 
	 
	 


1.3 Change 4

	TTCN case
	ts_RRC_Security

	Reason for change
	Ciphering needs to be enabled based on tcv_CellIndInfo.cipheringOnOff  

	Summary of change
	Replace [ px_cipheringOnOff] by [tcv_CellIndInfo.cipheringOnOff  ]

	Source of Change
	

	Aditional objects effected
	Similar changes are needed in (list is not exhaustive):

CellIndependantInfo

ts_SS_DownloadSecurityKey_8171c

ts_SS_DownloadSecurityKey

tc_8_3_1_18

ts_RRC_SendPhyChReconfSRNS_Relocation

ts_RRC_ReceiveTrChReconfCmplCheckCiphering

c_CellIndInfoDef

ts_RRC_ReceivePhyChReconfCmplCheckCiphering

ts_ReconfSS_RB2_NewSecurity

ts_ReconfSS_OtherRBs_NewSecurity

tc_8_1_7_2

tc_8_1_7_1d

tc_8_1_7_1c

tc_8_1_7_1b

tc_8_1_7_1

ts_CheckCipheringStartedSRB2

ts_RRC_Security_r5

ts_SS_DownloadSecurityKey_r5

ts_GMM_AuthenticateAndStartIntegrityProtection_DSAC

ts_RRC_Security_r6

ts_SS_DownloadSecurityKey_r6

ts_GMM_AuthenticateAndStartIntegrityProtection

ts_RRC_Security_NoSRB4

ts_U2GCellChange_RAUpdate

ts_ActivateCiphering_NoSRB4

tc_47_3_4_2

tc_47_3_4_1

tc_41_5_1_1_1_4

tc_60_*

tc_8_3_11_*

ts_RRC_Security_NoSRB3

ts_DTM_U2GCellChange_RAUpdate

ts_U2GCellChange_RAUpdate_r5




	Test Step Name
	ts_RRC_Security (

p_CellId : INTEGER;

p_KC : KeyCiphering;

p_IK :  IntegrityKey;

p_GSM_ck : GSM_CipheringKey;

p_NewKey : BOOLEAN;

p_CN_Domain : CN_DomainIdentity ) 

	Group
	BasicM_Security_Steps/ 

	Objective
	Configure and Activate (or deactivate) ciphering for all concerned RBs 

	Default
	RRC_Def1 

	Comments
	 

	Description
	 


	Nr
	Label
	Behaviour Description
	Constraints Ref
	Verdict
	Comments

	1 
	 
	+ ts_SetTmpCellInfo ( p_CellId ) 
	 
	 
	 

	2 
	 
	  + lt_RRC_InitVariables 
	 
	 
	 

	3 
	 
	    + ts_SS_DownloadSecurityKey ( p_CellId, p_KC, p_IK, p_GSM_ck, p_CN_Domain ) 
	 
	 
	 

	4 
	 
	      + lt_ActivateSecurity_DL_SS 
	 
	 
	To Start Integrity on the UL RB2 

	5 
	 
	        +lt_RB2_UL_IntegrityActivate 
	 
	 
	 

	6 
	 
	          +lt_SetProhibitRLC_Ack 
	 
	 
	@sic R5s060189 sic@ 

	7 
	 
	            + lt_StartSecurity_UE 
	 
	 
	 

	8 
	 
	              + lt_SetContinueRLC_Ack 
	 
	 
	@sic R5s060189 sic@ 

	9 
	 
	                [( ( tcv_CellIndInfo.ps_cipheringStarted = TRUE) AND ( tcv_CellIndInfo. recentSecureDomain = ps_domain) ) OR (( tcv_CellIndInfo.cs_cipheringStarted = TRUE) AND( tcv_CellIndInfo. recentSecureDomain = cs_domain))] 
	 
	 
	 

	10 
	 
	                  + ts_CRLC_ResumeSecurity ( p_CellId ) 
	 
	 
	 

	11 
	 
	                [ TRUE ] 
	 
	 
	 

	 
	 
	lt_RB2_UL_IntegrityActivate 
	 
	 
	 

	12 
	 
	[ tcv_Int_ModifyFlag ] 
	 
	 
	If Start of Integrity Set DL RRC_MSN to 0, else skipt it. 

	13 
	 
	  + ts_RB2_UL_IntegrityActivate(tcv_RRC_MSN_RB2_UL) 
	 
	 
	 

	14 
	 
	[NOT  tcv_Int_ModifyFlag ] 
	 
	 
	If Start of Integrity Set DL RRC_MSN to 0, else skipt it. 

	15 
	 
	  + ts_RB2_UL_IntegrityActivate(0) 
	 
	 
	 

	 
	 
	lt_ActivateSecurity_DL_SS 
	 
	 
	 

	16 
	 
	+ lt_InitialiseRRC_MSN 
	 
	 
	 

	17 
	 
	  + ts_CRLC_DL_Integrity  (  tcv_CellIndInfo.dL_Integrity ) 
	 
	 
	 

	18 
	 
	    [( ( tcv_CellIndInfo.ps_cipheringStarted = TRUE) AND ( tcv_CellIndInfo. recentSecureDomain =ps_domain) ) OR (( tcv_CellIndInfo.cs_cipheringStarted = TRUE) AND( tcv_CellIndInfo. recentSecureDomain =cs_domain))] 
	 
	 
	 

	19 
	 
	      + ts_CRLC_GetRLC_SeqNumSecurity ( p_CellId) 
	 
	 
	 

	20 
	 
	        + lt_AssignRB_ActivationTimeInfoList 
	 
	 
	 

	21 
	 
	          + ts_CRLC_SuspendSecurity ( p_CellId ) 
	 
	 
	Suspend SRBs 1, 3 and 4 

	22 
	 
	            + ts_CRLC_DL_CipherCfgSRB ( tcv_CellIndInfo.dL_CipherMode,notInc) 
	 
	 
	Configure ciphering for RLC (RBs 1, 2, 3 and 4)@sic T1-01732 sic@ 

	23 
	 
	              + ts_CRLC_DL_CipherCfgRB (  tcv_CellIndInfo.dL_CipherMode, tcv_TmpCellInfo.cellConfig,notInc) 
	 
	 
	@sic T1-01732 sic@ 

	24 
	 
	                + ts_CMAC_CipherCfg ( p_CellId ,TRUE , tcv_CellIndInfo.dL_CipherMode  ,incPerCFN_Cycle) 
	 
	 
	 

	25 
	 
	                  [TRUE] 
	 
	 
	@sic VB R5s060212 sic@ 

	26 
	 
	    [ TRUE ] 
	 
	 
	If no New Ciphering config 

	 
	 
	lt_InitialiseRRC_MSN 
	 
	 
	 

	27 
	 
	[ NOT  tcv_Int_ModifyFlag ] 
	 
	 
	If Start of Integrity Set DL RRC_MSN to 0, else skipt it. 

	28 
	 
	  + ts_SetDL_RRC_MessageSN ( p_CellId) 
	 
	 
	 

	29 
	 
	[  tcv_Int_ModifyFlag ] 
	 
	 
	 

	 
	 
	lt_StartSecurity_UE 
	 
	 
	 

	30 
	 
	+ lt_SendSecurityModeCommand 
	 
	 
	 

	31 
	 
	  [ tcv_CellIndInfo.cipheringOnOff  ] 
	 
	 
	Ciphering and Integrity

@sic_Ciph 

	32 
	TSP1 
	    AM?RLC_AM_DATA_IND

( tcv_CellIndInfo.uL_Integrity := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.securityModeComplete.ul_IntegProtActivationInfo,

tcv_CellIndInfo.uL_CipherMode := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.securityModeComplete.rb_UL_CiphActivationTimeInfo) 
	car_RRC_SecModeCmpl (

tsc_CellDedicated,  tsc_RB2,

cbr_108_RRC_SecModeCmpl (

     tcv_RRC_Ti , ?)

) 
	(P) 
	UL ciphering information is present 

	33 
	 
	      + ts_CRLC_UL_CipherCfg ( tcv_CellIndInfo.uL_CipherMode ,notInc ) 
	 
	 
	@sic T1-01732 sic@ 

	34 
	 
	        + ts_CRLC_UL_Integrity (  tcv_CellIndInfo.uL_Integrity ) 
	 
	 
	 

	35 
	TSF1 
	    AM?RLC_AM_DATA_IND 
	car_RRC_SecModeFail (

tsc_CellDedicated,

tsc_RB2,

cr_108_SecModeFail ( tcv_RRC_Ti, ? )) 
	(F) 
	 

	36 
	 
	  [ NOT ( tcv_CellIndInfo.cipheringOnOff ) ] 
	 
	 
	Integrity only no ciphering

@sic_Ciph 

	37 
	TSP2 
	    AM?RLC_AM_DATA_IND

( tcv_CellIndInfo.uL_Integrity := RLC_AM_DATA_IND.aM_message.uL_DCCH_Message.message.securityModeComplete.ul_IntegProtActivationInfo

) 
	car_RRC_SecModeCmpl (

tsc_CellDedicated,  tsc_RB2,

cbr_108_RRC_SecModeCmpl (

     tcv_RRC_Ti , OMIT)

) 
	(P) 
	No UL Ciphering information 

	38 
	 
	      + ts_CRLC_UL_Integrity ( tcv_CellIndInfo.uL_Integrity ) 
	 
	 
	 

	39 
	TSF2 
	    AM?RLC_AM_DATA_IND 
	car_RRC_SecModeFail (

tsc_CellDedicated,

tsc_RB2,

cr_108_SecModeFail ( tcv_RRC_Ti, ? ) ) 
	(F) 
	 

	 
	 
	lt_SendSecurityModeCommand 
	 
	 
	 

	40 
	 
	[ pc_UMTS_GSM] 
	 
	 
	@sic RASH T1-031470 sic@ Branching if GSM Supported 

	41 
	 
	  [ tcv_CellIndInfo.cipheringOnOff  ] 
	 
	 
	Ciphering ON and integrity ON

@sic_Ciph 

	42 
	 
	    [( (  tcv_TmpCellInfo.cellConfig = cell_DCH_Speech) OR (   tcv_TmpCellInfo.cellConfig =cell_DCH_64kCS_RAB_SRB) OR (   tcv_TmpCellInfo.cellConfig =  cell_DCH_57_6kCS_RAB_SRB) OR (  tcv_TmpCellInfo.cellConfig =  cell_Two_DTCH ) OR (  tcv_TmpCellInfo.cellConfig = cell_Four_DTCH_CS) OR (  ( tcv_TmpCellInfo.cellConfig =cell_Two_DTCH_PS_CS) AND (tcv_CellIndInfo. recentSecureDomain =cs_domain) ) OR (   tcv_TmpCellInfo.cellConfig =cell_Four_DTCH_PS_CS  ) OR(   tcv_TmpCellInfo.cellConfig =cell_Two_DTCH_CS_PS ) OR (   tcv_TmpCellInfo.cellConfig =cell_Four_DTCH_CS_PS  ) ) AND ( tcv_CellIndInfo. recentSecureDomain =cs_domain) ] 
	 
	 
	Ciphering on TM  RAB present, hence include Ciphering activation time

@sic VB R5-061285 feature removal sic@ 

	43 
	 
	      AM!RLC_AM_DATA_REQ 
	cas_RRC_SecModeCmd (

tsc_CellDedicated,

tsc_RB2,

cs_108_RRC_SecModeCmd ( tcv_CellIndInfo.dl_IntegrityCheckInfo,

 cs_RRC_SecModeCmdCiphInt (

tcv_RRC_Ti, tcv_CellIndInfo.dL_CipherMode,

tcv_RB_ActivationTimeInfoList ,

tcv_CipherActTime, p_CN_Domain, tcv_CellIndInfo.dL_Integrity,

tcv_CellIndInfo.cipheringAlgorithmCapability, cs_UE_SysSpecCap (INT_TO_BIT (tcv_UE_SystemSpecificCap,7))

) ) ) 
	 
	Ciphering for signalling RBs 1 to 4 @sic RASH T1-031470 sic@ 

	44 
	 
	    [ TRUE ] 
	 
	 
	 

	45 
	 
	      AM!RLC_AM_DATA_REQ 
	cas_RRC_SecModeCmd (

tsc_CellDedicated,

tsc_RB2,

cs_108_RRC_SecModeCmd ( tcv_CellIndInfo.dl_IntegrityCheckInfo,

 cs_RRC_SecModeCmdCiphInt (

tcv_RRC_Ti, tcv_CellIndInfo.dL_CipherMode,

tcv_RB_ActivationTimeInfoList ,

OMIT, p_CN_Domain, tcv_CellIndInfo.dL_Integrity,

tcv_CellIndInfo.cipheringAlgorithmCapability,cs_UE_SysSpecCap (INT_TO_BIT (tcv_UE_SystemSpecificCap,7))

) ) ) 
	 
	Ciphering for signalling RBs 1 to 4 @sic RASH T1-031470 sic@ 

	46 
	 
	  [ NOT ( tcv_CellIndInfo.cipheringOnOff )  ] 
	 
	 
	Integrity ON and  ciphering OFF

@sic_Ciph 

	47 
	 
	    AM!RLC_AM_DATA_REQ 
	cas_RRC_SecModeCmd (

tsc_CellDedicated,

tsc_RB2,

cs_108_RRC_SecModeCmd (

 tcv_CellIndInfo.dl_IntegrityCheckInfo,

 cs_RRC_SecModeCmdInt (

   tcv_RRC_Ti,

   p_CN_Domain,

   tcv_CellIndInfo.dL_Integrity,   tcv_CellIndInfo.cipheringAlgorithmCapability, cs_UE_SysSpecCap (INT_TO_BIT (tcv_UE_SystemSpecificCap,7))

) ) ) 
	 
	@sic RASH T1-031470 sic@ 

	48 
	 
	[NOT pc_UMTS_GSM] 
	 
	 
	@sic RASH T1-031470 all this tree sic@ Branching if GSM Not Supported 

	49 
	 
	  [ tcv_CellIndInfo.cipheringOnOff  ] 
	 
	 
	Ciphering ON and integrity ON

@sic_Ciph 

	50 
	 
	    [( (  tcv_TmpCellInfo.cellConfig = cell_DCH_Speech) OR (   tcv_TmpCellInfo.cellConfig =cell_DCH_64kCS_RAB_SRB) OR (   tcv_TmpCellInfo.cellConfig =  cell_DCH_57_6kCS_RAB_SRB) OR (  tcv_TmpCellInfo.cellConfig =  cell_Two_DTCH ) OR (  tcv_TmpCellInfo.cellConfig = cell_Four_DTCH_CS) OR (  ( tcv_TmpCellInfo.cellConfig =cell_Two_DTCH_PS_CS) AND (tcv_CellIndInfo. recentSecureDomain =cs_domain) ) OR (   tcv_TmpCellInfo.cellConfig =cell_Four_DTCH_PS_CS  ) OR(   tcv_TmpCellInfo.cellConfig =cell_Two_DTCH_CS_PS ) OR (   tcv_TmpCellInfo.cellConfig =cell_Four_DTCH_CS_PS  ) ) AND ( tcv_CellIndInfo. recentSecureDomain =cs_domain) ] 
	 
	 
	Ciphering on TM  RAB present, hence include Ciphering activation time

@sic VB R5-061285 feature removal sic@ 

	51 
	 
	      AM!RLC_AM_DATA_REQ 
	cas_RRC_SecModeCmd (

tsc_CellDedicated,

tsc_RB2,

cs_108_RRC_SecModeCmd ( tcv_CellIndInfo.dl_IntegrityCheckInfo,

 cs_RRC_SecModeCmdCiphInt (

tcv_RRC_Ti, tcv_CellIndInfo.dL_CipherMode,

tcv_RB_ActivationTimeInfoList ,

tcv_CipherActTime, p_CN_Domain, tcv_CellIndInfo.dL_Integrity,

tcv_CellIndInfo.cipheringAlgorithmCapability,OMIT

) ) ) 
	 
	Ciphering for signalling RBs 1 to 4 

	52 
	 
	    [ TRUE ] 
	 
	 
	 

	53 
	 
	      AM!RLC_AM_DATA_REQ 
	cas_RRC_SecModeCmd (

tsc_CellDedicated,

tsc_RB2,

cs_108_RRC_SecModeCmd ( tcv_CellIndInfo.dl_IntegrityCheckInfo,

 cs_RRC_SecModeCmdCiphInt (

tcv_RRC_Ti, tcv_CellIndInfo.dL_CipherMode,

tcv_RB_ActivationTimeInfoList ,

OMIT, p_CN_Domain, tcv_CellIndInfo.dL_Integrity,

tcv_CellIndInfo.cipheringAlgorithmCapability,OMIT

) ) ) 
	 
	Ciphering for signalling RBs 1 to 4 

	54 
	 
	  [ NOT ( tcv_CellIndInfo.cipheringOnOff )  ] 
	 
	 
	Integrity ON and  ciphering OFF

@sic_Ciph 

	55 
	 
	    AM!RLC_AM_DATA_REQ 
	cas_RRC_SecModeCmd (

tsc_CellDedicated,

tsc_RB2,

cs_108_RRC_SecModeCmd (

 tcv_CellIndInfo.dl_IntegrityCheckInfo,

 cs_RRC_SecModeCmdInt (

   tcv_RRC_Ti,

   p_CN_Domain,

   tcv_CellIndInfo.dL_Integrity,

   tcv_CellIndInfo.cipheringAlgorithmCapability,OMIT

  )

 )

) 
	 
	 

	 
	 
	lt_RRC_InitVariables 
	 
	 
	 

	56 
	 
	+ lt_InitCipherMode 
	 
	 
	 

	57 
	 
	  + lt_InitIntegrity 
	 
	 
	 

	58 
	 
	    + ts_InitSystemSpecificCap 
	 
	 
	@sic RASH T1-031470 sic@ 

	59 
	 
	      + ts_SaveCellInfo ( p_CellId ) 
	 
	 
	 

	60 
	 
	        [p_NewKey = TRUE] 
	 
	 
	Authentication was done, reset HFN 

	61 
	 
	          (tcv_HFN := '00000000000000000000'B) 
	 
	 
	 

	62 
	 
	            [ p_CN_Domain = cs_domain] 
	 
	 
	 

	63 
	 
	              (  tcv_CellIndInfo.start_CS  := '00000000000000000000'B ) 
	 
	 
	 

	64 
	 
	            [ p_CN_Domain = ps_domain] 
	 
	 
	 

	65 
	 
	              ( tcv_CellIndInfo.start_PS := '00000000000000000000'B ) 
	 
	 
	 

	66 
	 
	        [p_NewKey = FALSE] 
	 
	 
	 

	67 
	 
	          [ p_CN_Domain = cs_domain] 
	 
	 
	 

	68 
	 
	            ( tcv_HFN :=  tcv_CellIndInfo.start_CS ) 
	 
	 
	 

	69 
	 
	          [ p_CN_Domain = ps_domain] 
	 
	 
	 

	70 
	 
	            ( tcv_HFN :=  tcv_CellIndInfo.start_PS ) 
	 
	 
	 

	 
	 
	lt_InitCipherMode 
	 
	 
	 

	71 
	 
	[ tcv_CellIndInfo.cipheringOnOff = TRUE ] 
	 
	 
	@sic_Ciph 

	72 
	 
	  [ pc_UEA1_Supp ] 
	 
	 
	 

	73 
	 
	    ( tcv_CellIndInfo.dL_CipherMode := cs_CipheringModeCmdOn ( uea1 ),

tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000011'B ) 
	 
	 
	Swithch On ciphering 

	74 
	 
	      [ p_CN_Domain = cs_domain ] 
	 
	 
	 

	75 
	 
	        ( tcv_CellIndInfo.cs_cipheringStarted := TRUE) 
	 
	 
	 

	76 
	 
	      [p_CN_Domain = ps_domain ] 
	 
	 
	 

	77 
	 
	        ( tcv_CellIndInfo.ps_cipheringStarted := TRUE) 
	 
	 
	 

	78 
	 
	  [ NOT ( pc_UEA1_Supp ) ] 
	 
	 
	 

	79 
	 
	    ( tcv_CellIndInfo.dL_CipherMode := cs_CipheringModeCmdOn ( uea0 ),

tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000001'B ) 
	 
	 
	Swithch On ciphering 

	80 
	 
	      [ p_CN_Domain = cs_domain ] 
	 
	 
	 

	81 
	 
	        ( tcv_CellIndInfo.cs_cipheringStarted := TRUE) 
	 
	 
	 

	82 
	 
	      [ p_CN_Domain = ps_domain ] 
	 
	 
	 

	83 
	 
	        ( tcv_CellIndInfo.ps_cipheringStarted := TRUE) 
	 
	 
	 

	84 
	 
	[ NOT ( tcv_CellIndInfo.cipheringOnOff ) ] 
	 
	 
	@sic_Ciph 

	85 
	 
	  ( tcv_CellIndInfo.cs_cipheringStarted := FALSE ,  tcv_CellIndInfo.ps_cipheringStarted := FALSE ) 
	 
	 
	 

	86 
	 
	    [ pc_UEA1_Supp ] 
	 
	 
	 

	87 
	 
	      (tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000011'B ) 
	 
	 
	 

	88 
	 
	    [ NOT ( pc_UEA1_Supp ) ] 
	 
	 
	 

	89 
	 
	      (tcv_CellIndInfo.cipheringAlgorithmCapability := '0000000000000001'B ) 
	 
	 
	 

	 
	 
	lt_InitIntegrity 
	 
	 
	 

	90 
	 
	(tcv_CellIndInfo.recentSecureDomain:= p_CN_Domain) 
	 
	 
	 

	91 
	 
	  [ tcv_CellIndInfo.integrityStarted ] 
	 
	 
	 

	92 
	 
	    +ts_GetRRC_MessageSN (p_CellId) 
	 
	 
	 

	93 
	 
	      ( tcv_CellIndInfo.dL_Integrity := cs_IntegrityProtectModify_P( tcv_RRC_MSN_RB0 , tcv_RRC_MSN_RB1 , tcv_RRC_MSN_RB2, tcv_RRC_MSN_RB3, tcv_RRC_MSN_RB4) , tcv_Int_ModifyFlag := TRUE) 
	 
	 
	Modify integrity 

	94 
	 
	  [ NOT tcv_CellIndInfo.integrityStarted ] 
	 
	 
	 

	95 
	 
	    ( tcv_CellIndInfo.dL_Integrity := cs_IntegrityProtectStart (  px_FRESH ), tcv_CellIndInfo.integrityStarted := TRUE,

tcv_CellIndInfo.dl_IntegrityCheckInfo := cs_IntegrityCheckInfo0, tcv_Int_ModifyFlag := FALSE) 
	 
	 
	Start integrity 

	 
	 
	lt_AssignRB_ActivationTimeInfoList 
	 
	 
	 

	96 
	 
	[ ( ( tcv_TmpCellInfo.cellConfig = cell_DCH_64kPS_RAB_SRB ) OR

( tcv_TmpCellInfo.cellConfig = cell_PDCP_AM_RAB ) OR

( tcv_TmpCellInfo.cellConfig = cell_FACH_PS ) OR

( tcv_TmpCellInfo.cellConfig = cell_Two_DTCH_CS_PS ) OR

( tcv_TmpCellInfo.cellConfig = cell_Four_DTCH_CS_PS ) OR

( tcv_TmpCellInfo.cellConfig = cell_FACH_2SCCPCH_StandAlonePCH_PS )  )

AND (p_CN_Domain = ps_domain ) ] 
	 
	 
	@sic T1s-040697 sic@

@sic VB R5-061285 feature removal sic@ 

	97 
	 
	  ( tcv_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs_20 (tcv_RLC_SeqNumDL_RB1, tcv_RLC_SeqNumDL_RB2+2, tcv_RLC_SeqNumDL_RB3, tcv_RLC_SeqNumDL_RB4,  tcv_RLC_SeqNumDL_RB20 ) ) 
	 
	 
	 

	98 
	 
	[ (  tcv_TmpCellInfo.cellConfig = cell_PDCP_UM_RAB ) AND (p_CN_Domain = ps_domain ) ] 
	 
	 
	 

	99 
	 
	  ( tcv_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs_21 (tcv_RLC_SeqNumDL_RB1, tcv_RLC_SeqNumDL_RB2+2, tcv_RLC_SeqNumDL_RB3, tcv_RLC_SeqNumDL_RB4,  tcv_RLC_SeqNumDL_RB21 ) ) 
	 
	 
	 

	100 
	 
	[ ( tcv_TmpCellInfo.cellConfig = cell_PDCP_AM_UM_RAB ) AND (p_CN_Domain = ps_domain ) ] 
	 
	 
	 

	101 
	 
	  ( tcv_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs_20_21 (tcv_RLC_SeqNumDL_RB1, tcv_RLC_SeqNumDL_RB2+2, tcv_RLC_SeqNumDL_RB3, tcv_RLC_SeqNumDL_RB4,  tcv_RLC_SeqNumDL_RB20,  tcv_RLC_SeqNumDL_RB21 )) 
	 
	 
	 

	102 
	 
	[ ( (tcv_TmpCellInfo.cellConfig = cell_DCH_2AM_PS ) OR  ( tcv_TmpCellInfo.cellConfig = cell_DCH_2_PS_Call ))AND (p_CN_Domain = ps_domain ) ] 
	 
	 
	 

	103 
	 
	  ( tcv_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs_20_22 (tcv_RLC_SeqNumDL_RB1, tcv_RLC_SeqNumDL_RB2+2, tcv_RLC_SeqNumDL_RB3, tcv_RLC_SeqNumDL_RB4,  tcv_RLC_SeqNumDL_RB20,  tcv_RLC_SeqNumDL_RB22 )) 
	 
	 
	 

	104 
	 
	[TRUE ] 
	 
	 
	 

	105 
	 
	  ( tcv_RB_ActivationTimeInfoList := cs_RB_ActTimeInfoListSRBs (tcv_RLC_SeqNumDL_RB1 , tcv_RLC_SeqNumDL_RB2 +2, tcv_RLC_SeqNumDL_RB3 , tcv_RLC_SeqNumDL_RB4  ) ) 
	 
	 
	 

	 
	 
	lt_SetProhibitRLC_Ack 
	 
	 
	 

	106 
	 
	CRLC ! CRLC_ProhibitRLC_Ack_REQ 
	cas_CRLC_ProhibitRLC_Ack_REQ ( tsc_CellDedicated,  tsc_RB2 ) 
	 
	 

	107 
	 
	  CRLC ? CRLC_ProhibitRLC_Ack_CNF 
	car_CRLC_ProhibitRLC_Ack_CNF ( tsc_CellDedicated,  tsc_RB2 ) 
	 
	 

	 
	 
	lt_SetContinueRLC_Ack 
	 
	 
	 

	108 
	 
	CRLC ! CRLC_ProhibitRLC_Ack_REQ 
	cas_CRLC_ContinueRLC_Ack_REQ ( tsc_CellDedicated,  tsc_RB2 ) 
	 
	 

	109 
	 
	  CRLC ? CRLC_ProhibitRLC_Ack_CNF 
	car_CRLC_ProhibitRLC_Ack_CNF ( tsc_CellDedicated,  tsc_RB2 ) 
	 
	 


1.4 Change 5

	Test step name
	pr_GenericSetupProcedures

	Reason for change
	Ciphering needs to be enabled/disabled based on tcv_CellIndInfo.cipheringOnOff  

	Summary of change
	Set cipheringOnOff to FALSE and remove usage of now redundant px_CipheringOnOff

	Source of Change
	

	Aditional objects affected
	There are no additional objects affected because the modified test step is employed by all RLC test cases.
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