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Ciphering for acknowledged and unacknowledged mode

The ciphering function is performed in RLC, according to the following rules if a radio bearer is using a non-transparent
RLC mode (AM or UM). The data unit that is ciphered, depends on the transmission mode as described below.
-

For RLC UM mode, the ciphering unit is the UMD PDU excluding the first octet, i.e. excluding the UMD PDU
header. This is shown below in Figure 9.19.
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Figure 9.19: Ciphering unit for a UMD PDU
-

For RLC AM mode, the ciphering unit is the AMD PDU excluding the first two octets, i.e. excluding the AMD
PDU header. This is shown below in Figure 9.20.
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Figure 9.20: Ciphering unit for an AMD PDU
The ciphering algorithm and key to be used are configured by upper layers [8] and the ciphering method shall be
applied as specified in [9].
The parameters that are required by RLC for ciphering are defined in [9] and are input to the ciphering algorithm. The
parameters required by RLC which are provided by upper layers [8] are listed below:
-

RLC AM HFN (Hyper frame number for radio bearers that are mapped onto RLC AM);

-

RLC UM HFN (Hyper frame number for radio bearers that are mapped onto RLC UM);

-

BEARER (defined as the radio bearer identifier in [9]. It will use the value RB identity –1 as in [8])

(Radio Bearer ID-1);
-

CK (Ciphering Key).
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Ciphering for acknowledged and unacknowledged mode

The ciphering function is performed in RLC, according to the following rules if a radio bearer is using a non-transparent
RLC mode (AM or UM). The data unit that is ciphered, depends on the transmission mode as described below.
-

For RLC UM mode, the ciphering unit is the UMD PDU excluding the first octet, i.e. excluding the UMD PDU
header. This is shown below in Figure 9.19.
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Figure 9.19: Ciphering unit for a UMD PDU
-

For RLC AM mode, the ciphering unit is the AMD PDU excluding the first two octets, i.e. excluding the AMD
PDU header. This is shown below in Figure 9.20.
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Figure 9.20: Ciphering unit for an AMD PDU
The ciphering algorithm and key to be used are configured by upper layers [8] and the ciphering method shall be
applied as specified in [9].
The parameters that are required by RLC for ciphering are defined in [9] and are input to the ciphering algorithm. The
parameters required by RLC which are provided by upper layers [8] are listed below:
-

RLC AM HFN (Hyper frame number for radio bearers that are mapped onto RLC AM);

-

RLC UM HFN (Hyper frame number for radio bearers that are mapped onto RLC UM);

-

BEARER (defined as the radio bearer identifier in [9]. It will use the value RB identity –1 as in [8])

(Radio Bearer ID-1);
-

CK (Ciphering Key).
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Ciphering for acknowledged and unacknowledged mode

The ciphering function is performed in RLC, according to the following rules if a radio bearer is using a non-transparent
RLC mode (AM or UM). The data unit that is ciphered, depends on the transmission mode as described below.
-

For RLC UM mode, the ciphering unit is the UMD PDU excluding the first octet, i.e. excluding the UMD PDU
header. This is shown below in Figure 9.19.
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Figure 9.19: Ciphering unit for a UMD PDU
-

For RLC AM mode, the ciphering unit is the AMD PDU excluding the first two octets, i.e. excluding the AMD
PDU header. This is shown below in Figure 9.20.
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Figure 9.20: Ciphering unit for an AMD PDU
The ciphering algorithm and key to be used are configured by upper layers [8] and the ciphering method shall be
applied as specified in [9].
The parameters that are required by RLC for ciphering are defined in [9] and are input to the ciphering algorithm. The
parameters required by RLC which are provided by upper layers [8] are listed below:
-

RLC AM HFN (Hyper frame number for radio bearers that are mapped onto RLC AM);

-

RLC UM HFN (Hyper frame number for radio bearers that are mapped onto RLC UM);

-

BEARER (defined as the radio bearer identifier in [9]. It will use the value RB identity –1 as in [8])

(Radio Bearer ID-1);
-

CK (Ciphering Key).
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