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Reason for change: 3 The current specification is unclear on a number of points and require clarification.

Incorrect procedure for UE actions on receipt of HO TO UTRAN
COMMAND.

Changesin thisrevision, r5, are highlighted in blue in subclause 8.3.6.3 -
the only subclause affected in this revision.

Summary of change: &
[A] 8.1.12.2.1 (and other)

It is clarified that "suspend” means that PDUs with SN>X shall not be transmitted.

8.1.12.2.1,8.1.12.2.2,8.1.12.5
Ol 2.38 UTRAN procedures completed/corrected.

8.1.3.6 (and other)

[B] For integrity protection RRC messages with RRC SN >X are allowed to
transmit when the integrity configuration has been changed. This is missing in
some procedures, i.e. Cell update, at reception of security mode complete,
transmission of response messages in normal case.

8.2.2.3

[C]/ Ol 2.41: The IE "Integrity protection mode info" with the IE "Integrity
protection mode command"” set to "modify" can only be received in SECURITY
MODE COMMAND. This is removed from other reconfiguration messages.

8.5.8
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[D] The first CFN of the TTI shall be used for ciphering in the whole TTI. This is
clarified in 8.5.8. (See also CR to 25.321).

8.5.9

Ol 2.25: It needs to be clarified that COUNT-C corresponding to non ciphered RB
should NOT be included in the START value calculation.

8.6.3.4

[E] "Pending activation time" is clarified for downlink. This is needed as the UE in
some cases shall apply a new configuration at a pending activation time.

8.6.3.5

Ol 2.49: Added missing Integrity Protection invalid configuration check.

8.6.4.1

[F] The start of ciphering is missing when an SRB is setup (SRB4) and ciphering
is already started for the CN domain (see similar text in RB setup, 8.6.4.3).

8.3.6.3 and 10.2.16.b

[G] UE shall, in case USIM is present, include in the HANDOVER TO UTRAN
COMPLETE message the START values that were not transferred to the network
via the other RAT. The specification is clarified, by referring to UE variable
INTER_RAT_HANDOVER_INFO_TRANSFERRED.

8.6.4.1 (and others)

Ol 2.37. The variable START_VALUE_TO_TRANSMIT needs to be set when
SRB4 is setup in RB SETUP. It is also clarified that SRB4 and any RB needs to
be from the same CN domain.

In revision2:
0Ol 21 (8.1.12.4.b and 8.2.2.12h)

Failure message when security procedureisinterruped by cell update. UE shall not send
failure message after having sent the SECURITY MODE COMPLETE message (see R2-
020348)

Section 8.1.12.2.1 and 8.1.12.2.2: The restriction on the number of ciphering
configurations and integrity protection algorithms that the UE needs to store is
clarified.

8.5.9. The START value calculation is changed from MAX(HFN)+1 to MAX(HFN)+2 in
order to avoid reuse in case of loss of datain UM before RB release.

8.1.8.2 The START valueisincluded in the Initial Direct Transfer message. (Revision 5
changed thisinclusion action as follows: the UE always includes the START value
irrespective of whether it is different from the previously transferred value)

In revision 3:
- ASN.1 changes added
- STARTIist is added in the inter node containers

- SIM handling
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- Timing initialised HHO

- HO from GSM

- ASN change for inter node containers

Inrevision 4:
- Activation timefor TM RB corrected in 8.6.4.3
- 0l 2.43: AM RLC PDU size change covered

- Theactions of UE on receiving the Security Mode Command, sending the
Security Mode Complete and upon receiving the acknowledgement to the
complete depending on whether new keys have been received or not are clarified.

- ltisclarified that if new keys are received the UE shall consider the latest
transmitted START value to be zero for future procedures.

Inrevision 5:

The procedure text for HO TO UTRAN COMMAND has been modified to clarify the
actions by the UE. It is clarified that the UE shall send the START valuesin the USIM in
the response message. It is clarified that the UE shall use the START value sent to the
other-RAT prior to handover for initialising the HFN for TM bearers until the activation
time sent in the HO TO UTRAN COMPLETE. The HEN for TM bearers shall not be
incremented every CFN cycle until the activation time. For signalling bearers the HFN
shall beinitialised with the same START value; however, in this case the HFN shall be
incremented. For UM and AM bearers set up through the HO to UTRAN command the
HFN shall be initialised with the START value sent in the response message.

Impact analysis:

Impacted functionality: Ciphering and integrity protection

Correction: Clarifications of the security finctionality

Correction to a function where the specification was unclear. Would not affect
implementations behaving like indicated in the CR, would affect implementations
supporting the corrected functionality otherwise.

If the UE does not implement the change, but the UTRAN does OR if If the
UTRAN does not implement the change, but the UE does:

- The HFN value may get out of sync when SRB4 is setup in RB SETUP, leading
to ciphering failure

- UE and UTRAN may have different interpreation on if unciphered RBs shall be
included in the START calculation, which would lead to ciphering failure.

- Unclear specifiation may lead to interoperability problems.

- Unclear specification as to the HFN values used for the signalling bearers after
receiving the HO to UTRAN command and ciphering procedure for TM bearers.

Consequences if ¥ Missing actions for UE in various scenarios leading to non-functioning security
not approved: feature. Potential misinterpretation of security functionality. Unclear behavior.
Risk for ciphering failure in case of RB setup of SRB4 and other scenarios.
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Clauses affected: ¥ 8.1.3.6,8.1.8.2,8.1.8.3,8.1.12.2,8.1.12.2.1,8.1.12.2.2,8.1.12.3, 8.1.12.3.1,
8.1.12.4,8.1.12.4a, 8.1.12.4b, 8.1.12.5, 8.2.2.2, 8.2.2.3, 8.2.2.4, 8.2.2.12b,
8.3.1.5,8.3.1.6,8.3.3.3,8.3.4.3,8.3.6.3, 8.6.7.4, 8.,5.2, 85.8, 8.5.9, 8.5.10.3,
8.6.3.4,8.6.3.5, 8.6.4.1, 8.6.4.3, 8.6.4.8, 8.6.6.28, 10.2.16b, 10.2.16c, 10.3.3.5,
10.3.3.16, 11.2, 11.5, 13.4.x (new section), 13.4.11b (new section), 14.12.4.2

Other specs 38| | Other core specifications 3
affected: || Test specifications
O&M Specifications

Other comments: ¥ This CR is an update of the CR1282 submitted to RAN for approval. It corrects
the functionality related to the HO to UTRAN command relatd to the aspects of

ciphering.

How to create CRs using this form:
Comprehensive information and tips about how to create CRs can be found at: http://www.3gpp.org/3G_Specs/CRs.htm.

Below is a brief summary:

1) Fill out the above form. The symbols above marked 3 contain pop-up help information about the field that they are
closest to.

2) Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word
"revision marks" feature (also known as "track changes") when making the changes. All 3GPP specifications can be
downloaded from the 3GPP server under ftp:/ftp.3gpp.org/specs/ For the latest version, look for the directory name
with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3) With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of
the clause containing the first piece of changed text. Delete those parts of the specification which are not relevant to

the change request.
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8.1.3.6 Reception of an RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message
with the value of the variable INITIAL_UE_IDENTITY.

If the values are different, the UE shall:
- ignorethe rest of the message.
If the values are identical, the UE shall:

- stop timer T300, and act upon all received information elements as specified in subclause 8.6, unless specified
otherwise in the following:

- if the UE will beinthe CELL_FACH state at the conclusion of this procedure:
- if the IE "Frequency info" isincluded:
- select asuitable UTRA cell according to [4] on that frequency;
- select PRACH according to subclause 8.5.17;
- select Secondary CCPCH according to subclause 8.5.19;
- ignorethe IE "UTRAN DRX cycle length coefficient" and stop using DRX.
- perform the physical layer synchronization procedure as specified in [29];
- enter astate according to subclause 8.6.3.3;

- submit an RRC CONNECTION SETUP COMPLETE message to the lower layers on the uplink DCCH after
successful state transition per subclause 8.6.3.3, with the contents set as specified below:

set the |[E "RRC transaction identifier" to:

- thevalue of "RRC transaction identifier" in the entry for the RRC CONNECTION SETUP message in the
table "Accepted transactions' in the variable TRANSACTIONS; and

- clear that entry.
- if the USIM or SIM is present:

- setthe"START" for each CN domaininthe IE"START list" in the RRC CONNECTION SETUP
COMPLETE message with the corresponding START value that is stored in the USIM [50]; if present, or
as stored in the UE if the USIM is net-present; and then

- setthe START value stored in the USIM [50]; if present, and ferthe SHVias stored in the UE if the USIM
isnet-present, for any CN domain to the value "THRESHOLD" of the variable START_THRESHOLD.

- if neitherthe the USIM ernor SIM is net-present:

- setthe"START" for each CN domaininthe IE"START list" in the RRC CONNECTION SETUP
COMPLETE message to zero;

- setthevalue of "THRESHOLD" inthe variable "START_THRESHOLD" to the default value [40].

- retrieveits UTRA UE radio access capability information elements from variable
UE_CAPABILITY_REQUESTED; and then

- includethisin |IE "UE radio access capability" and |E "UE radio access capability extension", provided this
IE isincluded in variable UE_CAPABILITY_REQUESTED;

- retrieveitsinter-RAT-specific UE radio access capability information elements from variable
UE_CAPABILITY_REQUESTED; and then

- includethisin IE "UE system specific capability”.
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When the RRC CONNECTION SETUP COMPLETE message has been submitted to lower layers for transmission the
UE shall:

- if the UE has entered CELL_FACH state:

- sarttimer T305 using itsinitial valueif periodical update has been configured by T305 in the IE "UE Timers
and constants in connected mode" set to any other value than "infinity" in system information block type 1.

- storethe contents of the variable UE_CAPABILITY_REQUESTED in the variable
UE_CAPABILITY_TRANSFERRED;

- initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4;
- consider the procedure to be successful;

And the procedure ends.

8.1.8.2 Initiation of Initial direct transfer procedure in the UE

Inthe UE, theinitial direct transfer procedure shall be initiated, when the upper layers request establishment of a
signalling connection. This request also includes arequest for the transfer of a NAS message.

Upon initiation of the initial direct transfer procedure when the UE isin idle mode, the UE shall:
- setthevariable ESTABLISHMENT _CAUSE to the cause for establishment indicated by upper layers,
- perform an RRC connection establishment procedure, according to subclause 8.1.3;
- if the RRC connection establishment procedure was not successful:
- indicate failure to establish the signalling connection to upper layers and end the procedure.
- when the RRC connection establishment procedure is completed successfully:
- continue with the initial direct transfer procedure as below.
Upon initiation of the initial direct transfer procedure when the UE isin CELL_PCH or URA_PCH state, the UE shall:
- perform acell update procedure, according to subclause 8.3.1, using the cause "uplink data transmission";
- when the cell update procedure completed successfully:
- continue with the initial direct transfer procedure as below.
The UE shall, inthe INITIAL DIRECT TRANSFER message:
- setthelE"NAS message” as received from upper layers; and
- setthelE"CN domain identity" asindicated by the upper layers; and
- setthelE "Intra Domain NAS Node Selector” as follows:
- derivethe |IE "Intra Domain NAS Node Selector”" from TMSI/PMTSI, IMSI, or IMEI; and
- provide the coding of the |IE "IntraDomain NAS Node Selector” according to the following priorities:

1. derive therouting parameter for IDNNS from TMSI (CS domain) or PTMSI (PS domain) whenever a
valid TMSI/PTMSI isavailable;

2. basethe routing parameter for IDNNS on IMSI when no valid TMSI/PTMSI is available;
3. basethe routing parameter for IDNNS on IMEI only if no (U)SIM isinserted in the UE.

- cdculate the START according to subclause 8.5.9 for the CN domain as indicated-by-upperlayersset in the |E
"CN Domain Identity"; and
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- _include the calculated START value for that CN domaininthe lE “START”;

In CELL_FACH state, the UE shall:

- include a measurement report in the |IE "Measured results on RACH", as specified in the | E "Intra-frequency
reporting quantity for RACH reporting" and the | E "Maximum number of reported cells on RACH" in System
Information Block type 12 (or "System Information Block Type 11" if "System Information Block Type 12" is
not being broadcast);

- includeinthe |E "Measured results on RACH" al requested reporting quantities for cells for which
measurements are reported.

The UE shall:

- transmit the INITIAL DIRECT TRANSFER message on the uplink DCCH using AM RLC on signalling radio
bearer RB3;

- whenthe INITIAL DIRECT TRANSFER message has been submitted to lower layers for transmission:
- confirm the establishment of a signalling connection to upper layers; and

- add the signalling connection with the identity indicated by the IE "CN domain identity" in the variable
ESTABLISHED SIGNALLING_CONNECTIONS; and

- the procedure ends.

When not stated otherwise elsewhere, the UE may also initiate theinitial direct transfer procedure when another
procedure is ongoing, and in that case the state of the latter procedure shall not be affected.

A new signalling connection request may be received from upper layers during transition to idle mode. In those cases,
from the time of the indication of release to upper layers until the UE has entered idle mode, any such upper layer
reguest to establish a new signalling connection shall be queued. This request shall be processed after the UE has
entered idle mode.

8.1.8.3 Reception of INITIAL DIRECT TRANSFER message by the UTRAN

On reception of the INITIAL DIRECT TRANSFER message the NAS message should be routed using the IE "CN
Domain Identity”. UTRAN may aso use the |E "Intra Domain NAS Node Selector” for routing among the CN nodes
for the addressed CN domain.

If no signalling connection exists towards the chosen node, then a signalling connection is established.

If the |E "Measured results on RACH" is present in the message, the UTRAN should extract the contents to be used for
radio resource control.

When the UTRAN receivesan INITIAL DIRECT TRANSFER message, it shall not affect the state of any other
ongoing RRC procedures, when not stated otherwise elsewhere.

UTRAN: should:
~—H-the lE"START tsinetuded-rathe HNFFHA L BARECT FRANSFER messageThe UTRAN should:

- setthe START value for the CN domain indicated in the |[E "CN domain identity" to the value of the |E
"START";

8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To stop-or-start/restart ciphering, UTRAN sendsa SECURITY MODE COMMAND message on the downlink DCCH
in AM RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the
SECURITY MODE COMMAND is not ciphered.
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[O1-2.35]-When configuring ciphering, UTRAN should asensure that the UE needs to store at most two different
ciphering configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time.-Fhis
includes the total-number-of ciphering-configurations for all-signalling radio-bearers-and radio-bearers. For signalling
radio bearers the total number of ciphering configurations that need to be stored is at most three.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the |E "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

- (indentation change) suspend all radio bearers using RLC-AM or RLC-UM and suspend all signalling radio
bearers using RLC-AM or RLC-UM, except the signalling radio bearer used to send the SECURITY MODE
COMMAND message on the downlink DCCH in RLC-AM according to the following::

- (indentation change) do-not transmit RLC PDUs with sequence number greater than or equal to the number
in |E "Radio bearer downlink ciphering activation time info" on al suspended radio bearers and all
suspended signalling radio bearers; /* Indentation changed to B32*/

set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number” in |E "Radio bearer downlink ciphering activation time info" in the |E " Ciphering mode info", at which
time the new ciphering configuration shall be applied;

- if atransparent mode radio bearer for this CN domain exists:

- include the | E "Ciphering activation time for DPCH" in | E "Ciphering mode info", at which time the new
ciphering configuration shall be applied;

- ¢, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set
by a previous security mode control procedure, an "RLC send sequence number” in |E "Radio bearer downlink
ciphering activation time info" in the |E " Ciphering mode info", at which time the new ciphering configuration
shall be applied;

- ¢, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set
by a previous security mode control procedure, the "RLC send sequence number” in |E "Radio bearer downlink
ciphering activation timeinfo" in the |E " Ciphering mode info" to the value used in the previous security mode
control procedure, at which time the latest ciphering configuration shall be applied;

- if Integrity protection has already been started for the UE; and

- _if for the CN domain indicated in the |[E "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

- _include the |E “Integrity protection mode info” in the SECURITY MODE COMMAND
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- if Integrity protection has already been started for the UE; and

- ifthelE“CN domain identity” in the SECURITY MODE COMMAND isdifferent from the IE “CN domain
identity” that was sent in the previous SECURITY MODE COMMAND message to the UE:

- includethe |E “Integrity protection modeinfo” in the SECURITY MODE COMMAND

- transmit the SECURITY MODE COMMAND message onthe downtink-BCCH-ir-AM-RLERB2.

8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration.

[O1-2.35]-When configuring Integrity protection, UTRAN should: as

- _ensure that the UE needs to store at most three different [ ntegrity protection configurations (keysets) at any given
time. Thisincludes the total number of Integrity protection configurations for al signalling radio bearers.

- _if Ciphering has aready been started for the UE for the CN domain to be set in the |[E "CN domain identity" in
the SECURITY MODE COMMAND:; and

- _if for the CN domain indicated in the |[E "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

- _include the |E “Ciphering mode info” in the SECURITY MODE COMMAND;

- if Ciphering has aready been configured for the UE for a CN domain different from the CN domain to be set in
the IE "CN domain identity" in the SECURITY MODE COMMAND;

- include the |E “Ciphering mode info” in the SECURITY MODE COMMAND;

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the |[E "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

- _if thisisthefirst SECURITY MODE COMMAND sent for this RRC connection:

- if new keys have been received:

- _initialise the hyper frame numbers as follows:

- set al bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearers to zero;

- else(if new keys have not been received):

- _usethevaue"START" in the most recently received |E "START list" or IE"START" that belongs to the
CN domain asindicated in the |E "CN domain identity" to initialise al hyper frame numbers of COUNT-
| for al the signalling radio bearers; whileby:

- setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the
value "START" in the most recently received |E "START list" or IE"START" for that CN domain;

- setting the remaining bits of the hyper frame numbers equal to zero;

- €else(thisisnot the first SECURITY MODE COMMAND sent for this RRC connection):

- if new keys have been received;

- _initialise the hyper frame number for COUNT-I for RB2 as follows:

- set al bits of the HFN of the COUNT-| value for RB2 to zero;

- if new keys have not been received;

- initidlize the hyper frame number for COUNT-| for RB2 as follows:
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- set the 20 most significant bits of the HFEN of the downlink and uplink COUNT-I to the value of the
most recently received |IE "START" or IE "START LIST" for the CN domain to be set in the the |E
"CN Domain Identity";

- set theremaining bits of the HFEN of the downlink and uplink COUNT-| to zero;

- if the|lE "Integrity protection mode command" has the value "Start":

- prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except
RB2;

- setthe FRESH valuein the |E "Integrity protection initialisation number"”, included in the |E "Integrity
protection mode info";

- if the |E "Integrity protection mode command" has the value "Modify":

- for each signalling radio bearer RBn, except RB2:

- prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence
number in entry for signalling radio bearer n in the "RRC message sequence number list" inthe |[E
"Downlink integrity protection activation info”, included in the |E "Integrity protection mode info";

- set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a
previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", at which time the new integrity protection configuration shall be

applied;

- set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a
previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", to the value used in the previous security mode control procedure,
at which time the latest integrity protection configuration shall be applied;

- transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

8.1.12.3 Reception of SECURITY MODE COMMAND message by the UE
Upon reception of the SECURITY MODE COMMAND message, the UE shall:

- if-the-net-atleast-ene-of-the neither I1Es " Ciphering mode info" nor and-thelE "Integrity protection mode info"*
are-beth-net is-included in the SECURITY MODE COMMAND:

- setthevariable INVALID_CONFIGURATION to TRUE.

- if the IE "Security capability” isthe same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the
IE "GSM security capability” (if included in the SECURITY MODE COMMAND) is the same asindicated by
the variable UE_CAPABILITY_TRANSFERRED:

- setthe variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";

- setthelE “Status’ in the variable SECURITY MODIFICATION for the CN domain asindicated in the |E
"CN domain identity" in the received SECURITY MODE COMMAND to the value “ Affected”;

- setthelE “Status’ in the variable SECURITY MODIFICATION for in-all ether-CN domains other than the
CN domain asindicated in the IE "CN domain identity" to “Not affected”
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TR . 0 MSB anifi bits.of the : E
COUNT-C and COUNT-I for all signalling radio bearers withto the START value for that CN

——setting the femaining bits of the hyper frame numbers components of COUNT-C-and- COUNT-I-equal
to-zero-

- setthe |[E"RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of
"RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table
"Accepted transactions' in the variable TRANSACTIONS; and

- clear that entry;

- if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":
- perform the actions as specified in subclause 8.6.3.4.

- if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":
- perform the actions as specified in subclause 8.6.3.5.

- prior to sending the SECURITY MODE COMPLETE message:
- usetheold ciphering configuration for this message;
- if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":

- include and set the |E "Radio bearer uplink ciphering activation timeinfo”_to the value of the variable:
RB_UPLINK_CIPHERING ACTIVATION TIME INFO

- for each radio bearer and signalling radio bearer that belongs to the CN domain as indicated in the
variable LATEST CONFIGURED CN_DOMAIN:

- start or continue incrementing the COUNT-C values for all RLC-AM and RLC-UM signalling radio
bearers at the ciphering activation time as specified in the procedure;

- _-continue incrementing the COUNT-C values for all RLC-AM and RLC-UM radio bearersat-the
- . = ol e
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- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST CONFIGURED CN DOMAIN:

- for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the downlink, at the RLC
seqguence number indicated in |E "Radio bearer downlink ciphering activation timeinfo" in the |[E
"Ciphering mode info" included in the SECURITY MODE COMMAND, for each signalling radio
bearer:

- set the 20 most significant bits of the HFN component of the downlink COUNT-C to the value
"START" in the most recently transmitted |E "START list" or IE "START" that belongs to the CN
domain asindicated in the variable LATEST CONFIGURED CN _DOMAIN;

- set the remaining bits of the hyper frame numbers to zero;

- if new keys have been received perform the actions in subclause 8.1.12.3.1.

- if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":

- include and set the |E "Uplink integrity protection activation info" _to the value of the variable
INTEGRITY PROTECTION_ACTIVATION_INFO for each signalling radio bearer-;

- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST CONFIGURED CN DOMAIN, the
UE shall-for-each-signalling radio-bearerfor RB2:

- set the 20 most significant bits of the |E "Downlink RRC HEN" in the variable

INTEGRITY PROTECTION_ INFO of the downlink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain asindicated in
the variable LATEST CONFIGURED CN DOMAIN:;

- set the remaining bits of the |E "Downlink RRC HFEN" to zero;

- |n the upl i nk for the ﬁ+eransm|tted RRCresponse message, SECU RITY M ODE COM PL ETE: ter

-—- forthissignallingradio-bearer;-set the 20 most significant bits of the |[E "Uplink RRC HEN" in

the variable INTEGRITY PROTECTION_INFO of the uplink COUNT-I to the value "START"
in the most recently transmitted |E "START list" or IE "START" that belongs to the CN domain as
indicated in the variable LATEST CONFIGURED CN DOMAIN;

- set the remaining bits of the |[E "Uplink RRC HEN" to zero;
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- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST CONFIGURED CN DOMAIN, the
UE shall for each signalling radio bearer other than RB2:

- _if the |E "Integrity protection mode command" has the value "start":

- inthe downlink, for this signalling radio bearer, set the 20 most significant bits of IE "Downlink
RRC HFN" in the variable INTEGRITY_ PROTECTION_INFO of the downlink COUNT-I to the
value START transmitted in the most recently transmitted |IE "START list" or IE"START" that
belongs to the CN domain as indicated in the variable LATEST _CONFIGURED _CN_DOMAIN;

- set the remaining bits of the |[E "Downlink RRC HFN" in the variable
INTEGRITY PROTECTION_INFO of the downlink COUNT-I to zero;

- dse

- _inthe downlink, for the first message for which the RRC sequence number in areceived RRC
message for this signalling radio bearer is equal to or greater than the activation time as indicated
in |E "Downlink integrity protection activation info" asincluded in the |E "Integrity protection
mode info":

- [HANS, | want thisto be B6]for this signalling radio bearer, set the 20 most significant bits of
the |E "Downlink RRC HFN" in the variable INTEGRITY PROTECTION_INFO of the
downlink COUNT-I to the value "START" in the most recently transmitted |IE "START list" or
IE "START" that belongs to the CN domain as indicated in the variable
LATEST CONFIGURED CN DOMAIN;

- set theremaining bits of the |E "Downlink RRC HEN" to zero;

- if new keys have been received perform the actions in subclause 8.1.12.3.1;

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

- transmit the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC;
- when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:
- if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":

- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST CONFIGURED CN DOMAIN:

- for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the uplink, at the RLC

seqguence number indicated in |E "Radio bearer uplink ciphering activation time info" included in the
SECURITY MODE COMPLETE, for each signalling radio bearer:

- set the HFEN component of the uplink COUNT-C to the value "START" in the most recently
transmitted |[E "START list" or IE"START" that belongs to the CN domain as indicated in the
variable LATEST CONFIGURED CN DOMAIN.

- set the remaining bits of the hyper frame numbers to zero;

- if new keys have been received perform the actions in subclause 8.1.12.3.1.
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- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;
- setthelE "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
- clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
- if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":

- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST CONFIGURED CN_DOMAIN, the
UE shall for each signalling radio bearer other than RB2:

- __if the |E "Integrity protection mode command" has the value "start":

- inthe dewnlinkuplink, for this signalling radio bearer, set the 20 most significant bits of |E
"DownUplink RRC HFN" in the variable INTEGRITY_ PROTECTION INFO of the dewnuplink
COUNT-I to the value START transmitted in the most recently transmitted |E "START list" or |E
"START" that belongs to the CN domain asindicated in the variable
LATEST CONFIGURED CN_DOMAIN;

- set the remaining bits of the |E "BownUplink RRC HFEN" in the variable
INTEGRITY_ PROTECTION INFO of the dewnuplink COUNT-I| to zero;

- _intheuplink, for the first transmitted RRC message for this signalling radio bearer with RRC
sequence number equal to the activation time asindicated in |E "Uplink integrity protection
activation info" included in the transmitted SECURITY MODE COMPLETE:

- [Hans - same here B6]for this signalling radio bearer, set the 20 most significant bits of the |E
"Uplink RRC HFN" in the variable INTEGRITY PROTECTION_INFO of the uplink
COUNT-I to the value "START" in the most recently transmitted |E "START list" or IE
"START" that belongs to the CN domain as indicated in the variable
LATEST CONFIGURED CN DOMAIN;

- set theremaining bits of the |E "Uplink RRC HEN" to zero;

- if new keys have been received perform the actions in subclause 8.1.12.3.1;

- set"Uplink RRC Message sequence number” for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

- setthe |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
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- clear thevariable SECURITY MODIFICATION;

- notify upper layers upon change of the security configuration;
- and the procedure ends.

- if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED,
or the |[E "GSM security capability” (if included in the SECURITY MODE COMMAND) is not the same as
indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the |IE "GSM security capability" is not
included in the SECURITY MODE COMMAND and isincluded in the variable
UE_CAPABILITY_TRANSFERRED:

- releaseall itsradio resources;

- indicate the release of the established signalling connections (as stored in the variable
ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED _RABS) to upper layers,

- clear thevariable ESTABLISHED_SIGNALLING_CONNECTIONS;
- clear the variable ESTABLISHED_RABS;
- clear thevariable SECURITY MODIFICATION;

- enter idle mode;

- perform actions when entering idle mode as specified in subclause 8.5.2;

and the procedure ends.

8.1.12.3.1 New ciphering and integrity protection keys

If anew security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for
the CN domain asindicated in the variable LATEST _CONFIGURED_CN_DOMAIN, the UE shall:

- set the START value for thisthe CN domain asindicated in the variable
LATEST CONFIGURED CN DOMAIN CN-domain to zero;

- ifthe SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":
-—for-each-signalling radio-bearer,-except SRB2:

- for integrity protection in the downlink_on each signalling radio bearer except RB2:

- _if IE "Integrity protection mode command" has the value "start":

- for thefirst received message on this signalling radio bearer:

- dart using the new integrity key;

- for thissignaling radio bearer, set the |E "Downlink RRC HEN" in the variable
INTEGRITY_ PROTECTION_INFO of the downlink COUNT-I to zero.

- dse

- for thefirst message for which whenthe RRC sequence number in areceived RRC message for this
signalling radio bearer is equal to or greater than the activation time asindicated in |E "Downlink
integrity protection activation info" asincluded in the | E "Integrity protection mode info":

- usestart using the new integrity key;

- for this signalling radio bearer, set the IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

- for integrity protection in the uplink on each signalling radio bearer except RB2:
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- for the first message for which whenthe RRC sequence number in ato be transmitted RRC message for
this signalling radio bearer is equal to the activation time asindicated in |E "Uplink integrity protection

activation info" included in the He"tntegrity-protection-mede-infotransmitted SECURITY MODE
COMPLETE message™:

- usedtart using the new integrity key;

- for thissignaling radio bearer, set the IE "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero:;

- for integrity protection in the downlink on signalling radio bearer RB2:

- a thereceived SECURITY MODE-COMMAND:

- start using the new integrity key;

- setthelE "Downlink RRC HFN" in the variable INTEGRITY PROTECTION INFO of the downlink
COUNT-I to zero;

- forintegrity protection in the uplink on signalling radio bearer RB2 :

- at the transmitted SECURITY MODE COMPLETE:

- start using the new integrity key;

- setthelE"Uplink RRC HEN" inthe variable INTEGRITY PROTECTION INFO of the uplink
COUNT-| to zero;

- ifthe SECURITY MODE COMMAND message contained the |E "Ciphering mode info": [INDENTATION
CHANGED IN FOLLOWING]

- for each signalling radio bearer and for each radio bearer for the CN domain as indicated in the variable
LATEST _CONFIGURED_CN_DOMAIN-this-EN-domain:

- if thelE"Status" in the variable CIPHERING_STATUS has the value " Started" for this CN domain, then
for ciphering on radio bearersusing RLC-TM:

- atthe CFN asindicated in the | E " Ciphering activation time for DPCH" in the | E " Ciphering mode
info":

- dtart using the usethe new key in uplink and downlink;
- set the HFN component of the COUNT-C to zero.

- if thelE"Status' in the variable CIPHERING_STATUS has the value " Started” for this CN domain, then for
ciphering on radio bearers and signalling radio bearers using RLC-AM and RLC-UM:

- inthe downlink, at and-after-the RLC sequence number indicated in 1E "Radio bearer downlink ciphering
activation time info" in the |E " Ciphering mode info":

- usedtart using the new key;
- set the HFN component of the downlink COUNT-C to zero.

- inthe uplink, at and-after-the RL C sequence number indicated in |E "Radio bearer uplink ciphering
activation time info":

- usedtart using the new key;
- set the HFN component of the uplink COUNT-C to zero.

- consider the value of the latest transmitted START value to be zero.

8.1.12.4 Void
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8.1.12.4a  Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received
SECURITY MODE COMMAND message, the UE shall:

transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and
integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

set the |E "RRC transaction identifier” in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

clear that entry;

set the |E "failure cause” to the cause value "incompatible simultaneous reconfiguration”;
when the response message has been submitted to lower layers for transmission:

- setthevariable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

- continue with any ongoing processes and procedures asiif the invalid SECURITY MODE COMMAND
message has not been received;

- and the procedure ends.

8.1.12.4b  Cell update procedure during security reconfiguration

If:

acell update procedure according to subclause 8.3.1 isinitiated; and

the received SECURITY MODE COMMAND message causes either,

- thelE "Reconfiguration™ in the variable CIPHERING_STATUS to be set to TRUE; and/or

- thelE "Reconfiguration™ in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

the UE shall:

abort the ongoing integrity and/or ciphering reconfiguration;

resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

alow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

when the response message has been submitted to lower layers for transmission:
- if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":
- setthe |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
- if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":
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- setthe |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.

- continue with any ongoing processes and procedures as if the invalid- SECURITY MODE COMMAND
message has not been received; and

- clear thevariable SECURITY MODIFICATION;

- the procedure ends.

8.1.12.4c Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND
message, the UE shall:

- transmit aSECURITY MODE FAILURE message on the DCCH using AM RLC after setting the IEs as
specified below:

- setthe lE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

- clear that entry;
- setthelE "failure cause" to the cause value "invalid configuration”.
- when the response message has been submitted to lower layers for transmission:
- setthevariable INVALID_CONFIGURATION to FALSE;
- setthe |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE;

- continue with any ongoing processes and procedures asif the invalid SECURITY MODE COMMAND
message has not been received;

- and the procedure ends.

8.1.12.5 Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all
subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a
SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN should:

- _if the |E “Ciphering mode info” wasincluded in the SECURITY MODE COMMAND message:

- if new keys were received for the CN domain set in the |[E "CN Domain Identity” in the SECURITY MODE
COMMAND:

- at the downlink and uplink activation time set all the bits of the hyper frame numbers of the downlink and
uplink COUNT-C values respectively for all radio bearers for this CN domain and all signalling radio
bearers to zero;

- else (if new keys were not received)

- at the downlink and uplink activation time use the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the |[E "CN domain identity"
toinitialise al hyper frame numbers of the uplink-and-downlink and uplink COUNT-C values
respectively for all the signalling radio bearers; whileby:

- setting the 20 most significant bits of the hyper frame numbers of the COUNT-C for all signaling
radio bearers to the value "START" in the most recently received |IE "START list" or IE"START" for
that CN domain;

- setting the remaining bits of the hyper frame numbers equal to zero.
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if the |E “Integrity protection mode info” wasincluded in the SECURITY MODE COMMAND message; and

if this was not the first SECURITY MODE COMMAND message for this RRC connection:

- if new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the
transmitted SECURITY MODE COMMAND message:

- _at the downlink and uplink activation timeinitialise all hyper frame numbers of the downlink and
uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows.

- set all bits of the hyper frame numbers of the uplink and downlink COUNT-I to zero;

- if no new keys have been received for the CN domain set in the |[E "CN Domain Identity" included in the

transmitted SECURITY MODE COMMAND message:

- at the downlink and uplink activation time use the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the |E "CN domain
identity" to initialise al hyper frame numbers of the uplink-and-downlinkdownlink and uplink
COUNT-I values respectively for all the signalling radio bearers other than RB2:- whileby:

- setting the 20 most significant bits of the hyper frame numbers of the downlink and uplink
COUNT-I respectively for al signalling radio bearers to the value "START" in the most recently
received |E "START list" or IE"START" for that CN domain;

- setting the remaining bits of the hyper frame numbers equal to zero.

send an indication to upper layers that the new integrity-protectionsecurity configuration has been activated;

resume, in the downlink, all suspended radio bearers and all signalling radio bearers;

allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

if the |E "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value

"Start":

start applying integrity protection in the downlink for all signalling radio bearers;

if the |E "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value

"Modify":

start applying the new integrity protection configuration in the downlink at the RRC sequence number, for

each signalling radio bearers RBn, except for signalling radio bearer RB2, indicated by the entry for
signalling radio bearer n in the "RRC message seguence number list" in the |E "Downlink integrity protection

activation info";

apply the new integrity protection configuration on the received signalling messages with RRC SN greater

than or equal to the number associated with the signalling radio bearer in |E "Uplink integrity protection
activation info";

apply the old ciphering configuration for the transmission of RLC PDUs with RL C sequence number |ess than

the number indicated in the | E "Radio bearer downlink ciphering activation time info" included in the |[E

"Ciphering mode info";

apply the new ciphering configuration for the transmission of RLC PDUs with RL C sequence number greater

than or equal to the number indicated in |E "Radio bearer downlink ciphering activation time info" included in

the |E "Ciphering mode info";

apply the old integrity protection configuration on the received signalling messages with RRC SN smaller than

the number associated with the signalling radio bearer in |E "Uplink integrity protection activation info";
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- for radio bearersusing RLC-AM or RLC-UM:

- usethe old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC
sequence number indicated in the |E "Radio bearer uplink ciphering activation time info" sent by the UE;

- usethe new ciphering configuration for received RLC PDUs with RL C sequence number greater than or
equal to the RL C sequence number indicated in the |E "Radio bearer uplink ciphering activation time info"
sent by the UE;

- if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been
received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore
the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-
establishment.

- for radio bearersusing RLC-TM:

- usetheold ciphering configuration for the received RLC PDUs before the CFN asindicated in the |[E
"Ciphering activation time for DPCH" in the |E " Ciphering mode info" asincluded in the SECURITY
MODE COMMAND;

- usethe new ciphering configuration for the received RLC PDUs at the CFN asindicated in the IE " Ciphering
activation time for DPCH" in the |E " Ciphering mode info" asincluded in the SECURITY MODE
COMMAND.

- and the procedure ends.

8.1.12.6 Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows:

- transmit aSECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

- setthelE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

- clear that entry;
- setthe|E "failure cause" to the cause value "protocol error”;

- include the |E "Protocol error information” with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

- when the response message has been submitted to lower layers for transmission:

- continue with any ongoing processes and procedures asif the invalid SECURITY MODE COMMAND
message has not been received;

- and the procedure ends.

8.2.2.2 Initiation

To initiate any one of the reconfiguration procedures, UTRAN should:
- configure new radio linksin any new physical channel configuration;
- start transmission and reception on the new radio links;

- for aradio bearer establishment procedure:
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- transmit a RADIO BEARER SETUP message on the downlink DCCH using AM or UM RLC.

- if signaling radio bearer RB4 is setup with this procedure and signaling radio bearers RB1-RB3 were already
established prior to the procedure:

- _if thevariable"LATEST_CONFIGURED_CN_DOMAIN" has been initialised:

- any radio bearers setup by the same message as signalling radio bearer RB4 should be connected to
the CN domain indicated in the varable "LATEST CONFIGURED CN DOMAIN";

- for aradio bearer reconfiguration procedure:

- transmit a RADIO BEARER RECONFIGURATION message on the downlink DCCH using AM or UM
RLC.

- for aradio bearer release procedure:
- transmit aRADIO BEARER RELEA SE message on the downlink DCCH using AM or UM RLC.
- for atransport channel reconfiguration procedure:

- transmit a TRANSPORT CHANNEL RECONFIGURATION message on the downlink DCCH using AM or
UM RLC.

- for aphysical channel reconfiguration procedure:

- transmit aPHY SICAL CHANNEL RECONFIGURATION message on the downlink DCCH using AM or
UM RLC.

- if the reconfiguration procedure is simultaneous with SRNS rel ocation procedure:
- include the IE "Downlink counter synchronisation info"; and
- if ciphering and/or integrity protection are activated:

- include new ciphering and/or integrity protection configuration information to be used after
reconfiguration.

- usethe downlink DCCH using AM RLC.
- if trangport channels are added, reconfigured or deleted in uplink and/or downlink:
- set TFCS according to the new transport channel(s).

- if transport channels are added or deleted in uplink and/or downlink, and RB Mapping Info applicable to the new
configuration has not been previously provided to the UE, the UTRAN should:

- send the RB Mapping Info for the new configuration.

In the Radio Bearer Reconfiguration procedure UTRAN may indicate that uplink transmission shall be stopped or
continued on certain radio bearers. Uplink transmission on a signalling radio bearer used by the RRC signalling
(signalling radio bearer RB1 or signalling radio bearer RB2) should not be stopped.

NOTE 1. The RADIO BEARER RECONFIGURATION message always includes the |IE "RB information to
reconfigure”, even if UTRAN does not require the reconfiguration of any RB. In these cases, UTRAN
may include only the IE "RB identity" within the |E "RB information to reconfigure".

NOTE 2. The RADIO BEARER RECONFIGURATION message always includes the |E "Downlink information
per radio link list", even if UTRAN does not require the reconfiguration of any RL. In these cases,
UTRAN may re-send the currently assigned values for the mandatory |1Es included within the I1E
"Downlink information per radio link list *. Moreover, the RADIO BEARER RECONFIGURATION
message always includes the IE "Primary CPICH Info" (FDD) or IE "Primary CCPCH Info" (TDD). This
implies that in case UTRAN applies the RADIO BEARER RECONFIGURATION message to move the
UE to CELL_FACH dtate, it hasto indicate a cell. However, UTRAN may indicate any cell; the UE
anyhow performs cell selection and notifies UTRAN if it selects another cell than indicated by UTRAN.
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If the IE "Activation Time" isincluded, UTRAN should set it to a value taking the UE performance requirementsinto
account.

UTRAN should take the UE capabilities into account when setting the new configuration.

If the message is used to initiate atransition from CELL_DCH to CELL_FACH state, the UTRAN may assign a
common channel configuration of agiven cell and C-RNTI to be used in that cell to the UE.

8.2.2.12b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived reconfiguration message causes either:
- thelE "Reconfiguration™ in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE "Reconfiguration™ in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:
- abort the ongoing integrity and/or ciphering reconfiguration;

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- if the received reconfiguration message contained the | E " Ciphering mode info":
- setthelE "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
- clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
- if the received reconfiguration message contained the IE "Integrity protection mode info":
- setthe |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
- continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.
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8.2.2.3 Reception of RADIO BEARER SETUP or RADIO BEARER
RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT
CHANNEL RECONFIGURATION or PHYSICAL CHANNEL
RECONFIGURATION message by the UE

The UE shall be able to receive any of the following messages:
- RADIO BEARER SETUP message; or
- RADIO BEARER RECONFIGURATION message; or
- RADIO BEARER RELEASE message; or
- TRANSPORT CHANNEL RECONFIGURATION message; or
- PHYSICAL CHANNEL RECONFIGURATION message;

and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or
frequency.

If the UE receives:
- aRADIO BEARER SETUP message; or
- aRADIO BEARER RECONFIGURATION message; or
- aRADIO BEARER RELEASE message; or
- aTRANSPORT CHANNEL RECONFIGURATION message; or
- aPHYSICAL CHANNEL RECONFIGURATION message:
it shall:
- set the variable ORDERED_RECONFIGURATION to TRUE;
- perform the physical layer synchronisation procedure as specified in [29];

- act upon al received information elements as specified in subclause 8.6, unless specified in the following and
perform the actions below.

The UE may first release the physical channel configuration used at reception of the reconfiguration message. The UE
shall then:

- inFDD, if the IE "PDSCH code mapping" isincluded but the IE "PDSCH with SHO DCH Info" is not included
and if the DCH has only onelink in its active set:

- act upon the IE "PDSCH code mapping" as specified in subclause 8.6; and
- infer that the PDSCH will be transmitted from the cell from which the downlink DPCH is transmitted.
- enter astate according to subclause 8.6.3.3.

In case the UE receives a RADIO BEARER RECONFIGURATION message including the |E "RB information to
reconfigure" that only includes the IE "RB identity", the UE shall:

- handle the message asif 1E "RB information to reconfigure" was absent.

NOTE: The RADIO BEARER RECONFIGURATION message always includes the |IE "RB information to
reconfigure”. UTRAN hasto include it even if it does not require the reconfiguration of any RB.
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If after state transition the UE enters CELL_DCH state, the UE shall, after the state transition:
- removeany C-RNTI from MAC;
- clear thevariable C_RNTI.

If the UE wasin CELL_DCH state upon reception of the reconfiguration message and remainsin CELL_DCH state, the
UE shall:

- if thelE"Uplink DPCH Info" is absent, not change its current UL Physical channel configuration;

- if the IE "Downlink information for each radio link" is absent, not change its current DL Physical channel
configuration.

If after state transition the UE enters CELL_FACH state, the UE shall, after the state transition:
- if the IE "Frequency info" isincluded in the received reconfiguration message:
- select asuitable UTRA cell according to [4] on that frequency.
- if the IE "Freguency info" is not included in the received reconfiguration message:
- select asuitable UTRA cell according to [4].

- if the received reconfiguration message included the IE "Primary CPICH info" (for FDD) or "Primary CCPCH
info" (for TDD), and the UE selects another cell than indicated by this |E or the received reconfiguration
message did not include the |E "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

- initiate a cell update procedure according to subclause 8.3.1 using the cause "Cell reselection”;
- when the cell update procedure completed successfully:
- iftheUEisin CELL_PCH or URA_PCH state:

- initiate acell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission";

- proceed as below.

- sart timer T305 using itsinitial valueif timer T305 is not running and if periodica update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity” in system
information block type 1;

- select PRACH according to subclause 8.5.17;
- select Secondary CCPCH according to subclause 8.5.19;
- usethetransport format set given in system information;
- iftheI[E"UTRAN DRX cycle length coefficient” isincluded in the same message:
- ignorethat IE and stop using DRX.
- if the contents of the variable C_RNTI is empty:
- perform acell update procedure according to subclause 8.3.1 using the cause " Cell reselection”;
- when the cell update procedure completed successfully:
- iftheUEisin CELL_PCH or URA_PCH state:

- initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission”;

- proceed as below.

If the UE wasin CELL_FACH state upon reception of the reconfiguration message and remainsin CELL_FACH dtate,
the UE shall:
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- if thelE "Frequency info" isincluded in the received reconfiguration message:
- select asuitable UTRA cell according to [4] on that frequency;

- if the received reconfiguration message included the |E "Primary CPICH info" (for FDD) or "Primary
CCPCH info" (for TDD), and the UE selected another cell than indicated by this | E or the received
reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info"
(for TDD):

- initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
- when the cell update procedure completed successfully:
- proceed as below.

The UE shall transmit a response message as specified in subclause 8.2.2.4, setting the information elements as
specified below. The UE shall:

- if the received reconfiguration message included the I1E "Downlink counter synchronisation info";

re-establish RB2;

- set the new uplink and downlink HFEN of RB2 to MAX (uplink HFN of RB2 | downlink HFN of RB2) + 1;
- increment by one the downlink and uplink HFN values for RB2;

- calculatethe START vaue according to subclause 8.5.9;

- include the calculated START values for each CN domain in the IE "START list" in the |IE "Uplink counter
synchronisation info".

- if the received reconfiguration message did not include the |E "Downlink counter synchronisation info":
- if thevariable START_VALUE_TO TRANSMIT is set;
- include and set the IE "START" to the value of that variable.
- if thevariable START_VALUE _TO_TRANSMIT isnot set and the |E "New U-RNTI" isincluded:
- caculate the START value according to subclause 8.5.9;

- include the calculated START valuesfor each CN domain in the |[E "START list" in the |E "Uplink
counter synchronisation info".

- if the received reconfiguration message caused achange in the RLC size for any RB using RLC-AM:

- cadculate the START value according to subclause 8.5.9;

- include the calculated START values for the CN domain associated with the corresponding RB identity in
the |[E "START list" in the |E "Uplink counter synchronisation info".

- if the received reconfiguration message contained the | E " Ciphering mode info" or contained the |E "Integrity
protection mode info":

- setthelE “Status’ in the variable SECURITY MODIFICATION for al the CN domains as-indicated-inthe
HE"CN-domain-identity’-in the variable SECURITY MODIFICATION to “Affected”;

- if the received reconfiguration message contained the | E " Ciphering mode info":

- include and set the | E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
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if the received reconfiguration message did not contain the IE " Ciphering activation time for DPCH" in IE
"Ciphering mode info":

- if prior to this procedure there exist no transparent mode RLC radio bearers:
- if, a the conclusion of this procedure, the UE will bein CELL_DCH state; and
- if, at the conclusion of this procedure, at |east one transparent mode RL C radio bearer exists.
- includethe IE "COUNT-C activation time" and specify a CFN value for this|E.
- if prior to this procedure there exists at least one transparent mode RLC radio bearer:
- if, at the conclusion of this procedure, no transparent mode RLC radio bearers exist:
- includethe IE "COUNT-C activation time" and specify a CFN value for this|E.

set the |E "RRC transaction identifier” to the value of "RRC transaction identifier" in the entry for the received
message in the table "Accepted transactions' in the variable TRANSACTIONS; and

clear that entry;
if the variable PDCP_SN_INFO is not empty:
- includethe IE "RB with PDCP information list" and set it to the value of the variable PDCP_SN_INFO.

in TDD, if the procedureis used to perform a handover to a cell where timing advance is enabled, and the UE
can calculate the timing advance value in the new cell (i.e. in a synchronous TDD network):

- setthelE"Uplink Timing Advance" according to subclause 8.6.6.26.
if the IE "Integrity protection mode info" was present in the received reconfiguration message:

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

If after state transition the UE enters CELL_PCH or URA_PCH state, the UE shall, after the state transition and
transmission of the response message:

if the IE "Frequency info" isincluded in the received reconfiguration message:

- select asuitable UTRA cell according to [4] on that frequency.

if the IE "Freguency info" is not included in the received reconfiguration message:
- select asuitable UTRA cell according to [4].

prohibit periodical status transmissionin RLC;

remove any C-RNTI from MAC;

clear the variable C_RNTI;

start timer T305 using itsinitial valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity” in system
information block type 1;

select Secondary CCPCH according to subclause 8.5.19;
if the [IE"UTRAN DRX cycle length coefficient” isincluded in the same message:

- usethevaueinthe lE "UTRAN DRX Cycle length coefficient" for calculating Paging occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2.

if the [E"UTRAN DRX cycle length coefficient” is not included in the same message:
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- setthevariable INVALID_CONFIGURATION to TRUE.

- if the UE enters CELL_PCH state from CELL_DCH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this | E or the received reconfiguration message did not include the |E "Primary CPICH info"
(for FDD) or "Primary CCPCH info" (for TDD):

- initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
- when the cell update procedure completed successfully:
- the procedure ends.

- if the UE enters CELL_PCH state from CELL_FACH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this|E:

- initiate acell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
- when the cell update procedure is successfully completed:
- the procedure ends.

- if the UE enters URA_PCH state, and after cell selection the criteriafor URA update caused by "URA
reselection” according to subclause 8.3.1 isfulfilled:

- initiate a URA update procedure according to subclause 8.3.1 using the cause "URA reselection”;
- when the URA update procedure is successfully completed:

- the procedure ends.

8.2.2.4 Transmission of a response message by the UE, normal case
In case the procedure was triggered by reception of a RADIO BEARER SETUP message, the UE shall:

- transmit a RADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC.
In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message, the UE shall:

- transmit aRADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH
using AM RLC.

In case the procedure was triggered by reception of a RADIO BEARER RELEASE message, the UE shall:

- transmit aRADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM
RLC.

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message, the
UE shall:

- transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

In case the procedure was triggered by reception of a PHY SICAL CHANNEL RECONFIGURATION message, the UE
shall:

- transmit aPHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition, and the UE shall:

- if the IE "Downlink counter synchronization info" was included in the reconfiguration message:

- when RLC has confirmed the successful transmission of the response message:
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- re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of al
their HFN valuesto the START value included in the response message for the corresponding CN
domain;

- re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of al their HFN values
to the START value included in the response message for the CN domain stored in the variable
LATEST_CONFIGURED_CN_DOMAIN;

- set the remaining bits of the HFN values of all AM and UM RLC entities with RB identities different
from 2 to zero.

- if thevariable PDCP_SN_INFO is empty:
- if the received reconfiguration message contained the | E " Ciphering mode info":
- when RLC has confirmed the successful transmission of the response message:
- notify upper layers upon change of the security configuration;
- perform the actions below.
- if the received reconfiguration message did not contain the | E " Ciphering mode info":
- when RLC has been requested to transmit the response message:
- perform the actions below.
- if thevariable PDCP_SN_INFO is non-empty:
- when RLC has confirmed the successful transmission of the response message:
- for each radio bearer in the variable PDCP_SN_INFO:
- if thelE"RB started” in the variable ESTABLISHED_RABS s set to "started":
- configure the RLC entity for that radio bearer to "continue".
- perform the actions below.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration
before the state transition, but the new C-RNTI shall be used if the IE "New C-RNTI" was included in the received

reconfiguration message, and the UE shall:
- when RLC has confirmed the successful transmission of the response message:
- for each radio bearer in the variable PDCP_SN_INFO:
- if thelE"RB started" in the variable ESTABLISHED RABS s set to "started":
- configure the RLC entity for that radio bearer to "continue".
- enter the new state (CELL_PCH or URA_PCH, respectively);
- perform the actions below.
The UE shall:
- set the variable ORDERED_RECONFIGURATION to FALSE;
- if the received reconfiguration message contained the | E " Ciphering mode info":

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- setthe |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

3GPP



Error! No text of specified style in document. 29 Error! No text of specified style in document.

- if the received reconfiguration message contained the | E "Integrity protection mode info":

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO will
use the new integrity protection configuration;

- setthe |E "Reconfiguration” inthe variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

- clear thevariable PDCP_SN_INFO;

- clear thevariable START_VALUE_TO_TRANSMIT.

- clear the variable SECURITY_MODIFICATION.

8.2.2.12b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived reconfiguration message causes either:
- thelE "Reconfiguration™ in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE "Reconfiguration™ in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:
- abort the ongoing integrity and/or ciphering reconfiguration;

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- transmit a failure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

- include the |[E "RRC transaction identifier"; and

- setittothe value of "RRC transaction identifier" in the entry for the received message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

- clear that entry;

- setthe |E "failure cause" to the cause value "cell update occurred";

- if the received reconfiguration message contained the IE " Ciphering mode info™:
- setthe |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

- if the received reconfiguration message contained the | E "Integrity protection mode info":
- setthe lE "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.

- continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.
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8.2.2.13 Invalid received message

If the received reconfiguration message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT
to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE
shall:

- transmit afailure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

- include the |[E "RRC transaction identifier"; and

- setit tothe value of "RRC transaction identifier" in the entry for the received message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

- clear that entry;
- setthelE "failure cause" to the cause value "protocol error”;

- include the | E "Protocol error information” with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION.

The procedure ends.

8.3.1.5 Reception of an CELL UPDATE/URA UPDATE message by the UTRAN
When the UTRAN receivesa CELL UPDATE/URA UPDATE message, it may either:
- incase the procedure was triggered by reception of a CELL UPDATE:

- update the START value for each CN domain as maintained in UTRAN (refer to subclause 8.5.9) with
"START" inthe IE "START list" for the CN domain as indicated by "CN domain identity” inthe |IE "START
list";

- if this procedure was triggered while the UE was not in CELL_DCH state, then for each CN domain as
indicated by "CN domain identity" in the IE "START list":

- set the 20 MSB of the MAC-d HFN with the corresponding START valuein the |[E "START list";
- settheremaining LSB of the MAC-d HFN to zero.

- transmit aCELL UPDATE CONFIRM message on the downlink DCCH or optionally on the CCCH but only
if ciphering is not required; and

- optionaly include the IE "RLC re-establish indicator” to request a RLC re-establishment in the UE, in which
case the corresponding RL C entities should also be re-established in UTRAN; or

- incase the procedure was triggered by reception of a URA UPDATE:

- transmit aURA UPDATE CONFIRM message to the lower layers for transmission on the downlink CCCH
or DCCH in which case the UTRAN should include the IE "URA identity" in the URA UPDATE CONFIRM
message in a cell where multiple URA identifiers are broadcast; or

- initiate an RRC connection rel ease procedure (see subclause 8.1.4) by transmitting an RRC CONNECTION
REL EASE message on the downlink CCCH. In particular UTRAN should:

- if the CELL UPDATE message was sent because of an unrecoverable error in RB2, RB3 or RB4:

- initiate an RRC connection rel ease procedure (subclause 8.1.4) by transmitting an RRC CONNECTION
RELEA SE message on the downlink CCCH.

8.3.1.6 Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM
message by the UE

When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and
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if the message isreceived onthe CCCH, and IE "U-RNTI" is present and has the same value as the variable
U_RNTI; or

if the messageisreceived on DCCH:

the UE shall:

stop timer T302;
in case of a cell update procedure and the CELL UPDATE CONFIRM message:

includes "RB information elements’; and/or

- includes "Transport channel information elements’; and/or

- includes "Physica channel information elements’; and

- if thevariable ORDERED RECONFIGURATION isset to FALSE:
- set the variable ORDERED_RECONFIGURATION to TRUE;

act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the
following:

- if the lE "Frequency info" isincluded in the message:
- if theIE"RRC State Indicator” is set to thevalue "CELL_FACH" or "CELL_PCH" or URA_PCH":
- select asuitable UTRA cell according to [4] on that frequency;
- act asspecified in subclause 8.3.1.12.
- if thelE"RRC State Indicator” is set to the value "CELL_DCH":
- actonthelE "Frequency info" as specified in subclause 8.6.6.1.
- usethetransport channel(s) applicable for the physical channel typesthat is used; and
- ifthelE"TFS" is neither included nor previously stored in the UE for that transport channel(s):
- usethe TFSgiven in system information.
- if none of the TFS stored is compatible with the physical channel:
- deletethe stored TFS;
- usethe TFSgiven in system information.
- perform the physical layer synchronisation procedure as specified in [29];

- if the CELL UPDATE CONFIRM message includesthe |E "RLC re-establish indicator (RB2, RB3 and
RB4)":

- re-establish the RLC entities for signalling radio bearer RB2, signalling radio bearer RB3 and signalling
radio bearer RB4 (if established);

- if thevaue of the IE "Status" in the variable CIPHERING_STATUS of the CN domain stored in the
variable LATEST_CONFIGURED_CN_DOMAIN is set to "Started":

- setthe HFN vauesfor AM RLC entities with RB identity 2,RB identity 3 and RB identity 4 (if
established) equal to the START valueincluded in the latest transmitted CELL UPDATE message for
the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

- if the CELL UPDATE CONFIRM message includes the |E "RL C re-establish indicator (RB5 and upwards)":
- for radio bearers with RB identity 5 and upwards:

- re-establish the AM RLC entities;
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- if thevaue of the IE "Status' in the variable CIPHERING_STATUS of the CN domain asindicated in
the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to
"Started":

- setthe HFN valuesfor AM RLC entities equal to the START value included in this CELL
UPDATE message for the CN domain asindicated in the |[E "CN domain identity” in the IE "RAB
info" in the variable ESTABLISHED RABS;

if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode

info" or contained the |E "Integrity protection mode info":

- setthelE “Status’ in the variable SECURITY MODIFICATION for al the CN domains asindicated-in the
E"CN-domainidentity"variable SECURITY_ MODIFICATION to “Affected”;

enter a state according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE
CONFIRM message.

If the UE after state transition enters CELL_DCH state, it shall:

not prohibit periodical status transmissionin RLC;

for each CN domain for which atransparent mode radio bearer exists and for which the |E " Status' in the
variable CIPHERING_STATUS is set to "Started" for that CN domain:

- choose an activation time for the ciphering on transparent mode radio bearers and include it in the response
message in the |[E "COUNT-C activation time";

- set the 20 MSB of the MAC-d HFN with the corresponding START value in the most recently sent |1E
"START list";

- set theremaining LSB of the MAC-d HFN to zero;
- apply ciphering on the transparent mode radio bearers;

- start incrementing the COUNT-C value from the CFN that has been included in the IE "COUNT-C activation
time".

If the UE after state transition remainsin CELL_FACH dtate, it shall

start the timer T305 using itsinitial valueif timer T305 is not running and periodical cell update has been
configured by T305 in the |E "UE Timers and constants in connected mode" set to any other value than
"infinity";

select PRACH according to subclause 8.5.17;

select Secondary CCPCH according to subclause 8.5.19;

not prohibit periodical status transmissionin RLC;

if the [IE"UTRAN DRX cycle length coefficient” isincluded in the same message:

- ignorethat |E and stop using DRX.

If the UE after state transition enters URA_PCH or CELL_PCH state, it shall:

prohibit periodical status transmissionin RLC;
clear the variable C_RNTI;
stop using that C_RNTI just cleared from the variable C_RNTI in MAC;

start the timer T305 using itsinitial value if timer T305 is not running and periodical update has been configured
by T305 in the IE "UE Timers and constantsin connected mode" set to any other value than "infinity";

select Secondary CCPCH according to subclause 8.5.19;
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- iftheI[E"UTRAN DRX cycle length coefficient” isincluded in the same message:

- usethevaueinthelE"UTRAN DRX Cycle length coefficient” for calculating Paging Occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2 in CELL_PCH state.

- if thel[E"UTRAN DRX cycle length coefficient” is not included in the same message:
- setthevariable INVALID_CONFIGURATION to TRUE.
If the UE after the state transition remainsin CELL_FACH state; and
- the contents of the variable C_RNTI are empty:
it shall check the value of V302; and:
- if V302 isegua to or smaller than N302:
- if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:
- thelE "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
- thelE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
- abort the ongoing integrity and/or ciphering reconfiguration;

- if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":

- setthe |IE "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

- if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

- setthe lE "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
- incase of a URA update procedure:
- stop the URA update procedure; and
- continue with a cell update procedure.

- set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the |IE " Cell
update cause” which shall be set to "cell reselection”;

- submit the CELL UPDATE message for transmission on the uplink CCCH,;

- increment counter V302;

- restart timer T302 when the MAC layer indicates success or failure to transmit the message.
- if V302 is greater than N302:

- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;

- incase of acell update procedure:

- clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions” in the
variable TRANSACTIONS.

- incase of a URA update procedure:

3GPP



Error! No text of specified style in document. 34 Error! No text of specified style in document.
- clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.
- releasedl itsradio resources,

- indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABYS) to upper layers,

- clear thevariable ESTABLISHED_ SIGNALLING_CONNECTIONS;
- clear the variable ESTABLISHED_RABS;
- enter idle mode;

- other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

- and the procedure ends.
If the UE after the state transition remainsin CELL_FACH state; and
- aC-RNTI isstored in the variable C_RNTI;
or
- the UE after the state transition moves to another state than the CELL_FACH state:
the UE shall:

- if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the |E " Ciphering mode
info":

- include and set the |E "Radio bearer uplink ciphering activation time info" in any response message
transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

- incase of acell update procedure:

- setthe |IE"RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

- clear that entry.
- incase of a URA update procedure:

- setthe IE "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

- clear that entry;
- if thevariable PDCP_SN_INFO is non-empty:

- includethe IE "RB with PDCP information list" in any response message transmitted below and set it to the
value of the variable PDCP_SN_INFO.

- if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message included the |E "Downlink
counter synchronisation info":

- calculatethe START vaue according to subclause 8.5.9;
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- include the calculated START values for each CN domainin the IE "START list" in the |E "Uplink counter
synchronisation info" in any response message transmitted below.

transmit a response message as specified in subclause 8.3.1.7;

if the IE "Integrity protection mode info" was present in the CELL UPDATE CONFIRM or URA UPDATE
CONFIRM message:

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

- setthe variable ORDERED_RECONFIGURATION to FALSE.
clear the variable PDCP_SN_INFO;

when the response message transmitted per subclause 8.3.1.7 to the UTRAN has been confirmed by RLC:

[* Indentation below has been changed*/

- if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

- setthelE "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

- if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the |E "Integrity
protection mode info":

- set "Uplink RRC Message sequence number” for signalling radio bearer RBO in the variable
INTEGRITY PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

- dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

- setthe |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

[* Indentation above has been changed*/

- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
in case of a cell update procedure:

- clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

in case of a URA update procedure;

- clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the variable
TRANSACTIONS.

set the variable CELL_UPDATE_STARTED to FALSE:-
clear the variable SECURITY MODIFICATION.

The procedure ends.
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8.3.3.3 Reception of UTRAN MOBILITY INFORMATION message by the UE

When the UE receivesa UTRAN MOBILITY INFORMATION message, it shall:

act on received information elements as specified in subclause 8.6;
if the IE "UE Timers and constantsin connected mode" is present:

- storethe values of the |E "UE Timers and constants in connected mode" in the variable
TIMERS_AND_CONSTANTS, replacing any previously stored value for each timer and constant; and

- for each updated timer value:

- start using the new value next time the timer is started,;
- for each updated constant value;

- start using the new value directly;

set the |E "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION CONFIRM message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table "Accepted transactions' in the variable TRANSACTIONS; and

clear that entry;

if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info" or contained the

|E "Integrity protection mode info":

- setthelE “Status’ in the variable SECURITY MODIFICATION for al the CN domains asindicated-in the
HE"CN-domainidentity"variable SECURITY MODIFICATION to “Affected”;

if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

- include and set the | E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

if the variable PDCP_SN_INFO is non-empty:

- includethe IE "RB with PDCP information list" in the UTRAN MOBILITY INFORMATION CONFIRM
message and set it to the value of the variable PDCP_SN_INFO.

if the received UTRAN MOBILITY INFORMATION message included the |E "Downlink counter
synchronisation info":

- calculatethe START vaue according to subclause 8.5.9;

- include the calculated START values for each CN domain in the IE "START list" in the |[E "Uplink counter
synchronisation info" in the UTRAN MOBILITY INFORMATION CONFIRM message.

transmit aUTRAN MOBILITY INFORMATION CONFIRM message on the uplink DCCH using AM RLC;
if the IE "Integrity protection mode info" was present in the UTRAN MOBILITY INFORMATION message:

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted UTRAN MOBILITY INFORMATION CONFIRM message.

if the variable PDCP_SN_INFO is empty; and
- ifthe UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":
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- when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message, perform the actions below.

- ifthe UTRAN MOBILITY INFORMATION message did not contain the | E " Ciphering mode info":

- when RLC has been requested to transmit the UTRAN MOBILITY INFORMATION CONFIRM
message, perform the actions below.

if the variable PDCP_SN_INFO is non-empty:

- when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message:

- for each radio bearer in the variable PDCP_SN_INFO:
- ifthe|E"RB started" in the variable ESTABLISHED_RABS s set to "started":
- configure the RLC entity for that radio bearer to "continue”.
- clear the variable PDCP_SN_INFO.
if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- setthe |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
- clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
if the UTRAN MOBILITY INFORMATION message contained the IE "Integrity protection mode info":

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- setthe |E "Reconfiguration” inthe variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
clear the variable SECURITY_MODIFICATION.

The procedure ends.

8.3.4.3 Reception of an ACTIVE SET UPDATE message by the UE

Upon reception of an ACTIVE SET UPDATE message the UE shall act upon all received information elements as
specified in 8.6, unless specified otherwise in the following. The UE shall:

first add the RLs indicated in the |E "Radio Link Addition Information";

remove the RLs indicated in the |E "Radio Link Removal Information”. If the UE active set is full or becomes
full, an RL, whichisincluded in the |E "Radio Link Removal Information" for removal, shall be removed before
adding RL, which isincluded in the |IE "Radio Link Addition Information" for addition;

perform the physical layer synchronisation procedure as specified in [29];

if the ACTIVE SET UPDATE message contained the | E " Ciphering mode info" or contained the |E "Integrity

protection mode info":

- setthelE “Status’ in the variable SECURITY MODIFICATION for al the CN domains asindicated-in the

HE"CN-domainidentity"variable SECURITY MODIFICATION to “Affected”;

if the ACTIVE SET UPDATE message contained the IE " Ciphering mode info":
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- include and set the | E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

- if thevariable PDCP_SN_INFO is non-empty:
- include the IE "RB with PDCP information list" in the ACTIVE SET UPDATE COMPLETE message; and
- setit to the value of the variable PDCP_SN_INFO.

- if the|[E"TFCI combining indicator" associated with aradio link to be added is set to TRUE:
- if aDSCH transport channel is assigned and thereisa’hard’ split in the TFCI field:

- configure Layer 1 to soft-combine TFCI (field 2) of this new link with those links already in the TFCI
(field 2) combining set.

- if thereceived ACTIVE SET UPDATE message included the |E "Downlink counter synchronisation info":
- calculatethe START vaue according to subclause 8.5.9;

- include the calculated START values for each CN domainin the IE "START list" in the |E "Uplink counter
synchronisation info" in the ACTIVE SET UPDATE COMPLETE message.

- setthelE "RRC transaction identifier" in the ACTIVE SET UPDATE COMPLETE message to the value of
"RRC transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

- clear that entry;

- transmit an ACTIVE SET UPDATE COMPLETE message on the uplink DCCH using AM RLC without waiting
for the Physical Layer synchronization;

- if the IE "Integrity protection mode info" was present in the ACTIVE SET UPDATE message:

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted ACTIVE SET UPDATE COMPLETE message.

- if thevariable PDCP_SN_INFO isempty:
- if the ACTIVE SET UPDATE message contained the | E " Ciphering mode info":

- when RLC has confirmed the successful transmission of the ACTIVE SET UPDATE COMPLETE
message:

- perform the actions below.
- if the ACTIVE SET UPDATE message did not contain the |E " Ciphering mode info":
- when RLC has been requested to transmit the ACTIVE SET UPDATE COMPLETE message:
- perform the actions below.
- if thevariable PDCP_SN_INFO is non-empty:
- when RLC has confirmed the successful transmission of the ACTIVE SET UPDATE COMPLETE message:
- for each radio bearer in the variable PDCP_SN_INFO:
- if thelE "RB started” in the variable ESTABLISHED_RABS s set to "started":

- configure the RLC entity for that radio bearer to "continue”.
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- clear the variable PDCP_SN_INFO.
if the ACTIVE SET UPDATE message contained the |E " Ciphering mode info":

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- setthe |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
- clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
if the ACTIVE SET UPDATE message contained the |E "Integrity protection mode info":

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- setthe |E "Reconfiguration” inthe variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
clear the variable SECURITY_MODIFICATION;

the procedure ends on the UE side.

8.3.6.3 Reception of HANDOVER TO UTRAN COMMAND message by the UE

The UE shall be able to receive aHANDOVER TO UTRAN COMMAND message and perform an inter-RAT
handover, even if no prior UE measurements have been performed on the target UTRAN cell and/or frequency.

The UE shall act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the
following. The UE shall:

store a U-RNTI value (32 bits), which is derived by the IEs "SRNC identity" (12 bits) and "S-RNTI 2" (10 bits)
included in IE "U-RNTI-short". In order to produce afull size U-RNTI value, afull size"S-RNTI" (20 bits) shall
be derived by padding the IE "S-RNTI 2" with 10 zero bits in the most significant positions; and

initialise the variable ESTABLISHED_SIGNALLING_CONNECTIONS with the signalling connections that
remains after the handover according to the specifications of the source RAT;

initialise the variable UE_CAPABILITIES TRANSFERRED with the UE capahilities that have been transferred
to the network up to the point prior to the handover, if any;

initialise the variable TIMERS_AND_CONSTANTS to the default values and start to use those timer and
constants values,

if 1E " Specification mode" is set to "Preconfiguration” and |E "Preconfiguration mode" is set to "Predefined
configuration":

- initiate the radio bearer and transport channel configuration in accordance with the predefined parameters
identified by the |E "Predefined configuration identity";

- initiate the physical channelsin accordance with the predefined parametersidentified by the IE "Predefined
radio configuration identity" and the received physical channel information elements;

- storeinformation about the established radio access bearers and radio bearers according to the | E "Predefined
configuration identity"; and

- setthelE"RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer” in
the IE "RAB Info" in the variable ESTABLISHED _RABSto "useT314".
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- if IE "Specification mode" is set to "Preconfiguration” and | E "Preconfiguration mode" is set to "Default
configuration":

- initiate the radio bearer and transport channel configuration in accordance with the default parameters
identified by the |E "Default configuration mode" and | E "Default configuration identity”;

- initiate the physical channelsin accordance with the default parametersidentified by the |E "Default
configuration mode" and |E "Default configuration identity” and the received physical channel information
elements;

NOTE |E "Default configuration mode" specifies whether the FDD or TDD version of the default configuration
shall be used

- setthelE"RAB Info Post" in the variable ESTABLISHED_RABS and the |E "Re-establishment timer" in
the IE "RAB Info" in the variable ESTABLISHED _RABSto "useT314".

- if IE " Specification mode" is set to "Preconfiguration”:

- usethefollowing values for parameters that are neither signalled within the HANDOVER TO UTRAN
COMMAND message nor included within pre-defined or default configuration:

- 0dB for the power offset P piot.orocH bearer in FDD;
- caculate the Default DPCH Offset Value using the following formula:
- inFDD:
Default DPCH Offset Value = (SRNTI 2 mod 600) * 512
- inTDD:
Default DPCH Offset Value = (SRNTI 2 mod 7)

- handle the above Default DPCH Offset Value asif an |E with that value was included in the message, as
specified in subclause 8.6.6.21.

- if IE "Specification mode" is set to " Complete specification":

- initiate the radio bearer, transport channel and physical channel configuration in accordance with the received
radio bearer, transport channel and physical channel information elements.

- perform an open loop estimation to determine the UL transmission power according to subclause 8.5.3;

- setthe[E"START" for each CN domain, inthe |IE "START list" inthe HANDOVER TO UTRAN COMPLETE
message equal to the START value for each CN domain stored in the USIM if the USIM is present, or as stored
in the UE for each CN domain if the SIM is presentwith-the caleulated START value ;

- if ciphering has been activated and ongoing in the radio access technology from which inter- RAT handover is
performed:

- for the CN domain asin the |[E "CN domain identity” which isincluded in the IE "RAB info" of the IE "RAB
information to setup":

- set the 20 MSB of the HFN component of the COUNT-C variable for all FM-radio bearers using RLC-
TM and all signalling radio bearers to the "START" value included in the |E "UE security information” in
thevariable"INTER RAT HANDOVER INFO TRANSFERRED" ;/*CHANGED TO B3*/

else:
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- set the remaining LSBs of the HFN component of COUNT-C for all radio bearers using RLC-TM and all
signalling radio bearers to zero;

- not increment the HFN component of COUNT-C for FM-radio bearersusing RLC-TM, i.e. keep the HFN
value fixed without incrementing every CEN cycle;

- set the CEN component of the COUNT-C variable to the value of the CFN as calculated in subclause
8.5.15;

- apply thisthe a gorithm according to |E " Ciphering Algorithm” and apply ciphering immediately upon

reception of the HANDOVER TO UTRAN COMMAND. /*CHANGED TO B3*/

- if ciphering has not been activated and ongoing in the radio access technology from which inter- RAT handover
is performed:

- forthe CN domain asin the |E "CN domain identity" whichisincluded in the IE "RAB info" of the IE "RAB
information to setup":

- setthelE"Status' in the variable CIPHERING_STATUS to "Not Started”;

If the UE succeeds in establishing the connection to UTRAN, it shall:

- if thelE"Status' in the variable CIPHERING_STATUS of aCN domain is set to "Started" and transparent mode
radio bearers have been established by this procedure for that CN domain:

- includethe IE"COUNT-C activation time" in the response message and specify a CFN value other than the
default, "Now" for this|E;

- at the CFN value asindicated in the response message in the |E "COUNT-C activation time"_for radio
bearersusing RLC-TM:

- set the 20 M SB of the HFN component of the COUNT-C variable to the START value asindicated in the
IE"START list" of the response message for the relevant CN domain; and

- set the remaining LSBs of the HFN component of COUNT-C to zero;

- increment the HFN component of the COUNT-C variable by one;

- set the CFN component of the COUNT-C to the value of the |E "COUNT-C activation time" of the
response message. The HFN component and the CFN component compl etely initialise the COUNT-C
variable;

- step the COUNT-C variable, as normal, at each CFN value. The HFN component is no longer fixed in
value but incremented at each CFN cycle.

- transmit aHANDOVER TO UTRAN COMPLETE message on the uplink DCCH, using, if ciphering has been
started, the new ciphering configuration;enby i eiphering-has been siarted;

- when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:

- initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4:;
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- for all radio bearersusing RLC-AM or RLC-UM:

- set the 20 MSB of the HEN component of the uplink and downlink COUNT-C variable to the START
valueindicated in the IE "START list" of the response message for the relevant CN domain; and

- set the remaining L SBs of the HEN component of COUNT-C to zero;

- increment the HFN component of the COUNT-C variable by one;

- start incrementing the COUNT-C values;

- and the procedure ends.

8.3.74 Successful completion of the inter-RAT handover
Upon successfully completing the handover, UTRAN should:
- release the radio connection; and
- remove all context information for the concerned UE.
Upon successfully completing the handover, the UE shall:
- ifthe USIM is present:
- storethe current START value for every CN domain in the USIM [50];

- if the"START" stored in the USIM [50] for a CN domain is greater than or equal to the value
"THRESHOLD" of the variable START_THRESHOLD:

- delete the ciphering and integrity keys that are stored in the USIM for that CN domain;
- inform the deletion of these keysto upper layers.

- _if the SIM is present:

- storethe current START value for every CN domain in the UE;

- if the"START" stored in the UE for aCN domain is greater than or equal to the value "THRESHOLD" of
the variable START _THRESHOLD:

- delete the ciphering and integrity keys that are stored in the SIM for that CN domain;

- _inform the deletion of these keysto upper layers.

- clear or set variables upon leaving UTRA RRC connected mode as specified in subclause 13.4.

NOTE: Therelease of the UMTS radio resourcesisinitiated from the target RAT.

8.5.2  Actions when entering idle mode from connected mode
When entering idle mode from connected mode, the UE shall:
- clear or set variables upon leaving UTRA RRC connected mode as specified in subclause 13.4;
- attempt to select a suitable cell to camp on.
When leaving connected mode according to [4], the UE shall:
- perform cell selection.
While camping on a cell, the UE shall:

- acquire system information according to the system information procedure in subclause 8.1,
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- perform measurements according to the measurement control procedure specified in subclause 8.4; and
- if the UE isregistered:
- be prepared to receive paging messages according to the paging procedure in subclause 8.2.
If IE"PLMN identity" within variable SELECTED_PLMN has the value "GSM-MAP", the UE shall:
- delete any NAS system information received in connected mode;
- acquirethe NAS system information in system information block type 1; and
- proceed according to subclause 8.6.1.2.
When entering idle mode, the UE shall:

- if the USIM is present, for each CN domain:

- if anew security key set was received for this CN domain but was not used either for integrity protection or
ciphering during this RRC connection:

- set the START value for this domain to Ozero and;

- storethis START value for thisdomain in the USIM;

- dse

- if thecurrent "START" value, according to chapter 8.5.9,— for aCN domain, is greater than or equal to the
value "THRESHOLD" of the variable START THRESHOLD:

- delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

- _inform the deletion of these keys to upper layers.

- dse

- store the current "START" value for this CN domain on the US| M.

- else if the SIM is present:

- if the current "START" value, according to chaptersubclause 8.5.9; -for aCN domain, is greater than or equal
to the value "THRESHOLD" of the variable START THRESHOLD:

- deletethe Kc key that is stored in the SIM;

- setthe"START" values for both CN domains to zero and store them in the UE;

- _inform the deletion of these keys to upper layers.

- dse

- store the current "START" value for every CN domain in the UE:
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8.5.8 Maintenance of Hyper Frame Numbers

The M SBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the
ciphering and integrity protection algorithms, respectively [40], are called the Hyper Frame Numbers (HFN).

For integrity protection, the UE shall:
- maintain COUNT-I as specified in subclause 8.5.10.
The following hyper frame numbers types are defined:

MAC-d HFN:
24 MSB of COUNT-C for datasent over RLC TM

RLC UM HFN:
25 MSB of COUNT-C for data sent over RLC UM

RLC AM HFN:
20 MSB of COUNT-C for data sent over RLC AM

RRC HFN:
28 MSB of COUNT-I

For non-transparent mode RLC signalling radio bearers and radio bearers, the UE shall:

- maintain one uplink and one dewnlink COUNT-C per signalling radio bearer and per radio bearer and one uplink
and one downlink COUNT-I per signalling radio bearer.

For all transparent mode RL C signalling radio bearers and radio bearers of each CN domain, the UE shall:
- maintain one COUNT-C, common for all signalling radio bearers and radio bearersin uplink and downlink;
- maintain one uplink and one downlink COUNT-I per signalling radio bearer.

NOTE: Inthisrelease of the specification thereisonly an uplink transparent mode COUNT-I, which is used for
signalling radio bearer RBO.

COUNT-C and COUNT-I are defined in [40], with the following supplement for COUNT-C: for transparent mode RLC
radio bearers with atransmission time interval of x radio frames (x = 2, 4, 8), the MAC PDU iscarried by L1 in x
consecutive radio frames due to radio frame segmentation. In this case, i

rs-used-asthe CEN-compenent-of COUNT-C:the CEN of the first radio frame in the TT1 shall be used asthe CEN
component of COUNT-C for ciphering of all data all-radio-framesinthe TTI [15].

8.5.9 START value calculation
In connected mode, the START value for CN domain 'X’ is calculated as
Let STARTy =the START value for CN domain "X’ prior to the calculation below:

STARTy' = MSB, ( MAX { COUNT-C, COUNT-I | radio bearers and signalling radio bearers using the most recently
configured CKy and IKy}) + 21.

- if STARTx'= the maximum value = 1048575 then STARTy = STARTy;
- if thecurrent STARTy < STARTy then STARTyx = STARTY/, otherwise STARTY is unchanged.

NOTEZ: Here, "most recently configured" meansthat if there is more than one key in use for a CN domain, due to
non-expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers
and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or
radio bearersin the calculation of the START .
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COUNT-C corresponding to non-ciphered radio bearers shall not be included in the calculation of the STARTY. If a
radio bearer is released and the radio bearer was ciphered, the values of the COUNT-C at the time the radio bearer is
released shall remainbe taken into account in the calculation of the START .

8.5.10 Integrity protection
If the"Status’ in the variable INTEGRITY _ PROTECTION_INFO has the value " Started” then the UE shall:
- performintegrity protection (and integrity checking) on all RRC messages, with the following exceptions:
HANDOVER TO UTRAN COMPLETE
PAGINGTYPE 1
PUSCH CAPACITY REQUEST
PHYSICAL SHARED CHANNEL ALLOCATION
RRC CONNECTION REQUEST
RRC CONNECTION SETUP
RRC CONNECTION SETUP COMPLETE
RRC CONNECTION REJECT
RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION
SYSTEM INFORMATION CHANGE INDICATION

If the "Status" in the variable INTEGRITY _ PROTECTION_INFO hasthe value "Not started" then integrity protection
(and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:
"Uplink RRC HFN";
"Downlink RRC HFN".
and two message sequence numbers:
"Uplink RRC Message sequence number";
- "Downlink RRC Message sequence number”.

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RBO-
RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC
M essage sequence number" and "Downlink RRC Message sequence number" for al signalling radio bearers as
specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) isincremented for every integrity protected RRC message.
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8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status' in the variable
INTEGRITY_ PROTECTION_INFO has the value " Started" and the | E ’Integrity check info’ is present the UE shall:

- check the value of the IE "RRC message sequence number” included in the |E "Integrity check info";

- if the"Downlink RRC M essage sequence number” is not present in the variable
INTEGRITY_PROTECTION_INFO:

- initiaise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |E "RRC message sequence number" included
inthe |E "Integrity check info" of the received message.

- if the"Downlink RRC M essage sequence number” is present in the variable
INTEGRITY_PROTECTION_INFO:

- if the RRC message sequence number islower than the "Downlink RRC Message sequence number" for
signalling radio bearer RBnin the variable INTEGRITY_PROTECTION_INFO:

- increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with one.

- if the RRC message sequence number is equal to the "Downlink RRC Message sequence number” for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

- discard the message.
- calculate an expected message authentication code in accordance with subclause 8.5.10.3;

- compare the expected message authentication code with the value of the received |E " message authentication
code” contained in the |E "Integrity check info";

- if the expected message authentication code and the received message authentication code are the same, the
integrity check is successful:

- update the "Downlink RRC M essage sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the | E "RRC message sequence number" included
inthe |E "Integrity check info" of the received RRC message.

- if the calculated expected message authentication code and the received message authentication code differ:

- if the IE "RRC message sequence number" included in the | E "Integrity check info" islower than the
"Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer
RBninthe variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

- decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by one.

- discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status' in the variable INTEGRITY _
PROTECTION_INFO has the value " Started" and the |E ’Integrity check info’ is not present the UE shall:

- discard the message.

8.5.10.2 Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the " Status" in the
variable INTEGRITY_ PROTECTION_INFO has the value " Started" the UE shall:

- increment "Uplink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with 1. When "Uplink RRC M essage sequence number" for signalling
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radio bearer RBn in the variable INTEGRITY _PROTECTION_INFO becomes 0, the UE shall increment
"Uplink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY _PROTECTION_INFO with 1;

- calculate the message authentication code in accordance with subclause 8.5.10.3;

- replace the "Message authentication code" in the |E "Integrity check info" in the message with the calculated
message authentication code;

- replace the "RRC Message sequence number” in the |E "Integrity check info" in the message with contents set to
the new value of the "Uplink RRC M essage sequence humber" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO.

In the response message for the procedure ordering the security reconfiguration, the UE indicates the activation time,
for each signalling radio bearer except for the signalling radio bearer that was used for this security reconfiguration
procedure. When the new integrity configuration isto be applied in uplink, UTRAN should start to apply the new
integrity protection configuration according to the activation time for each signalling radio bearer (except for the
signalling radio bearer which is used to send the message that is reconfiguring the security configuration) where the
new configuration is to be applied starting from and including reception of the response message).

8.5.10.3 Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with [40]. The input parameter MESSAGE [40]
for the integrity algorithm shall be constructed by:

- setting the "Message authentication code” in the IE "Integrity check info" in the message to the value of the IE
"RB identity" theradio-bearer-identity-for the signalling radio bearer;

- setting the "RRC Message sequence number in the |E "Integrity check info" in the message to zero;

- encoding the message;

- appending RRC padding (if any) as a bit string to the encoded bit string as the least significant bits.
For usage on an RRC message transmitted or received on the radio bearer with identity n, the UE shall:

- congtruct the input parameter COUNT-I [40] by appending the following IEs from the |E "Signalling radio
bearer specific integrity protection information” for radio bearer n in the variable
INTEGRITY_PROTECTION_INFO:

- for uplink:
"Uplink RRC HFN", asthe MSB, and "Uplink RRC Message sequence number", as L SB.
- for downlink:

"Downlink RRC HFN", asthe MSB, and the |E "RRC message sequence number" included in the IE
"Integrity check info", as LSB.

8.6.3.4 Ciphering mode info

The |E "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at
| most two different ciphering configurations (keyset and algorithm) per CN domain at any given timein total for all

signalling radio bearers and radio bearers, the old and latest ciphering configurations, per CN-domain_and three

configurationsin total for al signalling radio bearers.

If the |E " Ciphering mode info" is present and if the IE "Reconfiguration” in the variable CIPHERING_STATUS is set
to TRUE, the UE shall:

- ignore this second attempt to change the ciphering configuration; and

- setthevariableINCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.
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If the |E " Ciphering mode info" is present and if the IE "Reconfiguration” in the variable CIPHERING_STATUS is set
to FALSE, the UE shall:

if the IE "Status' in the variable CIPHERING STATUS has the value "Not started", and this |[E was included in
amessage that is not the message SECURITY MODE COMMAND; or

if there does not exist exactly one ciphering activation time in the | E "Radio bearer downlink ciphering
activation time info" for each established RLC-AM and RLC-UM radio bearersincluded in the IE "RB
information” inthe IE"ESTABLISHED_ RABS" for the CN domain asindicated in the variable
LATEST_CONFIGURED_CN_DOMAIN; or

if the|E "Ciphering activation time for DPCH" is not included in message ACTIVE SET UPDATE or

SECURITY MODE COMMAND, and there exist RLC-TM-radio bearers using RLC-TM according to the |E

"RB information" inthe |IE "ESTABLISHED RABS' for the CN domain asindicated in the variable
LATEST CONFIGURED CN DOMAIN; or

if there does not exist exactly one ciphering activation time in the |E "Radio bearer downlink ciphering
activation time info" for each established signalling radio bearer included in the |E " Signalling radio bearer
information” inthe IE"ESTABLISHED_ RABS":

- ignore this attempt to change the ciphering configuration;

- setthevariable INVALID_CONFIGURATION to TRUE;

- perform the actions as specified in subclause 8.1.12.4c.

set the |E "Reconfiguration” in the variable CIPHERING_STATUS to TRUE;

set the |IE "Status” in the variable CIPHERING_STATUS of thethis CN domains for which the |E “ Status” of the
variable SECURITY_MODIFICATION is set to “ Affected” demain to " Started”;

start-or-restartapply the new ciphering configuration in the lower layers for all RBs and-SRBsthat belong to a
CN domain for which the IE “ Status” of the variable SECURITY_MODIFICATION is set to “Affected” and all
signalling radio bearers:

- using the ciphering algorithm (UEA [40]) indicated by the IE " Ciphering algorithm™ as part of the new
ciphering configuration;

- for each radio bearer and-signaltingradie-bearer-that belongsto a CN domain for which the |E “ Status” of the
variable SECURITY_MODIFICATION is set to “Affected” and all signalling radio bearers:

- usethevalue of the IE "RB identity" in the variable ESTABLISHED _RABS minus one as the value of
BEARER [40] in the ciphering agorithm.
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- _consider an activation time in downlink to be pending:

- for UM-RLC until an UMD PDU with sequence number equal to or larger than activation time—1 has
been received;

- for AM-RLC until all AMD PDUs with sequence numbers up to and including activation time —1 have
been received;

- for TM-RLC until the CFN indicated in the activation time has been reached;

- if there are pending activation times in downlink set for ciphering by a previous procedure changing the
ciphering configuration:

- apply the ciphering configuration included in the current message at this pending activation time.

- if the IE "Ciphering activation time for DPCH" is present in the IE " Ciphering mode info" and the UE wasin
CELL_DCH state prior to this procedure:

- for radio bearersusing RLC-TM:

- apply the old ciphering configuration for CFN less than the number indicated in the |E " Ciphering
activation time for DPCH";

- apply the new ciphering configuration for CFN greater than or equal to the number indicated in IE
"Ciphering activation time for DPCH".

- iftheUEwasin CELL_FACH state prior to this procedure and at completion of this procedure a transparent
mode radio bearer exists and the |E " Ciphering activation time for DPCH" is not present in the |E " Ciphering
mode info":

- for radio bearers using RLC-TM:

- apply the old ciphering configuration for CFN less than the number as indicated in the transmitted
uplink response message for the ciphering activation time for this radio bearer;

- apply the new ciphering configuration for CFN greater than or equal to the number as indicated in the
transmitted uplink response message for the ciphering activation time for this radio bearer.
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NOTE: Thisisindicated by the IE "COUNT-C activation time" in the transmitted uplink response message.

- if the IE "Radio bearer downlink ciphering activation time info" is present:

- apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-
UM indicated by the IE "RB identity":

- suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB

where the response message is transmitted) according to the following:

do not transmit RL C PDUs with sequence number greater than or equal to the uplink activation

time, where the uplink activation time is seclected according to the rules below;

- select an "RLC send sequence number" at which (activation) time the new ciphering configuration
shall be applied in uplink for that radio bearer according to the following:

for each radio bearer and signalling radio bearer that has no pending ciphering activation timein
the uplink as set by a previous procedure changing the security configuration:

- set asuitable value that would ensure a minimised delay in the change to the latest security
configuration.

for each radio bearer and signalling radio bearer that has a pending ciphering activation timein
uplink as set by a previous procedure changing the security configuration:

- set the same value as the pending ciphering activation time.

consider this activation time in uplink to be elapsed when the selected activation time (as above) is
equal to the "RL C send sequence number";

- storethe selected "RLC send sequence number” for that radio bearer in the entry for the radio bearer
in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

[* Indentation has been changed in the following bullets*/

- switch to the new ciphering configuration according to the following:

use the old ciphering configuration for the transmitted and received RLC PDUswith RLC
sequence numbers smaller than the corresponding RLC sequence numbersindicated in the |E
"Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received |E "Radio
bearer downlink ciphering activation time info" received from UTRAN, respectively;

use the new ciphering configuration for the transmitted and received RLC PDUs with RLC
sequence numbers greater than or equal to the corresponding RL C sequence humbersindicated in
the |E "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received |IE
"Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

for aradio bearer using RLC-AM, when the RLC sequence number indicated in the |E "Radio
bearer downlink ciphering activation time info" falls below the RLC receiving window and the
RL C sequence number indicated in the | E "Radio bearer uplink ciphering activation time info"
falls below the RLC transmission window, the UE may release the old ciphering configuration for
that radio bearer;

if an RLC reset or re-establishment occurs before the activation time for the new ciphering
configuration has been reached, ignore the activation time and apply the new ciphering
configuration immediately after the RLC reset or RLC re-establishment.

/* Indentation has been changed in the above bullets*/

If the IE " Ciphering mode info" is not present, the UE shall:
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- not change the ciphering configuration.

8.6.3.5 Integrity protection mode info

The |E "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE
needs to store at most tweo-three different mtegnty protectlon conﬂguranons {kgysets) in total for alI sgnallmg radio
bearersfor all CN domains. es . ,

If the |E "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

- ignore this second attempt to change the integrity protection configuration; and
- setthevariable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the |E "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

- setthe IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to TRUE;

- if IE "Integrity protection mode command"” has the value "start” and the |E " Status” in the variable
INTEGRITY_PROTECTION_INFO has the value "Not started”, and this |E was included in the message
SECURITY MODE COMMAND:

- initialise the information for al signalling radio bearersin the variable INTEGRITY _PROTECTION_INFO
according to the following:

- setthelE "Uplink RRC Message sequence number” in the variable INTEGRITY _PROTECTION_INFO
to zero;

- do not inelude set the I|E "Downlink RRC Message sequence number" which-tsinctuded-in the variable
INTEGRITY_PROTECTION_INFO;:

- _setthevariable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio
berer inthe IE "ESTABLISHED_RABS'.

- setthelE"Status' in the variable INTEGRITY_PROTECTION_INFO to the value " Started”;

- perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

- using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm" contained in the |E
"Integrity protection mode info";

- using the |E "Integrity protection initialisation number", contained in the | E "Integrity protection mode
info" asthe value of FRESH [40].

- dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer
inthe |[E"ESTABLISHED RABS' except RB2 at the next received RRC message;

- start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2
from and including the received SECURITY MODE COMMAND message;

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2
from and including the transmitted SECURITY MODE COMPLETE message;

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other
than RB2 at the uplink activation time included in the |E "Uplink integrity protection activation info".

- if IE "Integrity protection mode command" has the value "start" and the |IE "Status" in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was not included SECURITY MODE
COMMAND:
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NOTE:

This caseis used in SRNS relocation

perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

- using the agorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the |IE
"Integrity protection mode info";

- using the |E "Integrity protection initialisation number", contained in the | E "Integrity protection mode
info" asthe value of FRESH [40].

- let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be

the signalling radio bearer where the response message is transmitted;

prohibit transmission of RRC messages on all signalling radio bearersin the IE "ESTABLISHED RABS!

except the radio bearer where the response message is transmitted;

- dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer

inthe |[E"ESTABLISHED RABS' except RBm at the next received RRC message;

- start applying the new integrity protection configuration in the downlink for signalling radio bearer RBm
from and including the received configuration message;

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RBn
from and including the transmitted response message;

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other
than RBn at the uplink activation time included in the |E "Uplink integrity protection activation info".

- if IE "Integrity protection mode command" has the value "modify" and the |IE "Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started" and this |E wasincluded in SECURITY MODE
COMMAND:

store the (oldest currently used) integrity protection configuration until activation times have elapsed for the
new integrity protection configuration to be applied on al signalling radio bearers;

if there are pending activation times set for integrity protection by a previous procedure changing the
integrity protection configuration:

- apply theintegrity protection configuration at this pending activation time as indicated in this procedure.

start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearer n, indicated by the entry for signalling radio bearer nin the "RRC message
sequence number list" in the |E "Downlink integrity protection activation info", included in the |E "Integrity
protection mode info";

perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1;

- if present, use the algorithm indicated by the |E "Integrity protection algorithm™ (UIA [40]);

set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the
following:

- for each established signalling radio bearer, stored in the variable ESTABLISHED RABS:
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- select avalue of the RRC sequence number at which (activation) time the new integrity protection
configuration shall be applied in uplink for that signalling radio bearer according to the following:

- for each signalling radio bearer that has no pending activation time as set for integrity protection
by a previous procedure changing the integrity protection configuration:

- set asuitable value that would ensure a minimised delay in the change to the latest integrity
protection configuration.

- for signalling radio bearer that has a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration:

- set the same value as the pending activation time for integrity protection;

- consider this (pending) activation time to be elapsed when the selected activation time (as above)
isequal to the next RRC sequence number to be used, which means that the last RRC message
using the old integrity protection configuration has been submitted to lower layers.

- for signalling radio bearer RBO:

- set the value of the included RRC sequence number to greater than or equal to the current value of
the RRC sequence number for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO, plusthe value of the constant N302 plus one.

- prohibit the transmission of RRC messages on all signalling radio bearers, except for RB2m, with
RRC SN greater than or equal to the value in the "RRC message sequence number list” for the
signalling radio bearer in the |E "Uplink integrity protection activation info" of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO.

- dtart applying the new integrity protection configuration in the uplink at the RRC sequence number, for each
RBn, except for signalling radio bearer RB2m, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Uplink integrity protection activation info”, included in the
variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

- dtart applying the new integrity protection configuration in the uplink at the RRC sequence number for
| signalling radio bearer RB2m, as specified for the procedure initiating the integrity protection
reconfiguration;

- start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
| each RBn, except for signalling radio bearer RB2m, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Downlink integrity protection activation info";

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration, UTRAN should set thisvaluein IE
"Downlink integrity protection activation info".

- start applying the new integrity protection configuration in the downlink at the RRC sequence number for
| signalling radio bearer RB2m, as specified for the procedure initiating the integrity protection
reconfiguration.

If I1E "Integrity protection mode command" has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode command info"
was not included in the message SECURITY MODE COMMAND; or

If I1E "Integrity protection mode command" has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the IE "Integrity protection mode info" was
included in the message SECURITY MODE COMMAND, and the IE "Integrity protection algorithm" is not included;
or

If the |E "Integrity protection mode command” has the value "Modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If |E "Integrity protection mode command" has the value " Start” and the |E "Status' in the variable
INTEGRITY PROTECTION INFO hasthe value "Started", and the |E "Integrity protection mode command info" was
included in the message SECURITY MODE COMMAND:; or
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If there does not exist exactly one integrity protection activation timein the |E "Downlink integrity protection activation
info" for each established signalling radio bearer included in the |E "Signalling radio bearer information” in the |E
"ESTABLISHED_RABS'; or

If 1E "Integrity protection mode command" has the value "Modify" and the |IE "Status' in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started", and the IE "Integrity protection mode info" was not
included in the message SECURITY MODE COMMAND:

the UE shall:
- ignore this attempt to change the integrity protection configuration; and
- setthevariable INVALID_CONFIGURATION to TRUE.

If the |E "Integrity protection mode info" is not present, the UE shall:

- not change the integrity protection configuration.

8.6.4.1 Signalling RB information to setup list
If the IE "Signalling RB information to setup list" isincluded the UE shall:

- usethesame START valueto initialise the COUNT-C and COUNT-I variables for all the signalling radio
bearersin thelist;

- if thelE"Signalling RB information to setup list" wasincluded in the RADIO BEARER SETUP message:

- _if thevariable "LATEST CONFIGURED_CN_DOMAIN" has been initialised:

- calculate the START value only once during this procedure according to subclause 8.5.9 for the CN
domain indicated in the variable "LATEST CONFIGURED CN DOMAIN";

- dtorethe calculated START vauein the variable START VALUE TO TRANSMIT;

- for each occurrence of the |E "Signalling RB information to setup”:
- usethevalue of the IE "RB identity" asthe identity of the signalling radio bearer to setup;

- _if thesignalling radio bearer identified with the |E "RB identity" does not exist in the variable
ESTABLISHED RABS:

- create anew entry for the signalling radio bearer in the variable ESTABLISHED RABS;

- ifthevariable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "STATUS" of the
variable "CIPHERING_STATUS' of the CN domain stored in this variable is " Started":

- if thelE"Uplink RLC mode" or the IE "Downlink RLC mode" either in the IE "RLC info" or referenced
by the RB identity inthe IE "Same asRB" isset to "AM RLC" or "UM RLC":

- initialisethe 20 MSB of the hyper frame number component of COUNT-C for this signalling radio
bearer with the START value in the variable START VALUE TO TRANSMITteHheGMdemam

- set theremaining LSB of the hyper frame number component of COUNT-C for this signalling radio
bearer to zero.

- start to perform ciphering on this signaling radio bearer, using the value of the |[E "RB identity" minus
one as the value of BEARER in the ciphering algorithm.

- if thevariable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value " Status' of the
variable"INTEGRITY_PROTECTION_INFO" of the CN domain stored in thisvariable is" Started":
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8.6.4.2

- initialise the 20 MSB of the hyper frame number component of COUNT-I for this signalling radio bearer
with the START value in the variable START VALUE TO TRANSMITferthe CN-domain-asindicated
nthevariable LATEST -CONFIGURED-CN-DOMAIN,;

- set theremaining LSB of the hyper frame number component of COUNT-I for this signalling radio bearer
to zero;

- for thissignalling radio bearer, set the IE "Uplink RRC Message sequence number” in the variable
INTEGRITY_PROTECTION_INFO to zero.

- start performing integrity protection according to subclause 8.5.10.1 and 8.5.10.2

perform the actions for the IE "RLC info" as specified in subclause 8.6.4.9, applied for that signalling radio
bearer;

perform the actions for the |[E "RB mapping info" as specified in subclause 8.6.4.8, applied for that signalling
radio bearer.

apply adefault value of the |IE "RB identity" equal to 1 for the first |E "Signalling RB information to setup”; and

increase the default value by 1 for each occurrence.

RAB information for setup

If the IE "RAB information for setup" isincluded, the procedure is used to establish radio bearers belonging to aradio
access bearer, and the UE shall:

if several IEs"RAB information for setup” are included and the included IEs"CN domain identity” in the |IE
"RAB info" does not all have the same value:

set the variable INVALID_CONFIGURATION to TRUE.

if the radio access bearer identified with the |[E "RAB info" does not exist in the variable
ESTABLISHED_RABS:

create a new entry for the radio access bearer in the variable ESTABLISHED_RABS,

store the content of the IE "RAB info" in the entry for the radio access bearer in the variable
ESTABLISHED_RABS;

indicate the establishment of the radio access bearer to the upper layer entity using the IE "CN domain
identity", forwarding the content of the |IE "RAB identity";

if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE
"CN domain identity" and at least one transparent mode radio bearer isincluded in the |IE "RB information to
setup”; or

if at least one RLC-AM or RLC-UM radio bearer isincluded in the |IE "RB information to setup”:

- calculate the START value only once during this procedure (the same START value shall be used on all
new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as
indicated in the IE "CN domain identity” in the IE "RAB info" part of the IE "RAB information to setup";

- storethe calculated START vauein the variable START_VALUE_TO_TRANSMIT.

for each radio bearer in the IE "RB information to setup”:

if the radio bearer identified with the |IE "RB identity" does not exist in the variable ESTABLISHED_RABS:
- perform the actions specified in subclause 8.6.4.3;

- storeinformation about the new radio bearer in the entry for the radio access bearer identified by "RAB
info" in the variable ESTABLISHED_RABS;

- create anew RAB subflow for the radio access bearer;
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- number the RAB subflow in ascending order, assigning the smallest number to the RAB subflow
corresponding to the first radio bearer in the list;

- if theIE"CN domain identity" in the IE "RAB info" is set to "PS domain" and the number of RAB
subflows for the radio access bearer is greater than 1:

- setthevariable INVALID_CONFIGURATION to TRUE.
- if theradio bearer identified with the IE "RB identity" already existsin the variable ESTABLISHED_RABS:
- setthevariableINVALID_CONFIGURATION to TRUE.

8.6.4.2a RAB information to reconfigure

If the |IE "RAB information to reconfigure” isincluded then the UE shall:

if the entry for the radio access bearer identified by the IE "CN domain identity” together with the IE "RAB
Identity" inthe variable ESTABLISHED RABS aready exists:

- perform the action for the IE "NAS Synchronization Indicator”, according to subclause 8.6.4.12.
else

- setthevariable INVALID_CONFIGURATION to TRUE.

8.6.4.3 RB information to setup

If the IE "RB information to setup" isincluded, the UE shall apply the following actions on the radio bearer identified
with the value of the |IE "RB identity". The UE shall:

use the same START value to initialise the hyper frame number components of COUNT-C variables for all the
new radio bearers to setup;

perform the actions for the |IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio
bearer;

perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;
perform the actions for the | E "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the |IE " Same as
RB" issetto"TM RLC":

- configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].

if the IE "Uplink RLC mode" or the |IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the
RB identity inthe IE "Same as RB" isset to "AM RLC" or "UM RLC":

- initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the
START vaueinthevariable START_VALUE_TO_TRANSMIT;

- settheremaining LSB of the hyper frame number component of COUNT-C for thisradio bearer to zero;
- start incrementing the COUNT-C values.

if the IE "Uplink RLC mode" and the |E "Downlink RLC mode" either in the IE "RLC info" or referenced by the
RB identity inthe IE"Same asRB" isset to "TM RLC":

- if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the |E
"CN domain identity" in the |[E "RAB info" in the variable ESTABLISHED RABS and at least one
transparent mode radio bearer isincluded in the |E "RB information to setup”:

- Aat the activation time as specified in the |E " Ciphering activation time for DPCH" if included in the |E
"Ciphering mode info" in the command message or, if this | E is not included, as specified in the |[E
"COUNT-C activation time" included in the response message:
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- _initialise the 20 MSBmost significant bits of the hyper frame number component of COUNT-C
common for all transparent mode radio bearers of this CN domain with the START value in the
variable START VALUE TO TRANSMIT;

- _settheremaining LSB of the hyper frame number component of COUNT-C to zero;

- ifthelE"Status' in the variable CIPHERING STATUS of the CN domain asindicated in the [E "CN
domain identity" inthe IE "RAB info" in the variable ESTABLISHED RABS s set to "Not Started":

- do not increment the COUNT-C value for this CN domain;

- ese if thelE "Status' in the variable CIPHERING STATUS of the CN domain asindicated in the |[E
"CN domain identity" in the |[E "RAB info" in the variable ESTABLISHED RABS s set to "Started":

- start increment the COUNT-C value for this CN domain;

- if prior to this procedure there exists at |east one transparent mode radio bearer for the CN domain
included inthe |E "CN domain identity" in the |[E "RAB info" in the variable ESTABLISHED RABS:

- _continue incrementing the COUNT-C value common for all transparent mode radio bearers of this CN

domain.

- if thelE"Status' in the variable CIPHERING_STATUS of the CN domain asindicated in the IE "CN domain
identity" inthe IE "RAB info" in the variable ESTABLISHED_RABS s set to "Started":

- start to perform ciphering on the radio bearer in lower layers, using the value of the |[E "RB identity" minus
one as the value of BEARER in the ciphering algorithm.

NOTE: UTRAN should not use the |IE "RB information to setup” to setup radio bearers with RB identity in the
range 1-4.
8.6.4.8 RB mapping info
If the IE "RB mapping info" isincluded, the UE shall:
- for each multiplexing option of the RB:

- if atransport channel that would not exist as aresult of the message (i.e. removed in the same messagein |IE
"Deleted DL TrCH information" and IE "Deleted UL TrCH information") isreferred to:

- setthevariable INVALID_CONFIGURATION to TRUE.

- if amultiplexing option that maps alogical channel corresponding to a TM-RLC entity onto RACH, CPCH,
FACH or DSCH isincluded:

- setthevariable INVALID_CONFIGURATION to TRUE.

- if the multiplexing option realises the radio bearer on the uplink (resp. on the downlink) using two logical
channels with different values of the |E "Uplink transport channel type" (resp. of the IE "Downlink transport
channel type"):
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set the variable INVALID_CONFIGURATION to TRUE.

- if that RB isusing TM and the |E " Segmentation indication” is set to TRUE and, based on the multiplexing
configuration resulting from this message, the logical channel corresponding to it is mapped onto the same
transport channel as another logical channel:

set the variable INVALID_CONFIGURATION to TRUE.

- if the transport channel considered in that multiplexing option is different from RACH and if that RB isusing
AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one
element:

set the variable INVALID_CONFIGURATION to TRUE.

- if that RB isusing UM or TM and the multiplexing option realisesit using two logical channels;

set the variable INVALID_CONFIGURATION to TRUE.

- for eachlogica channel in that multiplexing option:

if the value of the IE"RLC size list" is set to "Explicit list":

if a"Transport format set" for the transport channel thislogical channel is mapped onin this
multiplexing option isincluded in the same message, and the value (index) of any IE "RLC size
index" inthe |E "Explicit list" does not correspond to an "RLC size" in the | E transport format set of
that transport channel given in the message; or

if the transport channel thislogica channel is mapped on in this multiplexing option is different from
RACH, and if a" Transport format set" for that transport channel is not included in the same message,
and the value (index) of any IE "RLC sizeindex" in the |E "Explicit list" does not correspond to an
"RLC size" in the stored transport format set of that transport channel; or

if a"Transport format set" for the transport channel thislogical channel is mapped onin this
multiplexing option isincluded in the same message, and the value of any IE "Logical channel list" in
the transport format set is not set to " Configured"; or

if a"Transport format set” for the transport channel thislogical channel is mapped onin this
multiplexing option is not included in the same message, and the value of any |E "Logica channel
list" in the stored transport format set of that transport channel is not set to "Configured"”:

- setthevariable INVALID_CONFIGURATION to TRUE.

if thevalue of thelE"RLC sizelist" isset to "All":

if a"Transport format set” for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any |E "Logical channel list" in
the transport format set is not set to "Configured”; or

if a"Transport format set” for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any |E "Logica channel
list" in the stored transport format set of that transport channel is not set to " Configured":

- setthevariable INVALID_CONFIGURATION to TRUE.

if the value of the IE"RLC size list" is set to "Configured":

if a"Transport format set" for the transport channel thislogical channel is mapped onin this
multiplexing option isincluded in the same message, and for none of the RLC sizes defined for that
transport channel in the "Transport format set”, the "Logical Channel List" isset to "All" or given as
an "Explicit List" which contains thislogical channel; or

if a"Transport format set" for the transport channel thislogical channel is mapped onin this
multiplexing option is not included in the same message, and for none of the RLC sizes defined in the
transport format set stored for that transport channel, the "Logical Channel List" isset to "All" or
given asan "Explicit List" which contains thislogical channel:
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- setthevariable INVALID_CONFIGURATION to TRUE.

- if, asaresult of the message this |E isincluded in, several radio bearers can be mapped onto the same transport
channel, and the |IE "Logical Channel Identity" was not included in the RB mapping info of any of those radio
bearers for a multiplexing option on that transport channel or the same "Logical Channel Identity" was used
more than once in the RB mapping info of those radio bearers for the multiplexing options on that transport
channel:

- setthevariable INVALID_CONFIGURATION to TRUE.
- deleteall previously stored multiplexing options for that radio bearer;
- store each new multiplexing option for that radio bearer;
- select and configure the multiplexing options applicable for the transport channels to be used;
- if the IE "Uplink transport channel type" is set to the value "RACH":

- refer the IE"RLC size index" to the RACH Transport Format Set of the first PRACH received in the |IE
"PRACH system information list" received in SIB5 or SIB6.

- determine the sets of RLC sizes that apply to the logical channels used by that RB, based on the IES"RLC size
list" and/or the IEs "Logical Channel List" included in the applicable "Transport format set" (either the ones
received in the same message or the ones stored if none were received); and

- in case the selected multiplexing option is a multiplexing option on RACH:

- ignorethe RLC sizeindexesthat do not correspond to any RLC size within the Transport Format Set stored
for RACH.

- if RACH isthe transport channel to be used on the uplink, if that RB has a multiplexing option on RACH and if
itisusing AM:
- apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC
sizesin case the RB isrealised using two logical channels) for the corresponding RLC entity.

- if that RB isusing AM and the RL C size applicable to the logical channel transporting data PDUs is different
from the one derived from the previously stored configuration:

re-establish the corresponding RLC entity;
- configure the corresponding RLC entity with the new RLC size;

- for each AM RLC radio bearer in the CN domain asindicated in the IE "CN domain identity” in the |IE "RAB
info" in the variable ESTABLISHED RABS whose RLC sizeis changed; and

- for each AM RLC signalling radio bearer in the the CN domain asindicated in the |[E "CN domain identity"
in the variable LATEST CONFIGURED CN DOMAIN whose RLC sizeis changed:

— fortl . L . B o B infor il -

— fortl . - : " o o :

- if thelE"Status" in the variable CIPHERING_STATUS of this CN domain is set to " Started":
- if this|E wasincluded in system information:

- set the HFN values for the corresponding RLC entity equal to the value of the IE "START" for this
CN domain that will be included in the CELL UPDATE message that will be sent before the next
transmission.

- if this|E wasincluded in CELL UPDATE CONFIRM:

- set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
included in the latest transmitted CELL UPDATE message for this CN domain.
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- if this|E wasincluded in a reconfiguration message:

- set the HFN values for the corresponding RLC entity equal to the value of the IE "START" that
will be included in the reconfiguration compl ete message for this CN domain.

- if that RB isusing UM:
- indicate the largest applicable RLC size to the corresponding RLC entity.

- configure MAC multiplexing according to the selected multiplexing option (MAC multiplexing shall only be
configured for alogical channel if the transport channel it is mapped on according to the selected multiplexing
option is the same as the transport channel another logical channel is mapped on according to the multiplexing
option selected for it);

- configure the MAC with the logical channel priorities according to selected multiplexing option;
- configure the MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB;
- if thereis no multiplexing option applicable for the transport channels to be used:
- setthevariable INVALID_CONFIGURATION to TRUE.
- if thereis more than one multiplexing option applicable for the transport channels to be used:
- setthevariable INVALID_CONFIGURATION to TRUE.

In case |E "RB mapping info" includes |E "Downlink RLC logical channel info" but |E "Number of downlink RLC
logical channels' is absent, the parameter values are exactly the same as for the corresponding UL logical channels. In
case two multiplexing options are specified for the UL, the first options shall be used as default for the DL. As regards
the |E "Channel type", the following rule should be applied to derive the DL channel type from the UL channel
included in the |E:

Channel used in UL DL channel type implied by
"same as"
DCH DCH
RACH FACH
CPCH FACH
USCH DSCH
8.6.5.1 Transport Format Set

If the IE "Transport format set" isincluded, the UE shall:

- if thetransport format set isa RACH TFS received in System Information Block type 5 or 6, and CHOICE
"Logical Channel List" hasthe value "Explicit List":

- ignore that System Information Block.

- if the transport format set for a downlink transport channel is received in a System Information Block, and
CHOICE "Logical Channel List" hasavaue different from ’ALL":

- ignore that System Information Block.

- if the transport format set for a downlink transport channel is received in a message on aDCCH, and CHOICE
"Logical Channdl List" has avaue different from 'ALL":

- keep the transport format set if this exists for that transport channel;
- setthevariable INVALID_CONFIGURATION to TRUE.

- if thevalue of any IE "RB identity" (and "Logical Channel” for RBs using two UL logical channels) inthe IE
"Logical channel list" does not correspond to alogical channel indicated to be mapped onto this transport
channel in any RB multiplexing option (either included in the same message or previously stored and not
changed by this message); or
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- if the"Logica Channel List" for any of the RLC sizes defined for that transport channel is set to " Configured”
whileitisset to "All" or given asan "Explicit List" for any other RLC size; or

- if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "All" and for
any logical channel mapped to this transport channel, the value of the "RLC sizelist" (either provided in the IE
"RB mapping info" if included in the same message, or stored) is not set to " Configured"; or

- if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is given as an "Explicit
List" that contains alogical channel for which the value of the "RLC sizelist" (either provided inthe IE "RB
mapping info" if included in the same message, or stored) is not set to " Configured”; or

- if the"Logical Channel List" for all the RLC sizes defined for that transport channel are given as "Explicit List"
and if one of the logical channels mapped onto this transport channel is not included in any of those lists; or

- if the"Logica Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for
any logical channel mapped onto that transport channel, the value of the "RLC size list" (either provided in the
IE "RB mapping info" if included in the same message, or stored) is aso set to " Configured”; or

- if the lE "Transport Format Set” was not received within the IE "PRACH system information list" and if the
"Logical Channel List" for the RLC sizes defined for that transport channel is set to " Configured” and for any
logical channel mapped onto that transport channel, the "RLC size list" (either provided in the |E "RB mapping
info" if included in the same message, or stored ) is given as an "Explicit List" that includes an "RLC size index"
that does not correspond to any RLC sizein this " Transport Format Set":

- keep the transport format set if this exists for that transport channel;
- setthevariable INVALID_CONFIGURATION to TRUE.
- if thetotal number of configured transport formats for the transport channel exceeds maxTF:
- keep the transport format set if this exists for that transport channel;
- setthevariable INVALID_CONFIGURATION to TRUE.

- if thelE "Trangport format set” is considered as valid according to the rules above:

remove a previously stored transport format set if this exists for that transport channel;
- store the transport format set for that transport channel;

- consider the first instance of the parameter Number of TBsand TTI List within the Dynamic transport format
information to correspond to transport format O for this transport channel, the second to transport format 1
and so on;

- if the IE "Transport format Set" has the choice "Transport channel type" set to "Dedicated transport channel":
- caculate the transport block size for all transport formats in the TFS using the following
TB size=RLC size + MAC header size,
where:
- MAC header sizeis calculated according to [15] if MAC multiplexing is used. Otherwiseit is O bits;
- 'RLCsize reflectsthe RLC PDU size.
- if thelE "Transport format Set" has the choice "Transport channel type" set to "Common transport channel”:
- caculate the transport block size for al transport formats in the TFS using the following:
TB size=RLC size.

- if the IE "Number of Transport blocks" <> 0 and IE"RLC size" =0, no RLC PDU data exists but only parity
bits exist for that transport format;

- if the IE "Number of Transport blocks' = 0, neither RLC PDU neither data nor parity bits exist for that
transport format;
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- configure the MAC with the new transport format set (with computed transport block sizes) for that transport
channel;

- if the RB multiplexing option for a RB mapped onto that transport channel (based on the stored RB
multiplexing option) is not modified by this message:

- determine the sets of RLC sizes that apply to the logical channels used by that RB, based on the IE
"Logical Channel List" and/or the IE "RLC Size List" from the previously stored RB multiplexing option.

- if the IE "Transport Format Set" was received within the IE "PRACH system information list":

- ignorethe RLC sizeindexesin the stored RB multiplexing option that do not correspond to any RLC
sizein the received Transport Format Set.

- if thelE "Transport Format Set" was received within the IE "PRACH system information list", if that RB
isusing AM and if RACH isthe transport channel to be used on the uplink:

- apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or
RLC sizesin case the RB is realised using two logical channels) for the corresponding RLC entity.

- if thelE "Transport Format Set" was not received within the |IE "PRACH system information list", and if
that RB isusing AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has
more than one element:

- setthevariable INVALID_CONFIGURATION to true.

- if that RB isusing AM and the RL C size applicable to the logical channel transporting data PDUs is
different from the one derived from the previoudly stored configuration:

- re-establish the corresponding RLC entity;
- configure the corresponding RLC entity with the new RLC size;

- for each AM RLC radio bearer in the CN domain asindicated in the |[E "CN domain identity" in the
IE "RAB info" in the variable ESTABLISHED RABS whose RLC size is changed; and

- for each AM RLC signalling radio bearer in the the CN domain asindicated in the |[E "CN domain
identity" in the variable LATEST CONFIGURED CN_DOMAIN whose RLC sizeis changed:-—for
thsgp EquEH ES‘IHEEEEEE’H thEIEll - M - ] - n H UL M

— fortl . - : " omaini o .

- if this|E wasincluded in system information and if the |E " Status" in variable
CIPHERING_STATUS of thisCN domainis set to " Started":

- set the HFN values for the corresponding RLC entity equal to the value of the IE "START" for
this CN domain that will be included in the CELL UPDATE message that will be sent before
the next transmission.

- if thislE wasincluded in CELL UPDATE CONFIRM and if the |E "Status" in the variable
CIPHERING_STATUS of thisCN domainis set to " Started":

- set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
included in the latest transmitted CELL UPDATE message for this CN domain.

- if this|E wasincluded in areconfiguration message and if the |E "Status" in the variable
CIPHERING_STATUS of thisCN domain is set to " Started":

- set the HFN values for the corresponding RLC entity equal to the value of the IE"START"
that will be included in the reconfiguration complete message for this CN domain.

- if thisIE wasincluded in ACTIVE SET UPDATE and if the |E "Status" in the variable
CIPHERING_STATUS of thisCN domainis set to " Started":
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- set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
that will be included in the ACTIVE SET UPDATE COMPLETE message for this CN domain.

- if that RB isusing UM:
- indicate the largest applicable RLC size to the corresponding RLC entity.
- configure MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB.

For configuration restrictions on Blind Transport Format Detection, see [27].

8.6.6.28 Downlink DPCH info common for all radio links

If the |E "Downlink DPCH info common for all RL" isincluded the UE shall:

perform actions for the |E "Timing indication" as specified in subclause 8.5.15.2;
ignore the value received in |E " CFN-targetSFN frame offset";
if the IE "Downlink DPCH power control information” isincluded:
- perform actions for the IE "DPC Mode" according to [29].
if the IE choice "mode" is set to 'FDD"™:
- if the IE "Downlink rate matching restriction information” is included:
- setthevariable INVALID_CONFIGURATION to TRUE.
- perform actions for the | E " spreading factor";
- perform actions for the |E "Fixed or Flexible position”;
- perform actions for the |E "TFCI existence";
- if thelE choice"SF" is set to 256:
- storethe value of the |IE "Number of bits for pilot bits".
- if thelE choice"SF" set to 128:
- store the value of the |E "Number of bits for pilot bits".
if the IE choice "mode" is set to TDD”:

- perform actions for the |E "Common timeslot info".

If the IE "Downlink DPCH info common for all RL" isincluded in a message used to perform a Timing re-initialised
hard handover or the IE "Downlink DPCH info common for all RL” isincluded in a message used to transfer the UE
from a state different thanfrom Cell DCH to the Cell_DCH state, and ciphering is active for any radio bearer using

RLC-TM, the UE shall, after having activated the dedicated physical channelsindicated by that IE:

set the 20 MSB of the HFN component of COUNT-C for TM-RLC to the value of the |atest transmitted |E

"START" or "START List" for this CN domain, while not incrementing the value of the HFN component of
COUNT-C at each CFEN cycle; and

set the remaining L SBs of the HFN component of COUNT-C to zero;
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- _include the |[E "COUNT-C activation time" in the response message and specify a CEN value other than the
default, "Now" for this|E;

- cdculate the START value according to subclause 8.5.9;

- _include the calculated START valuesfor each CN domaininthe |lE "START list" in the |E "Uplink counter
synchronisation info" in the response message;

- _atthe CFN value asindicated in the response message in the |E "COUNT-C activation time':

- set the 20 MSB of the HFN component of the COUNT-C variable to the START vaue asindicated in the [E
"START list" of the response message for the relevant CN domain; and

- set theremaining LSBs of the HFN component of COUNT-C to zero;

- _increment the HFN component of the COUNT-C variable by one;

- set the CEN component of the COUNT-C to the value of the |[E "COUNT-C activation time" of the response
message. The HFN component and the CFN component completely initialise the COUNT-C variable;

- step the COUNT-C variable, as normal, at each CFN vaue—Thei.e. the HFN component is no longer fixed
in value but incremented at each CFN cycle.

10.2.16b HANDOVER TO UTRAN COMPLETE

This message is sent by the UE when a handover to UTRAN has been completed.
RLC-SAP: AM
Logical channel: DCCH
Direction: UE - UTRAN

Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE Information elements
START list CH 1lto START [40] values for all CN
<maxCNdo domains. Fhe-lE-is-mandatoery
mains> ift-has-not been-transferred
prior-to-the-handover.
>CN domain identity MP CN domain
identity
10.3.1.1
>START MP START
10.3.3.38
RB Information elements
COUNT-C activation time OP Activation Used for radio bearers
time mapped on RLC-TM.
10.3.3.1
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10.2.16¢ INITIAL DIRECT TRANSFER

This message is used to initiate a signalling connection based on indication from the upper layers, and to transfer aNAS
message.

RLC-SAP: AM
Logical channel: DCCH
Direction: UE -> UTRAN

Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE information elements
Integrity check info CH Integrity
check info
10.3.3.16
CN information elements
CN domain identity MP CN domain
identity
10.3.1.1
Intra Domain NAS Node MP Intra Domain
Selector NAS Node
Selector
10.3.1.6
NAS message MP NAS
message
10.3.1.8
START OP-OP START START value to be used in the
10.3.3.38 CN domain as indicated in the
IE CN domain identity. This IE
shall alwys be present inthis
version of the protocol.
Measurement information
elements
Measured results on RACH oP Measured
results on
RACH
10.3.7.45

10.3.3.5

Ciphering mode info

Thisinformation element contains the ciphering specific security mode control information.

Information Element/Group Need Multi Type and Semantics description
name reference
Ciphering mode command MP Enumerated | The command "stop" is not
(start/restart, | used in this version of the
stop) protocol
Ciphering algorithm CV- Ciphering
notStop algorithm
10.3.3.4
Ciphering activation time for OoP Activation Used for radio bearers
DPCH time mapped on RLC-TM. Only
10.3.3.1 applicable if the UE is already
in CELL_DCH state
Radio bearer downlink ciphering | OP RB Used for radio bearers
activation time info activation mapped on RLC-AM or RLC-
time info, UM
10.3.4.13
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Condition Explanation
notStop The IE is mandatory present if the IE "Ciphering mode
command" has the value "start/restart”, otherwise the IE
is not needed in the message.
10.3.3.16  Integrity check info

The Integrity check info contains the RRC message sequence number needed in the calculation of XMAC-I [40] and the

caculated MAC-I.

name

Information Element/Group

Need

Multi

Type and
reference

Semantics description

Message authentication code

MP

bit string(32)

MAC-I1 [40]. The Message
Authentication Code bits are
numbered b0-b31, where b0 is
the least significant bit. The 27
MSB of the IE shall be set to
zero and the 5 LSB of the IE
shall be set to the value of the
IE "RB identity" for the used
signalling radio bearer
identitywhen the encoded
RRC message is used as the
MESSAGE parameter in the
integrity protection algorithm.

RRC Message sequence
number

MP

Integer
(0..15)

The local RRC hyper frame
number (RRC HFN) is
concatenated with the RRC
message sequence number to
form the input parameter
COUNT-I for the integrity
protection algorithm.

The IE value shall be set to
zero when the encoded RRC
message is used as the
MESSAGE parameter in the
integrity protection algorithm.

13.4.x

SECURITY_MODIFICATION

This variable contains information on which CN domain is affected by the ongoing security reconfiguration

Information Element/Group

Need

Multi

name

Type and
reference

Semantics description

Status for each CN domain

MP

<lto

maxCNDo

mains>

>CN domain identity

MP

CN domain

identity
10.3.1.1

>Status

Enumerated(
Affected, Not

Affected)

11.2

PDU definitions

. kkkkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhhhkhhhhhhdddk

-- INITIAL DI RECT TRANSFER
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R R R Sk S S S S R S R S S R R

Initial Direct Transfer ::= SEQUENCE {
-- Core network |Es
cn- Domai nl dentity CN- Domai nl dentity,
i nt raDomai nNasNodeSel ect or I nt raDomai nNasNodeSel ect or,
nas- Message NAS- Message,
-- Measurenent |Es
nmeasur edResul t SONRACH Measur edResul t SONRACH OPTI ONAL,
v3aONonCri ti cal Ext ensi ons SEQUENCE {
initial DirectTransfer-v3alext Initial DirectTransfer-v3alext,
-- Extension nechani smfor non- rel ease99 information
nonCriti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
}
Initial DirectTransfer-v3a0ext ::= SEQUENCE {
-- the START val ue shall always be included in this version of the protocol
start-Val ue START- Val ue OPTI ONAL
-}

11.5 RRC information between network nodes

I nt ernode-definitions DEFIN TI ONS AUTOVATI C TAGS :: =
BEG N
| MPORTS

Handover ToUTRANConmand,

Measur ement Report,

Physi cal Channel Reconfi gurati on,

Radi oBear er Reconfi gur ati on,

Radi oBear er Rel ease,

Radi oBear er Set up,

RRC- Fai | ur el nf o,

Transport Channel Reconfi gurati on
FROM PDU- defi ni ti ons

-- Core Network |Es :
CN- Domai nl dentity,
CN- Domai nl nf or mat i onLi st
CN- DRX- Cycl eLengt hCoef fi ci ent,
NAS- Syst eml nf or mat i onGSM MAP,
-- UTRAN Mobility IEs :
Cel I I dentity,
URA- I dentity,
-- User Equipnent |Es :
C- RNTI,
DL- PhysChCapabi | i t yFDD- v380ext ,
Fai | ureCauseWt hProt Err,
RRC- MessageSequenceNunber,

STARTLI st ,
START- Val ue,
U RNTI ,

UE- Radi oAccessCapabi lity,
UE- Radi oAccessCapabi | i ty-v370ext,
UE- Radi oAccessCapabi | i ty-v380ext,
-- Radio Bearer |Es :
Pr edef i nedConfi gSt at usLi st
Pr edef i nedConf i gVal ueTag,
RAB- | nf or mat i onSet uplLi st ,
SRB- | nf or nat i onSet uplLi st,
-- Transport Channel |Es :
CPCH- Set | D,
DL- CommonTr ansChl nf o,
DL- AddReconf Tr ansChl nf oLi st
DRAC- St ati cl nf or mati onlLi st
UL- CommonTr ansChl nf o,
UL- AddReconf Tr ansChl nf oLi st
-- Measurenent IEs :
Measur enent | dentity,
Measur enent Repor t i nghbde,
Measur enment Type,
Addi ti onal Measur enment | D- Li st

3GPP



Error! No text of specified style in document. 68 Error! No text of specified style in document.

Posi ti onEsti nat e,
-- OGher IEs :

| nt er RAT- UE- Radi oAccessCapabi |l i tyLi st
FROM | nf or mat i onEl enent s

maxCNdonmai ns,
maxNoOf Meas,
max RB,
max SRBset up
FROM Const ant - def i ni ti ons;

-- Part 1: Cass definitions simlar to what has been defined in 11.1 for RRC nessages
-- Information that is tranferred in the sane direction and across the sane path is grouped

khkhkkhkhkhhhhkhhhhhhhhhhhhhhkhhhhhkh kb hkhhhkhhkhhkhhkhkhhkhkhkkk

-- RRCinformation, to target RNC

khkhkkhhkhhhhkhhhhhhhhhhhhhhkhhkhhhkhkhhkhhk kb hkhkhhkhkhkhkhkkk

-- RRC Information to target RNC sent either from source RNC or from another RAT

ToTar get RNC- Cont ai ner ::= CHO CE {
i nt er RAThandover I nt er RATHandover | nf oW t hl nt er RATCapabi l i ti es,
srncRel ocati on SRNC- Rel ocati onl nf o,
ext ensi on NULL

}

khhkkhkhkhhhhkhhhkhhhhhhhhhhhkhhhhhkhhkhhkhhhkhhkhhkhhkhkhkhkhkkk

-- RRCinformation, target RNC to source RNC

khkhkkhhkhhhhkhhhhhhhhhhhhhhkhhkhhhkhhkhhkhh kb hkhhkhhkkhkhkhkkk

Tar get RNC- ToSour ceRNC- Cont ai ner: : = CHO CE {

r adi oBear er Set up Radi oBear er Set up,
radi oBear er Reconfi guration Radi oBear er Reconfi gurati on,
r adi oBear er Rel ease Radi oBear er Rel ease,
transport Channel Reconfi guration Transport Channel Reconfi gurati on,
physi cal Channel Reconfi guration Physi cal Channel Reconfi gurati on,
rrc-Failurelnfo RRC- Fai | ur el nf o,
ext ensi on NULL
}
-- Part2: Container definitions, simlar to the PDU definitions in 11.2 for RRC nessages
-- In al phabetical order
- khkkhkhkhkhkhkdhkdkhkhkhhhkhdhkdbhhhhdhrkdhhhhdhhkdhrdrhrrhdrhrdhrdhhdddx
-- Handover to UTRAN information
:: R
I nt er RATHandover | nf oW t hl nt er RATCapabi lities ::= CHO CE {
r3 SEQUENCE {
i nt er RAThandover | nfo-r3 I nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-r3-1 Es,
-- | E I nter RATHandover | nf oWt hl nt er RATCapabi lities-r3-1Es al so
-- includes non critical extensions
v390NonCri ti cal Ext ensi ons SEQUENCE {
i nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es- v390ext
I nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext - | Es,
-- Reserved for future non critical extension
nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
I
critical Extensions SEQUENCE {}
}
I nt er RATHandover | nf oW t hl nt er RATCapabi lities-r3-1Es:: = SEQUENCE {

-- The order of the IEs may not reflect the tabular fornat
-- but has been chosen to sinplify the handling of the information in the BSC

-- Oher IEs
ue- RATSpeci fi cCapability | nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTIl ONAL,
i nt er RATHandover | nf o OCTET STRING (Sl ZE (0..255))

-- Cctet string is used to obtain 8 bit length field prior to actual information
-- This makes it possible for BSS to transparently handl e information received via
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-- GSMair interface even when it includes non critical extensions
-- The octet string shall include the |nterRATHandoverInfo information
-- The BSS can re-use the 04.18 length field received fromthe M5

}

I nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext-1Es :
-- User equipnent |Es

: = SEQUENCE {

failureCauseWthProtErr Fai | ureCauseWthProt Err OPTI ONAL
}
- PR R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S
-- SRNC Rel ocation information
:: ER R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S
SRNC- Rel ocationlnfo ::= CHO CE {
r3 SEQUENCE {
SRNC- Rel ocationlnfo-r3 SRNC- Rel ocati onl nfo-r 3-1Es,
v380NonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v380ext SRNC- Rel ocat i onl nf 0- v380ext - | Es,
-- Reserved for future non critical extension
v390NonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf o- v390ext SRNC- Rel ocat i onl nf o- v390ext - | Es,
v3a0ONonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v3a0Oext SRNC- Rel ocat i onl nf o- v3aOext - | Es,
-- Reserved for future non critical extension
nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
} OPTI ONAL
} OPTI ONAL
},
critical Extensions SEQUENCE {}
}
SRNC- Rel ocationlnfo-r3-1Es ::= SEQUENCE {
-- Non-RRC | Es
stateOf RRC St at e RRC,

st at eOf RRCG- Procedure
Ci phering related information | Es

If the extension v380 is included use the extension for the ciphering status per

ci pheringSt at us

St at eOf RRC- Procedur e,

G pheringSt at us,

cal cul ati onTi meFor C pheri ng Cal cul ati onTi meFor C pheri ng OPTIl ONAL,

ci pheri ngl nf oPer RB- Li st G pheri ngl nf oPer RB- Li st OPTI ONAL,

count - C- Li st COUNT- C- Li st OPTI ONAL,

integrityProtectionStatus IntegrityProtectionStatus,

srb-SpecificlntegrityProtinfo  SRB-SpecificlntegrityProtlnfolList,

i mpl enent ati onSpeci fi cPar ans | mpl enent ati onSpeci fi cPar ans OPTI ONAL,
-- User equipnent |Es

u- RNTI U- RNTI ,

c- RNTI C- RNTI OPTI ONAL,

ue- Radi oAccessCapability UE- Radi oAccessCapability,

ue- Posi ti oni ng- Last KnownPos UE- Posi ti oni ng- Last KnownPos OPTIl ONAL,

ue- RATSpeci ficCapability I nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTI ONAL,
-- UTRAN nobility | Es
ura-ldentity URA- I dentity OPTI ONAL,
-- Core network |Es
cn- CommonGSM MAP- NAS- Sysl nf o NAS- Syst eml nf or mat i onGSM MVAP,
cn- Domai nl nf or mat i onLi st CN- Domai nl nf or mat i onLi st OPTI ONAL,
-- Measurenent |Es
ongoi ngMeasReplLi st Ongoi ngMeasReplLi st OPTIl ONAL,
-- Radi o bearer |Es
pr edef i nedConfi gSt at usLi st Pr edef i nedConfi gSt at uslLi st
srb-1nformationLi st SRB- | nf or nat i onSet uplLi st,
rab- | nf or mati onLi st RAB- | nf or mat i onSet uplLi st OPTIl ONAL,
-- Transport channel |Es
ul - ComonTr ansChl nf o UL- ComonTr ansChl nf o OPTI ONAL,
ul - TransChl nf oLi st UL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
nodeSpeci ficl nfo CHO CE {
fdd SEQUENCE {
cpch-Set I D CPCH- Set I D OPTI ONAL,
t ransChDRAC- | nf o DRAC St aticlnformationLi st OPTI ONAL
}
tdd NULL
I
dl - CommonTr ansChl nf o DL- ComonTr ansChl nf o OPTI ONAL,
dl - TransChl nf oLi st DL- AddReconf Tr ansChl nf oLi st OPTI ONAL,

Q her | Es
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Measur ement report
measur ement Report

}
SRNC- Rel ocat i onl nf o-v380ext-1Es :

cn- Domai nl dentity
ci pheringSt at usLi st
}

SRNC- Rel ocat i onl nf 0-v390ext - | Es :
cn- Domai nl nf or mat i onLi st - v390ext
ue- Radi oAccessCapabi | i ty- v370ext
ue- Radi oAccessCapabi |l i ty-v380ext
dl - PhysChCapabi | i t yFDD- v380ext

70

Measur ement Report

;= SEQUENCE ({
Ci phering related information | Es

CN- Domai nl dentity,
G pheringSt at usLi st

;= SEQUENCE {

CN- Domai nl nf or mat i onLi st - v390ext
UE- Radi oAccessCapabi |l i ty-v370ext
UE- Radi oAccessCapabi |l i ty-v380ext
DL- PhysChCapabi | i t yFDD- v380ext ,

failureCauseWthProtErr
}

SRNC- Rel ocat i onl nf o-v3aOext-I1Es ::

Fai | ureCauseWthProt Err

SEQUENCE{

xt START- Val ue

St art Val ueFor Cl pheri ng- v3a0e
3

Ci pheri ngSt at usLi st

Ci pheringSt at usCNdonai n ::
cn- Domai nl dentity
ci pheringSt at us

}
-- |E definitions
Cal cul ati onTi meFor C phering :: =
cell-Id
sfn
}
Ci pheringlnfoPerRB :: =
dl - HFN
ul - HFN
}

-- TABULAR Miltiplicity val ue nunbe
w th maxRB.
G pheri ngl nf oPer RB- Li st

Ci pheringStatus ::

CN- Domai nl nf or mat i on- v390ext
cn- DRX- Cycl eLengt hCoef f
}

CN- Domai nl nf or mat i onLi st - v390ext

COUNT- C- Li st

COUNT-CSingle ::
cn- Domai nl dentity
count-C

}

| npl enent at i onSpeci fi cParans ::

IntegrityProtectionStatus ::

Measur enent CommandW t hType ::
setup
nodi fy
rel ease

}
Ongoi ngMeasRep :: =

SEQUENCE (Sl ZE (1..maxCNdomai ns)) OF
Ci pheringSt at usCNdomai n

SEQUENCE {
CN- Domai nl dentity,
G pheringSt at us

SEQUENCE {
Cel I I dentity,
| NTEGER (0. . 4095)

SEQUENCE {
BI T STRING (S| ZE (20..25)),
BI T STRING (Sl ZE (20..25))

r O Radi oBearers has been repl aced

SEQUENCE (Sl ZE (1..maxRB)) OF
G pheri ngl nf oPer RB

ENUMERATED {

started, notStarted }

SEQUENCE {
CN- DRX- Cycl eLengt hCoef fi ci ent

SEQUENCE (Sl ZE (1..maxCNdomai ns)) OF
CN- Domai nl nf or mat i on- v390ext

SEQUENCE (Sl ZE (1..maxCNdomai ns)) OF
COUNT- CSi ngl e

SEQUENCE {
CN- Donai nl dentity,
BIT STRING (Sl ZE (32))

BIT STRING (Sl ZE (1..512))

ENUMERATED {

started, notStarted }

CHO CE {
Measur enment Type,

NULL,
NULL

SEQUENCE {
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nmeasur enment | dentity Measur enment | dentity,

nmeasur ement ConmandW t hType Measur ement ConmandW t hType,

-- TABULAR The CHO CE Measurenent in the tabular description is included
-- in the | E above.

nmeasur enent Repor ti nghbde Measur ement Repor ti nghbde OPTI ONAL,
addi ti onal Measur enment | D- Li st Addi ti onal Measur enment | D- Li st OPTI ONAL
}
Ongoi ngMeasRepLi st ::= SEQUENCE (Sl ZE (1..maxNoOf Meas)) OF
Ongoi ngMeasRep
SRB- SpecificlntegrityProtinfo ::=  SEQUENCE {
ul - RRC- HEN BIT STRING (SI ZE (28)),
dl - RRG- HFEN BIT STRING (SI ZE (28)),
ul - RRC- SequenceNunber RRC- MessageSequenceNunber ,
dl - RRC- SequenceNunber RRC- MessageSequenceNunber
}
SRB- SpecificlntegrityProtlnfolist ::= SEQUENCE (S| ZE (4..maxSRBsetup)) OF
SRB- SpecificlntegrityProtlnfo
StateOFRRC :: = ENUVERATED {
cel | -DCH, cell-FACH,
cel |l -PCH, ura-PCH }
St at e RRC- Procedure :: = ENUMERATED {
awai t NoORRC- Message,
awai t RRC- Connect i onRe- est abl i shnent Conpl et e,
awai t RB- Set upConpl et e,
awai t RB- Reconfi gurati onConpl et e,
awai t Transport CH Reconfi gur ati onConpl et e,
awai t Physi cal CH Reconfi gurati onConpl et e,
awai t Act i veSet Updat eConpl et e,
awai t Handover Conpl et e,
sendCel | Updat eConfirm
sendUr aUpdat eConfirm
sendRr cConnect i onReest abl i shnent,
ot her St at es
}
UE- Posi ti oni ng- Last KnownPos :: = SEQUENCE {
sfn | NTEGER (0. . 4095),
cell-id Cell I dentity,
positionEsti mate Posi ti onEsti mat e
}
END

13.4.11aLATEST_CONFIGURED_CN_DOMAIN

This variable stores the CN-domain that was most recently configured to be used for ciphering and integrity protection.

Information Element/Group Need Multi Type and Semantics description
name reference
Latest configured CN domain oP CN domain Cleared when entering UTRA

identity RRC connected mode when

10.3.1.1 not stated otherwise in the
procedure.
Cleared when leaving UTRA
RRC connected mode.

14.12.4.2 SRNS RELOCATION INFO

This RRC message is sent between network nodes when preparing for an SRNS relocation.

Direction: source RAT - target RNC
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Information Element/Group
Name

Need

Multi

Type and
reference

Semantics description

Non RRC IEs

>State of RRC

MP

RRC state
indicator,
10.3.3.10

>State of RRC procedure

MP

Enumerated
(await no
RRC
message,
Complete,
await RB
Setup
Complete,
await RB
Reconfigurat
ion
Complete,
await RB
Release
Complete,
await
Transport
CH
Reconfigurat
ion
Complete,
await
Physical CH
Reconfigurat
ion
Complete,
await Active
Set Update
Complete,
await
Handover
Complete,
send Cell
Update
Confirm,
send URA
Update
Confirm,

, others)

Ciphering related information

>Ciphering status for each CN
domain

MP

<lto
maxCNDo
mains>

>>CN domain identity

MP

CN domain
identity
10.3.1.1

>>Ciphering status

MP

Enumerated(
Not started,
Started)

>>START

START
10.3.3.38

START value to be used in
this CN domain.

>L atest configured CN domain

MP

CN domain
identity
10.3.1.1

Value contained in the variable
of the same name.

>Calculation time for ciphering
related information

CV-
Ciphering

Time when the ciphering
information of the message
were calculated, relative to a
cell of the target RNC

>>Cell Identity

MP

Cell Identity
10.3.2.2

Identity of one of the cells
under the target RNC and
included in the active set of the
current call
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Information Element/Group Need Multi Type and Semantics description
Name reference
>>SFN MP Integer(0..40
95)
>COUNT-C list Cv- 1to COUNT-C values for radio
Ciphering <maxCNdo bearers using transparent
mains> mode RLC
>>CN domain identity MP CN domain
identity
10.3.1.1
>>COUNT-C MP Bit string(32)
>Ciphering info per radio bearer | OP 1to For signalling radio bearers
<maxRB> this IE is mandatory.
>>RB identity MP RB identity
10.3.4.16
>>Downlink HFN MP Bit This IE is either RLC AM HFN
string(20..25 | (20 bits) or RLC UM HFN (25
) bits)
>>Uplink HFN MP Bit This IE is either RLC AM HFN
string(20..25 | (20 bits) or RLC UM HFN (25
) bits)
Integrity protection related
information
>Integrity protection status MP Enumerated(
Not started,
Started)
>Signalling radio bearer specific | CV-IP 410
integrity protection information <maxSRBs
etup>
>>Uplink RRC HFN MP Bit string
(28)
>>Downlink RRC HFN MP Bit string
(28)
>>Uplink RRC Message MP Integer (O..
sequence number 15)
>>Downlink RRC Message MP Integer (O..
seqguence number 15)
>Ilmplementation specific OoP Bit string
parameters (1..512)
RRC IEs
UE Information elements
>U-RNTI MP U-RNTI
10.3.3.47
>C-RNTI oP C-RNTI
10.3.3.8
>UE radio access Capability MP UE radio
access
capability
10.3.3.42
>UE radio access capability OoP UE radio
extension access
capability
extension
10.3.3.42a
>Last known UE position OoP
>>SFN MP Integer Time when position was
(0..4095) estimated
>>Cell ID MP Cell identity; Indicates the cell, the SFN is
10.3.2.2 valid for.
>>CHOICE Position estimate MP
>>>Ellipsoid Point Ellipsoid
Point;
10.3.8.4a
>>>FEllipsoid point with Ellipsoid
uncertainty circle point with
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Information Element/Group Need Multi Type and Semantics description
Name reference
10.3.8.4d
>>>Ellipsoid point with Ellipsoid
uncertainty ellipse point with
uncertainty
ellipse
10.3.8.4e
>>>Ellipsoid point with altitude Ellipsoid
point with
altitude
10.3.8.4b
>>>Ellipsoid point with altitude Ellipsoid
and uncertainty ellipsoid point with
altitude and
uncertainty
ellipsoid
10.3.8.4c
Other Information elements
>UE system specific capability OoP 1to
<maxSyste
mCapabilit
y>
>>|nter-RAT UE radio access MP Inter-RAT
capability UE radio
access
capability
10.3.8.7
UTRAN Mobility Information
elements
>URA ldentifier oP URA identity
10.3.2.6
CN Information Elements
>CN common GSM-MAP NAS MP NAS system
system information information
(GSM-MAP)
10.3.1.9
>CN domain related information | OP 1to CN related information to be
<MaxCNdo provided for each CN domain
mains>
>>CN domain identity MP
>>CN domain specific GSM- MP NAS system
MAP NAS system info information
(GSM-MAP)
10.3.1.9
>>CN domain specific DRX MP CN domain
cycle length coefficient specific DRX
cycle length
coefficient,
10.3.3.6
Measurement Related
Information elements
>For each ongoing oP 1lto
measurement reporting <MaxNoOf
Meas>
>>Measurement Identity MP Measuremen
t identity
10.3.7.48
>>Measurement Command MP Measuremen
t command
10.3.7.46
>>Measurement Type CV-Setup Measuremen
t type
10.3.7.50
>>Measurement Reporting OoP Measuremen
Mode t reporting
mode
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Information Element/Group Need Multi Type and Semantics description
Name reference
10.3.7.49
>>Additional Measurements list | OP Additional
measuremen
ts list
10.3.7.1
>>CHOICE Measurement OP
>>>|ntra-frequency
>>>>|ntra-frequency cell info OoP Intra-
frequency
cell info list
10.3.7.33
>>>>|ntra-frequency oP Intra-
measurement frequency
quantity measuremen
t quantity
10.3.7.38
>>>>|ntra-frequency reporting oP Intra-
quantity frequency
reporting
quantity
10.3.7.41
>>>>Reporting cell status oP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
10.3.7.51
>>>>CHOICE report criteria OoP
>>>>>Intra-frequency Intra-
measurement frequency
reporting criteria measuremen
t reporting
criteria
10.3.7.39
>>>>>Perjodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Inter-frequency
>>>>|nter-frequency cell info oP Inter-
frequency
cell info list
10.3.7.13
>>>>|nter-frequency OoP Inter-
measurement frequency
quantity measuremen
t quantity
10.3.7.18
>>>>|nter-frequency reporting OoP Inter-
quantity frequency
reporting
quantity
10.3.7.21
>>>>Reporting cell status oP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
10.3.7.51
>>>>CHOICE report criteria OoP
>>>>>|nter-frequency Inter-
measurement frequency
reporting criteria measuremen
t reporting
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Information Element/Group Need Multi Type and Semantics description
Name reference
criteria
10.3.7.19
>>>>>Perjodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Inter-RAT
>>>>|nter-RAT cell info OoP Inter-RAT
cell info list
10.3.7.23
>>>>Inter-RAT measurement OoP Inter-RAT
quantity measuremen
t quantity
10.3.7.29
>>>>|nter-RAT reporting OoP Inter-RAT
quantity reporting
quantity
10.3.7.32
>>>>Reporting cell status OoP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
10.3.7.51
>>>>CHOICE report criteria OoP
>>>>>|nter-RAT measurement Inter-RAT
reporting criteria measuremen
t reporting
criteria
10.3.7.30
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Traffic Volume
>>>>Traffic volume OoP Traffic
measurement volume
Object measuremen
t object
10.3.7.70
>>>>Traffic volume OoP Traffic
measurement volume
quantity measuremen
t quantity
10.3.7.71
>>>>Traffic volume reporting OoP Traffic
quantity volume
reporting
quantity
10.3.7.74
>>>>CHOICE report criteria OoP
>>>>>Traffic volume Traffic
measurement volume
reporting criteria measuremen
t reporting
criteria
10.3.7.72
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL

>>>Quality
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Information Element/Group Need Multi Type and Semantics description
Name reference

>>>>Quality measurement oP Quality

Object measuremen
t object

>>>>CHOICE report criteria OP

>>>>>Quality measurement Quiality

reporting criteria measuremen
t reporting
criteria
10.3.7.58

>>>>>Perjodical reporting Periodical
reporting
criteria
10.3.7.53

>>>>>No reporting NULL

>>>UE internal

>>>>UE internal measurement OoP UE internal

quantity measuremen
t quantity
10.3.7.79

>>>>UE internal reporting OoP UE internal

quantity reporting
quantity
10.3.7.82

>>>>CHOICE report criteria OoP

>>>>>UE internal measurement UE internal

reporting criteria measuremen
t reporting
criteria
10.3.7.80

>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53

>>>>>No reporting NULL

>>>UE positioning

>>>>| CS reporting quantity OoP LCS
reporting
quantity
10.3.7.111

>>>>CHOICE report criteria OP

>>>>>| CS reporting criteria LCS
reporting
criteria
10.3.7.110

>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53

>>>>>No reporting

Radio Bearer Information

Elements

>Pre-defined configuration OoP Pre-defined

status information configuration
status
information
14.13.2.3

>Signalling RB information list MP 1to For each signalling radio

<maxSRBs bearer
etup>

>>Signalling RB information MP Signalling
RB
information
to setup
10.3.4.24

>RAB information list OoP 1to Information for each RAB
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Information Element/Group Need Multi Type and Semantics description
Name reference
<maxRABs
etup>
>>RAB information MP RAB
information
to setup
10.3.4.10
Transport Channel
Information Elements
Uplink transport channels
>UL Transport channel OoP UL Transport
information common for all channel
transport channels information
common for
all transport
channels
10.3.5.24
>UL transport channel oP 1lto
information list <MaxTrCH
>
>>UL transport channel MP Added or
information reconfigured
UL TrCH
information
10.3.5.2
>CHOICE mode OoP
>>FDD
>>>CPCH set ID OP CPCH set ID
10.3.55
>>>Transport channel OoP 1to
information for DRAC list <MaxTrCH
>
>>>>DRAC static information MP DRAC static
information
10.3.5.7
>>TDD (no data)
Downlink transport channels
>DL Transport channel OoP DL Transport
information common for all channel
transport channels information
common for
all transport
channels
10.3.5.6
>DL transport channel OoP 1to
information list <MaxTrCH
>
>>DL transport channel MP Added or
information reconfigured
DL TrCH
information
10.3.5.1
>Measurement report OoP MEASUREM
ENT
REPORT
10.2.17
Other Information elements
Failure cause oP Failure Diagnostics information related
cause to an earlier SRNC Relocation
10.3.3.13 request (see NOTE 2 in
14.12.0a)
Protocol error information CV-ProtErr Protocol
error
information
10.3.8.12
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Multi Bound Explanation
MaxNoOfMeas Maximum number of active measurements, upper
limit 16
Condition Explanation
Setup The IE is mandatory present when the IE

Measurement command has the value "Setup"”,
otherwise the |E is not needed.

Ciphering The IE is mandatory present when the |E Ciphering
Status has the value "started" and the ciphering
counters need not be reinitialised, otherwise the IE is
not needed.

IP The IE is mandatory present when the IE Integrity
protection status has the value "started" and the
integrity protection counters need not be reinitialised,
otherwise the IE is not needed.

ProtErr This IE is mandatory present if the IE "Protocol error
indicator" is included and has the value "TRUE".
Otherwise it is not needed.
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8.5.8

[D] The first CFN of the TTI shall be used for ciphering in the whole TTI. This is
clarified in 8.5.8. (See also CR to 25.321).

8.5.9

Ol 2.25: It needs to be clarified that COUNT-C corresponding to non ciphered RB
should NOT be included in the START value calculation.

8.6.3.4

[E] "Pending activation time" is clarified for downlink. This is needed as the UE in
some cases shall apply a new configuration at a pending activation time.

8.6.3.5

Ol 2.49: Added missing Integrity Protection invalid configuration check.

8.6.4.1

[F] The start of ciphering is missing when an SRB is setup (SRB4) and ciphering
is already started for the CN domain (see similar text in RB setup, 8.6.4.3).

8.3.6.3 and 10.2.16.b

[G] UE shall, in case USIM is present, include in the HANDOVER TO UTRAN
COMPLETE message the START values that were not transferred to the network
via the other RAT. The specification is clarified, by referring to UE variable
INTER_RAT_HANDOVER_INFO_TRANSFERRED.
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Failure message when security procedure is interruped by cell update. UE shall not send
failure message after having sent the SECURITY MODE COMPLETE message (see R2-
020348

Section 8.1.12.2.1 and 8.1.12.2.2: The restriction on the number of ciphering
configurations and integrity protection algorithms that the UE needs to store is
clarified.

8.5.9. The START value calculation is changed from MAX(HFN)+1 to MAX(HEN)+2in
order to avoid reuse in case of loss of datain UM before RB release.

Inrevision 3:

- ASN.1 changes added

- STARTIist is added in the inter node containers
- SIM handling

- Timing initialised HHO
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8.1.3.6 Reception of an RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message
with the value of the variable INITIAL_UE_IDENTITY.

If the values are different, the UE shall:
- ignorethe rest of the message.
If the values are identical, the UE shall:

- stop timer T300, and act upon all received information elements as specified in subclause 8.6, unless specified
otherwise in the following:

- if the UE will beinthe CELL_FACH state at the conclusion of this procedure:
- if the IE "Frequency info" isincluded:
- select asuitable UTRA cell according to [4] on that frequency;
- select PRACH according to subclause 8.5.17;
- select Secondary CCPCH according to subclause 8.5.19;
- ignorethe IE "UTRAN DRX cycle length coefficient" and stop using DRX.
- perform the physical layer synchronisation procedure as specified in [29];
- enter astate according to subclause 8.6.3.3;

- submit an RRC CONNECTION SETUP COMPLETE message to the lower layers on the uplink DCCH after
successful state transition per subclause 8.6.3.3, with the contents set as specified below:

set the |[E "RRC transaction identifier" to:

- thevalue of "RRC transaction identifier" in the entry for the RRC CONNECTION SETUP message in the
table "Accepted transactions' in the variable TRANSACTIONS; and

- clear that entry.
- if the USIM or SIM is present:

- setthe"START" for each CN domaininthe IE"START list" in the RRC CONNECTION SETUP
COMPLETE message with the corresponding START value that is stored in the USIM [50]; if present, or
as stored in the UE if the SIM is present; and then

- setthe START value stored in the USIM [50]_if present, and as stored in the UE if the SIM is present, for
any CN domain to the value "THRESHOLD" of the variable START_THRESHOLD.

- if neither the USIM nor SIM is not present:

- setthe"START" for each CN domaininthe IE"START list" in the RRC CONNECTION SETUP
COMPLETE message to zero;

- setthevalue of "THRESHOLD" inthe variable "START_THRESHOLD" to the default value [40].

- retrieveits UTRA UE radio access capability information elements from variable
UE_CAPABILITY_REQUESTED; and then

- includethisin |IE "UE radio access capability" and |E "UE radio access capability extension", provided this
IE isincluded in variable UE_CAPABILITY_REQUESTED;

- retrieveitsinter-RAT-specific UE radio access capability information elements from variable
UE_CAPABILITY_REQUESTED; and then

- includethisin IE "UE system specific capability”.
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When the RRC CONNECTION SETUP COMPLETE message has been submitted to lower layers for transmission the
UE shall:

- if the UE has entered CELL_FACH state:

- sarttimer T305 using itsinitial valueif periodical update has been configured by T305 in the IE "UE Timers
and constants in connected mode" set to any other value than "infinity" in system information block type 1.

- storethe contents of the variable UE_CAPABILITY_REQUESTED in the variable
UE_CAPABILITY_TRANSFERRED;

- initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4;
- consider the procedure to be successful;

And the procedure ends.

8.1.8.2 Initiation of Initial direct transfer procedure in the UE

Inthe UE, theinitial direct transfer procedure shall be initiated, when the upper layers request establishment of a
signalling connection. This request also includes arequest for the transfer of a NAS message.

Upon initiation of the initial direct transfer procedure when the UE isin idle mode, the UE shall:
- setthevariable ESTABLISHMENT _CAUSE to the cause for establishment indicated by upper layers,
- perform an RRC connection establishment procedure, according to subclause 8.1.3;
- if the RRC connection establishment procedure was not successful:
- indicate failure to establish the signalling connection to upper layers and end the procedure.
- when the RRC connection establishment procedure is completed successfully:
- continue with the initial direct transfer procedure as below.
Upon initiation of the initial direct transfer procedure when the UE isin CELL_PCH or URA_PCH state, the UE shall:
- perform acell update procedure, according to subclause 8.3.1, using the cause "uplink data transmission";
- when the cell update procedure completed successfully:
- continue with the initial direct transfer procedure as below.
The UE shall, inthe INITIAL DIRECT TRANSFER message:
- setthelE"NAS message” as received from upper layers; and
- setthelE"CN domain identity” asindicated by the upper layers; and
- setthelE "Intra Domain NAS Node Selector” as follows:
- derivethe |IE "Intra Domain NAS Node Selector”" from TMSI/PMTSI, IMSI, or IMEI; and
- provide the coding of the |IE "IntraDomain NAS Node Selector” according to the following priorities:

1. derive therouting parameter for IDNNS from TMSI (CS domain) or PTMSI (PS domain) whenever a
valid TMSI/PTMSI isavailable;

2. basethe routing parameter for IDNNS on IMSI when no valid TMSI/PTMSI is available;
3. basethe routing parameter for IDNNS on IMEI only if no (U)SIM isinserted in the UE.

- cdculate the START according to subclause 8.5.9 for the CN domain set in the |[E "CN Domain Identity"; and

- _include the calculated START value for that CN domaininthe lE “START”;

In CELL_FACH dtate, the UE shall:
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- include a measurement report in the |IE "Measured results on RACH", as specified in the | E "Intra-frequency
reporting quantity for RACH reporting" and the | E "Maximum number of reported cells on RACH" in System
Information Block type 12 (or "System Information Block Type 11" if "System Information Block Type 12" is
not being broadcast);

- includeinthe IE "Measured results on RACH" all requested reporting quantities for cells for which
measurements are reported.

The UE shall:

- transmit the INITIAL DIRECT TRANSFER message on the uplink DCCH using AM RLC on signalling radio
bearer RB3;

- whenthe INITIAL DIRECT TRANSFER message has been submitted to lower layers for transmission:
- confirm the establishment of a signalling connection to upper layers; and

- add the signalling connection with the identity indicated by the IE "CN domain identity" in the variable
ESTABLISHED SIGNALLING_CONNECTIONS; and

- the procedure ends.

When not stated otherwise elsewhere, the UE may also initiate theinitial direct transfer procedure when another
procedure is ongoing, and in that case the state of the latter procedure shall not be affected.

A new signalling connection request may be received from upper layers during transition to idle mode. In those cases,
from the time of the indication of release to upper layers until the UE has entered idle mode, any such upper layer
reguest to establish a new signalling connection shall be queued. This request shall be processed after the UE has
entered idle mode.

8.1.8.3 Reception of INITIAL DIRECT TRANSFER message by the UTRAN

On reception of the INITIAL DIRECT TRANSFER message the NAS message should be routed using the |[E "CN
Domain Identity". UTRAN may also use the IE "Intra Domain NAS Node Selector" for routing among the CN nodes
for the addressed CN domain.

If no signalling connection exists towards the chosen node, then a signalling connection is established.

If the |E "Measured results on RACH" is present in the message, the UTRAN should extract the contents to be used for
radio resource control.

When the UTRAN receivesan INITIAL DIRECT TRANSFER message, it shall not affect the state of any other
ongoing RRC procedures, when not stated otherwise elsewhere.

The UTRAN should:

- set the START value for the CN domain indicated in the |E "CN domain identity" to the value of the |E
"START";

8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To step-or-start/restart ciphering, UTRAN sendsa SECURITY MODE COMMAND message on the downlink DCCH
in AM RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the
SECURITY MODE COMMAND is not ciphered.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering
configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling
radio bearers the total number of ciphering configurations that need to be stored is at most three

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:
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- (INDENTATION) suspend al radio bearers using RLC-AM or RLC-UM _and suspend all signalling radio
bearers using RLC-AM or RLC-UM, except the signalling radio bearer used to send the SECURITY MODE
COMMAND message on the downlink DCCH in RLC-AM according to the following::

- (INDENTATION)do not transmit RLC PDUs with sequence number greater than or equal to the number in
|E "Radio bearer downlink ciphering activation time info" on all suspended radio bearers and all suspended
signalling radio bearers; /* Indentation changed to B32*/

set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number” in |E "Radio bearer downlink ciphering activation time info" in the |E " Ciphering mode info", at which
time the new ciphering configuration shall be applied;

- if atransparent mode radio bearer for this CN domain exists:

- include the IE " Ciphering activation time for DPCH" in |E " Ciphering mode info", at which time the new
ciphering configuration shall be applied;

- ¢, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set
by a previous security mode control procedure, an "RLC send sequence number” in |E "Radio bearer downlink
ciphering activation time info" in the |E " Ciphering mode info", at which time the new ciphering configuration
shall be applied;

- et for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set
by a previous security mode control procedure, the "RLC send sequence number” in |E "Radio bearer downlink
ciphering activation timeinfo" in the |E " Ciphering mode info" to the value used in the previous security mode
control procedure, at which time the latest ciphering configuration shall be applied;

- if Integrity protection has already been started for the UE; and

- for the CN domainindicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, anew
security key set (new ciphering and integrity protection keys) has been received from upper layers since the
transmission of the last SECURITY MODE COMMAND message for that CN domain:

- _include the |E “Integrity protection mode info” in the SECURITY MODE COMMAND

- if Integrity protection has already been started for the UE; and

- _ifthelE“CN domain identity” in the SECURITY MODE COMMAND isdifferent from the IE “CN domain
identity” that was sent in the previous SECURITY MODE COMMAND message to the UE:

- includethe |E “Integrity protection modeinfo” in the SECURITY MODE COMMAND

- transmit the SECURITY MODE COMMAND message on RB2the dewntink-BECH-r-AM-RLC.
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8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration.

When configuring Integrity protection, UTRAN should:

- _ensure that the UE needs to store at most three different | ntegrity protection configurations (keysets) at any given
time. Thisincludes the total number of Integrity protection configurations for al signalling radio bearers.

- if Ciphering has aready been started for the UE for the CN domain to be set in the |[E "CN domain identity"” in
the SECURITY MODE COMMAND; and

- _if for the CN domain indicated in the |[E "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

- __include the |E “ Ciphering mode info” in the SECURITY MODE COMMAND;

- _if Ciphering has aready been configured for the UE for a CN domain different from the CN domain to be set in
the |[E "CN domain identity" in the SECURITY MODE COMMAND;

- include the |E “Ciphering mode info” in the SECURITY MODE COMMAND;

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the |E "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

- ifthisisthefirst SECURITY MODE COMMAND sent for this RRC connection:

- if new keys have been received:

- initidlise the hyper frame numbers as follows:

- set al bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearers to zero;

- else (if new keys have not been received):

- usethevaue"START" in the most recently received |[E "START list" or IE"START" that belongs to the
CN domainindicated in the IE "CN domain identity" to initialise al hyper frame numbers of COUNT-I
for all the signalling radio bearers, by:

- setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the
value "START" in the most recently received |E "START list" or IE"START" for that CN domain;

- setting the remaining bits of the hyper frame numbers equal to zero;

- else(thisisnot the first SECURITY MODE COMMAND sent for this RRC connection):

- __if new keys have been received;

- initidlise the hyper frame number for COUNT-I for RB2 as follows:

- set al bits of the HFN of the COUNT-| value for RB2 to zero;

- if new keys have not been received;

- initialize the hyper frame number for COUNT-| for RB2 as follows:

- set the 20 most significant bits of the HFEN of the downlink and uplink COUNT-I to the value of the
most recently received |IE "START" or IE "START LIST" for the CN domain to be set in the the |E
"CN Domain Identity";

- set theremaining bits of the HFN of the downlink and uplink COUNT-| to zero;

- if the|lE "Integrity protection mode command" has the value "Start":
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prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except

RB2;

set the FRESH value in the | E "Integrity protection initialisation number"”, included in the |E "Integrity

protection mode info";

if the |E "Integrity protection mode command" has the value "Modify":

for each signalling radio bearer RBn, except RB2:

- prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence
number in entry for signalling radio bearer n in the "RRC message sequence number list" inthe |[E
"Downlink integrity protection activation info”, included in the |E "Integrity protection mode info";

set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a

previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list” in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", at which time the new integrity protection configuration shall be

applied;

set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a

previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list" in the I1E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", to the value used in the previous security mode control procedure,
at which time the latest integrity protection configuration shall be applied;

- transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

8.1.12.3 Reception of SECURITY MODE COMMAND message by the UE
Upon reception of the SECURITY MODE COMMAND message, the UE shall:

if the-neither 1Es " Ciphering mode info" and-thenor | E-H-"Integrity protection mode info" is are-beth-net
included in the SECURITY MODE COMMAND:

set the variable INVALID_CONFIGURATION to TRUE.

if the |E " Security capability” isthe same asindicated by variable UE_CAPABILITY_TRANSFERRED, and the
IE "GSM security capability” (if included in the SECURITY MODE COMMAND) is the same asindicated by
the variable UE_CAPABILITY_TRANSFERRED:

set the variable LATEST_CONFIGURED _CN_DOMAIN equal to the |IE "CN domain identity";
set the |E “Status’ in the variable SECURITY MODIFICATION for the CN domain indicated in the |[E "CN

domain identity" in the received SECURITY MODE COMMAND to the value “ Affected”;

set the |E “Status’ in the variable SECURITY MODIFICATION for al CN domains other than the CN

domainindicated in the IE "CN domain identity" to “Not affected”

set the |E "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of
"RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table
"Accepted transactions” in the variable TRANSACTIONS; and

clear that entry;
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- if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":
- perform the actions as specified in subclause 8.6.3.4.
- if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":
- perform the actions as specified in subclause 8.6.3.5.
- prior to sending the SECURITY MODE COMPLETE message:
- usetheold ciphering configuration for this message;
- if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":

- include and set the |E "Radio bearer uplink ciphering activation timeinfo"_to the value of the variable
RB_UPLINK_CIPHERING ACTIVATION TIME INFO

- for each radio bearer and signalling radio bearer that belongs to the CN domain as indicated in the
variable LATEST CONFIGURED CN DOMAIN:

- start or continue incrementing the COUNT-C values for all RLC-AM and RLC-UM signalling radio
bearers at the ciphering activation time as specified in the procedure;

- _continue incrementing the COUNT-C values for al RLC-AM and RLC-UM radio bearers;

- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST CONFIGURED CN DOMAIN:

- for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the downlink, at the RLC
sequence number indicated in |E "Radio bearer downlink ciphering activation timeinfo" in the |[E
"Ciphering mode info" included in the SECURITY MODE COMMAND, for each signalling radio
bearer:

- set the 20 most significant bits of the HFN component of the downlink COUNT-C to the value
"START" in the most recently transmitted |E "START list" or IE "START" that belongs to the CN
domain asindicated in the variable LATEST CONFIGURED CN_DOMAIN;

- set the remaining bits of the hyper frame numbers to zero;

- if new keys have been received perform the actions in subclause 8.1.12.3.1.

- if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":

- include and set the |E "Uplink integrity protection activation info" _to the value of the variable
INTEGRITY PROTECTION_ACTIVATION_INFO for each signalling radio bearer:-

- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST CONFIGURED CN DOMAIN, for
RB2:

- _inthe downlink, for the received SECURITY MODE COMMAND message :

- set the 20 most significant bits of the |E "Downlink RRC HEN" in the variable

INTEGRITY PROTECTION_ INFO of the downlink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain asindicated in
the variable LATEST CONFIGURED CN DOMAIN;

- set the remaining bits of the |E "Downlink RRC HEN" to zero;

- _intheuplink, for the transmitted response message, SECURITY MODE COMPLETE:

- set the 20 most significant bits of the |IE "Uplink RRC HEN" in the variable
INTEGRITY PROTECTION INFO of the uplink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain as indicated
in the variable LATEST CONFIGURED CN DOMAIN;

- set the remaining bits of the |[E "Uplink RRC HEN" to zero;
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- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST CONFIGURED CN DOMAIN, the
UE shall for each signalling radio bearer other than RB2:

- _if the |E "Integrity protection mode command" has the value "start":

- inthe downlink, for this signalling radio bearer, set the 20 most significant bits of IE "Downlink
RRC HFEN" in the variable INTEGRITY_ PROTECTION _INFO of the downlink COUNT-I to the
value START transmitted in the most recently transmitted |IE "START list" or IE"START" that
belongs to the CN domain as indicated in the variable LATEST _CONFIGURED _CN_DOMAIN;

- set the remaining bits of the |[E "Downlink RRC HFN" in the variable
INTEGRITY PROTECTION_INFO of the downlink COUNT-I to zero;

- dse

- _inthe downlink, for the first message for which the RRC sequence number in areceived RRC
message for this signalling radio bearer is equal to or greater than the activation time as indicated
in |E "Downlink integrity protection activation info" asincluded in the |E "Integrity protection
mode info":

- [HANS, | want thisto be B6]for this signalling radio bearer, set the 20 most significant bits of
the |E "Downlink RRC HFN" in the variable INTEGRITY PROTECTION_INFO of the
downlink COUNT-I to the value "START" in the most recently transmitted |IE "START list" or
IE "START" that belongs to the CN domain as indicated in the variable
LATEST CONFIGURED CN DOMAIN;

- set theremaining bits of the |E "Downlink RRC HEN" to zero;

- if new keys have been received perform the actions in subclause 8.1.12.3.1;

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

- transmit the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC;
- when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:
- if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":

- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST CONFIGURED CN DOMAIN:

- for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the uplink, at the RLC
seqguence number indicated in |E "Radio bearer uplink ciphering activation time info" included in the
SECURITY MODE COMPLETE, for each signalling radio bearer:

- set the HFEN component of the uplink COUNT-C to the value "START" in the most recently
transmitted |[E "START ligt" or IE"START" that belongs to the CN domain as indicated in the
variable LATEST CONFIGURED CN_DOMAIN.

- set the remaining bits of the hyper frame numbers to zero;

- if new keys have been received perform the actions in subclause 8.1.12.3.1.

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

- setthe |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
- clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

- if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":
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- if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST CONFIGURED CN DOMAIN, the
UE shall for each signalling radio bearer other than RB2:

- _if the |E "Integrity protection mode command" has the value "start":

- _inthe uplink, for this signalling radio bearer, set the 20 most significant bits of 1E "Uplink RRC
HFEN" in the variable INTEGRITY_ PROTECTION_INFO of the uplink COUNT-I to the value
START transmitted in the most recently transmitted |E "START list" or IE "START" that belongs
to the CN domain asindicated in the variable LATEST CONFIGURED CN DOMAIN:;

- set the remaining bits of the |E "Uplink RRC HEN" in the variable
INTEGRITY_ PROTECTION_INFO of the uplink COUNT-I to zero;

- dse

- _intheuplink, for the first transmitted RRC message for this signalling radio bearer with RRC
sequence number equal to the activation time asindicated in |E "Uplink integrity protection
activation info" included in the transmitted SECURITY MODE COMPLETE:

- _[Hans - same here B6]for this signalling radio bearer, set the 20 most significant bits of the |E
"Uplink RRC HEN" in the variable INTEGRITY PROTECTION_INFO of the uplink
COUNT-I to the value "START" in the most recently transmitted |E "START list" or IE
"START" that belongs to the CN domain as indicated in the variable
LATEST CONFIGURED CN DOMAIN;

- set theremaining bits of the |E "Uplink RRC HEN" to zero;

- if new keys have been received perform the actions in subclause 8.1.12.3.1;

- alow the transmission of RRC messages on al signalling radio bearers with any RRC SN-greater-than-or

i

- set"Uplink RRC Message sequence number” for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

- setthe |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
- clear the variable SECURITY_MODIFICATION;

- notify upper layers upon change of the security configuration;
- and the procedure ends.

- if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED,
or the |[E "GSM security capability” (if included in the SECURITY MODE COMMAND) is not the same as
indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the |[E "GSM security capability" is not
included in the SECURITY MODE COMMAND and isincluded in the variable
UE_CAPABILITY_TRANSFERRED:

- release dl itsradio resources;

- indicate the release of the established signalling connections (as stored in the variable
ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers,

- clear thevariable ESTABLISHED SIGNALLING_CONNECTIONS;
- clear thevariable ESTABLISHED_RABS;
- clear the variable SECURITY MODIFICATION;
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- enter idle mode;
- perform actions when entering idle mode as specified in subclause 8.5.2;

- and the procedure ends.

8.1.12.3.1 New ciphering and integrity protection keys

If anew security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for
the CN domain asindicated in the variable LATEST _CONFIGURED_CN_DOMAIN, the UE shall:

- setthe START value for thisthe CN domain asindicated in the variable
LATEST CONFIGURED CN DOMAIN EN-domainto zero;

- _ifthe SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":

- for integrity protection in the downlink_on each signalling radio bearer except RB2:

- _if IE "Integrity protection mode command" has the value "start":

- for thefirst received message on this signalling radio bearer:

- dtart using the new integrity key;

- for thissignaling radio bearer, set the |[E "Downlink RRC HEN" in the variable
INTEGRITY_ PROTECTION_INFO of the downlink COUNT-I to zero.

- ese

- for thefirst message for whichwhen the RRC sequence number in areceived RRC message for this
signalling radio bearer is equa to or greater than the activation time asindicated in |E "Downlink
integrity protection activation info" asincluded in the |E "Integrity protection mode info":

- usestart using the new integrity key;

- for this signalling radio bearer, set the |IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

- for integrity protection in the uplink on each signalling radio bearer except RB2:

- for the first message for whichwhen the RRC sequence number in ato be transmitted RRC message for
this signalling radio bearer is equa to the activation time asindicated in |E "Uplink integrity protection
activation info" included in the |E "Integrity protection mode info":

- usestart using the new integrity key;

- for thissignaling radio bearer, set the IE "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.;

- for integrity protection in the downlink on signalling radio bearer RB2:- at the received SECURITY
MODECOMMAND:

- start using the new integrity key;

- setthelE "Downlink RRC HEN" in the variable INTEGRITY PROTECTION INFO of the downlink
COUNT-| to zero;

- for integrity protection in the uplink on signalling radio bearer RB2 :- at the transmitted SECURITY
MODE COMPLETE:

- start using the new integrity key;

- setthelE"Uplink RRC HEN" inthe variable INTEGRITY PROTECTION INFO of the uplink
COUNT-| to zero;
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if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":

for each signalling radio bearer and for each radio bearer for this- CN-domainthe CN domain asindicated in
the variable LATEST _CONFIGURED_CN_DOMAIN:

if the IE "Status' in the variable CIPHERING_STATUS has the value " Started” for this CN domain, then
for ciphering on radio bearersusing RLC-TM:

- atthe CFN asindicated in the | E " Ciphering activation time for DPCH" in the | E " Ciphering mode
info":

- wusestart using the new key in uplink and downlink;
- set the HFN component of the COUNT-C to zero.

if the IE "Status" in the variable CIPHERING_STATUS has the value " Started" for this CN domain, then
for ciphering on radio bearers and signalling radio bearers using RLC-AM and RLC-UM:

- inthe downlink, at and-after-the RLC sequence number indicated in |E "Radio bearer downlink
ciphering activation time info" in the |E " Ciphering mode info":

- usestart using the new key;
- set the HFN component of the downlink COUNT-C to zero.

- inthe uplink, at and-after-the RL C sequence number indicated in |E "Radio bearer uplink ciphering
activation time info":

- usestart using the new key;

- set the HFN component of the uplink COUNT-C to zero;

consider the value of the latest transmitted START value to be zero.

8.1.12.4

8.1.12.4a

Void

Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received
SECURITY MODE COMMAND message, the UE shall:

transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and
integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

set the |E "RRC transaction identifier” in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

clear that entry;

set the | E "failure cause” to the cause value "incompatible simultaneous reconfiguration”;

when the response message has been submitted to lower layers for transmission:

set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

continue with any ongoing processes and procedures asif the invalid SECURITY MODE COMMAND
message has not been received;

and the procedure ends.

3GPP



Error! No text of specified style in document. 15 Error! No text of specified style in document.

8.1.12.4b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived SECURITY MODE COMMAND message causes either,
- thelE "Reconfiguration” in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE "Reconfiguration™ in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:
- abort the ongoing integrity and/or ciphering reconfiguration;

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- when the response message has been submitted to lower layers for transmission:
- if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":
- set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
- clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
- if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":
- setthe |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.

- continue with any ongoing processes and procedures as if theinvalid SECURITY MODE COMMAND
message has not been received; and

- clear thevariable SECURITY MODIFICATION;

- the procedure ends.

8.1.12.4c Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND
message, the UE shall:

- transmit aSECURITY MODE FAILURE message on the DCCH using AM RLC after setting the IEs as
specified below:

- setthe lE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

- clear that entry;
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set the | E "failure cause" to the cause value "invalid configuration".

- when the response message has been submitted to lower layers for transmission:

set the variable INVALID_CONFIGURATION to FALSE;
set the | E "Reconfiguration” in the variable CIPHERING_STATUS to FAL SE;

continue with any ongoing processes and procedures asiif the invalid SECURITY MODE COMMAND
message has not been received;

and the procedure ends.

8.1.12.5 Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all
subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a
SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN should:

- if the lE “Ciphering mode info” wasincluded in the SECURITY MODE COMMAND message:

if new keys were received for the CN domain set in the |[E "CN Domain Identity” in the SECURITY MODE

COMMAND:

- at the downlink and uplink activation time set all the bits of the hyper frame numbers of the downlink and
uplink COUNT-C values respectively for all radio bearers for this CN domain and all signalling radio
bearers to zero;

else (if new keys were not received)

- _at the downlink and uplink activation time use the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the |[E "CN domain identity"
toinitialise dl hyper frame numbers of the downlink and uplink COUNT-C values respectively for al the
signalling radio bearers by:

- setting the 20 most significant bits of the hyper frame numbers of the COUNT-C for all signaling
radio bearers to the value "START" in the most recently received |IE "START list" or IE"START" for
that CN domain;

- setting the remaining bits of the hyper frame numbers equal to zero.

- _if the |E “Integrity protection mode info” wasincluded in the SECURITY MODE COMMAND message; and

if this was not the first SECURITY MODE COMMAND message for this RRC connection:

- if new keys have been received for the CN domain set in the IE "CN Domain Identity” included in the

transmitted SECURITY MODE COMMAND message:

- _at the downlink and uplink activation timeinitialise all hyper frame numbers of the downlink and
uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows.

- set all bits of the hyper frame numbers of the uplink and downlink COUNT-I to zero;

- if no new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the

transmitted SECURITY MODE COMMAND message:

- at the downlink and uplink activation time use the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the |E "CN domain
identity" to initialise al hyper frame numbers of the downlink and uplink COUNT-| values
respectively for all the signalling radio bearers other than RB2 by:

- setting the 20 most significant bits of the hyper frame numbers of the downlink and uplink
COUNT-I respectively for al signalling radio bearers to the value "START" in the most recently
received |E "START list" or IE"START" for that CN domain;

- setting the remaining bits of the hyper frame numbers equal to zero.
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send an indication to upper layers that the new integrity-protectionsecurity configuration has been activated;
resume, in the downlink, all suspended radio bearers and all signalling radio bearers;

alow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

if the |E "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value

"Start":

- start applying integrity protection in the downlink for all signalling radio bearers;

if the |E "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value

"Modify":

- start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearers RBn, except for signalling radio bearer RB2, indicated by the entry for
signalling radio bearer n in the "RRC message seguence number list" in the |E "Downlink integrity protection

activation info";

- continue applying the new integrity configuration for signalling radio bearer RB2;

- _apply the new integrity protection configuration on the received signalling messages with RRC SN greater
than or equal to the number associated with the signalling radio bearer in |E "Uplink integrity protection
activation info";

apply the old ciphering configuration for the transmission of RLC PDUs with RL C sequence number |ess than

the number indicated in the | E "Radio bearer downlink ciphering activation time info" included in the |[E
"Ciphering mode info";

apply the new ciphering configuration for the transmission of RLC PDUs with RL C sequence number greater

than or equal to the number indicated in |E "Radio bearer downlink ciphering activation time info" included in
the |E "Ciphering mode info";

apply the old integrity protection configuration on the received signalling messages with RRC SN smaller than

the number associated with the signalling radio bearer in |E "Uplink integrity protection activation info";

for radio bearersusing RLC-AM or RLC-UM:

- usethe old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC
sequence number indicated in the |E "Radio bearer uplink ciphering activation time info" sent by the UE;

- usethe new ciphering configuration for received RLC PDUs with RLC sequence humber greater than or
equal to the RLC sequence number indicated in the |E "Radio bearer uplink ciphering activation time info"
sent by the UE;

- if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been
received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore
the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-
establishment.

for radio bearersusing RLC-TM:

- usethe old ciphering configuration for the received RLC PDUs before the CFN asindicated in the IE
"Ciphering activation time for DPCH" in the |E " Ciphering mode info" asincluded in the SECURITY
MODE COMMAND;

- usethe new ciphering configuration for the received RLC PDUs at the CFN asindicated in the |E " Ciphering
activation time for DPCH" in the | E " Ciphering mode info" asincluded in the SECURITY MODE
COMMAND.

and the procedure ends.
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8.1.12.6 Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows:

transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

set the |E "RRC transaction identifier” in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

clear that entry;
set the |E "failure cause” to the cause value "protocol error”;

include the |E "Protocol error information” with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

when the response message has been submitted to lower layers for transmission:

- continue with any ongoing processes and procedures asiif the invalid SECURITY MODE COMMAND
message has not been received;

- and the procedure ends.

8.2.2.2 Initiation

To initiate any one of the reconfiguration procedures, UTRAN should:

configure new radio linksin any new physical channel configuration;

start transmission and reception on the new radio links;

for aradio bearer establishment procedure:

- transmit a RADIO BEARER SETUP message on the downlink DCCH using AM or UM RLC.

- _if signaling radio bearer RB4 is setup with this procedure and signaling radio bearers RB1-RB3 were already
established prior to the procedure:

- _if thevariable"LATEST_CONFIGURED_CN_DOMAIN" has been initialised:

- any radio bearers setup by the same message as signalling radio bearer RB4 should be connected to
the CN domain indicated in the varable "LATEST CONFIGURED CN DOMAIN";

for aradio bearer reconfiguration procedure;

- transmit aRADIO BEARER RECONFIGURATION message on the downlink DCCH using AM or UM
RLC.

for aradio bearer release procedure:
- transmit aRADIO BEARER RELEA SE message on the downlink DCCH using AM or UM RLC.
for atransport channel reconfiguration procedure:

- transmit a TRANSPORT CHANNEL RECONFIGURATION message on the downlink DCCH using AM or
UM RLC.

for aphysical channel reconfiguration procedure:

- transmit aPHY SICAL CHANNEL RECONFIGURATION message on the downlink DCCH using AM or
UM RLC.

if the reconfiguration procedure is simultaneous with SRNS rel ocation procedure:
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- include the IE "Downlink counter synchronisation info"; and
- if ciphering and/or integrity protection are activated:

- include new ciphering and/or integrity protection configuration information to be used after
reconfiguration.

- usethe downlink DCCH using AM RLC.
if transport channels are added, reconfigured or deleted in uplink and/or downlink:
- set TFCS according to the new transport channel(s).

if transport channels are added or deleted in uplink and/or downlink, and RB Mapping Info applicable to the new
configuration has not been previously provided to the UE, the UTRAN should:

- send the RB Mapping Info for the new configuration.

In the Radio Bearer Reconfiguration procedure UTRAN may indicate that uplink transmission shall be stopped or
continued on certain radio bearers. Uplink transmission on a signalling radio bearer used by the RRC signalling
(signalling radio bearer RB1 or signalling radio bearer RB2) should not be stopped.

NOTE 1. The RADIO BEARER RECONFIGURATION message always includes the |[E "RB information to

reconfigure”, even if UTRAN does not require the reconfiguration of any RB. In these cases, UTRAN
may include only the IE "RB identity" within the |E "RB information to reconfigure".

NOTE 2. The RADIO BEARER RECONFIGURATION message always includes the |E "Downlink information

per radio link list", even if UTRAN does not require the reconfiguration of any RL. In these cases,
UTRAN may re-send the currently assigned values for the mandatory |1Es included within the I1E
"Downlink information per radio link list *. Moreover, the RADIO BEARER RECONFIGURATION
message always includes the |E "Primary CPICH Info" (FDD) or IE "Primary CCPCH Info" (TDD). This
implies that in case UTRAN applies the RADIO BEARER RECONFIGURATION message to move the
UE to CELL_FACH dtate, it hasto indicate a cell. However, UTRAN may indicate any cell; the UE
anyhow performs cell selection and notifies UTRAN if it selects another cell than indicated by UTRAN.

If the IE "Activation Time" isincluded, UTRAN should set it to a value taking the UE performance requirements into
account.

UTRAN should take the UE capabilities into account when setting the new configuration.

If the message is used to initiate atransition from CELL_DCH to CELL_FACH state, the UTRAN may assign a
common channel configuration of agiven cell and C-RNTI to be used in that cell to the UE.

8.2.2.3 Reception of RADIO BEARER SETUP or RADIO BEARER

RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT
CHANNEL RECONFIGURATION or PHYSICAL CHANNEL
RECONFIGURATION message by the UE

The UE shall be able to receive any of the following messages:

RADIO BEARER SETUP message; or

RADIO BEARER RECONFIGURATION message; or

RADIO BEARER RELEASE message; or

TRANSPORT CHANNEL RECONFIGURATION message; or
PHY SICAL CHANNEL RECONFIGURATION message;

and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or
frequency.

If the UE receives.
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- aRADIO BEARER SETUP message; or
- aRADIO BEARER RECONFIGURATION message; or
- aRADIO BEARER RELEASE message; or
- aTRANSPORT CHANNEL RECONFIGURATION message; or
- aPHYSICAL CHANNEL RECONFIGURATION message:
it shal:
- setthe variable ORDERED_RECONFIGURATION to TRUE;
- perform the physical layer synchronisation procedure as specified in [29];

- act upon al received information elements as specified in subclause 8.6, unless specified in the following and
perform the actions below.

The UE may first release the physical channel configuration used at reception of the reconfiguration message. The UE
shall then:

- inFDD, if the IE "PDSCH code mapping" isincluded but the IE "PDSCH with SHO DCH Info" is not included
and if the DCH has only onelink in its active set:

- act upon the |IE "PDSCH code mapping" as specified in subclause 8.6; and
- infer that the PDSCH will be transmitted from the cell from which the downlink DPCH is transmitted.
- enter astate according to subclause 8.6.3.3.

In case the UE receives a RADIO BEARER RECONFIGURATION message including the IE "RB information to
reconfigure" that only includes the IE "RB identity"”, the UE shall:

- handle the message asif |E "RB information to reconfigure" was absent.

NOTE: The RADIO BEARER RECONFIGURATION message always includes the |IE "RB information to
reconfigure”. UTRAN hasto include it even if it does not require the reconfiguration of any RB.

If after state transition the UE enters CELL_DCH state, the UE shall, after the state transition:
- removeany C-RNTI from MAC;
- clear thevariable C_RNTI.

If the UE wasin CELL_DCH state upon reception of the reconfiguration message and remainsin CELL_DCH state, the
UE shall:

- if thelE "Uplink DPCH Info" is absent, not change its current UL Physical channel configuration;

- if the IE "Downlink information for each radio link" is absent, not change its current DL Physical channel
configuration.

If after state transition the UE enters CELL_FACH state, the UE shall, after the state transition:
- if the IE "Frequency info" isincluded in the received reconfiguration message:
- select asuitable UTRA cell according to [4] on that frequency.
- if the IE "Frequency info" is not included in the received reconfiguration message:
- select asuitable UTRA cell according to [4].

- if the received reconfiguration message included the |E "Primary CPICH info" (for FDD) or "Primary CCPCH
info" (for TDD), and the UE selects another cell than indicated by this |E or the received reconfiguration
message did not include the |E "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

- initiate acell update procedure according to subclause 8.3.1 using the cause "Cell reselection”;
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- when the cell update procedure completed successfully:
- iftheUEisin CELL_PCH or URA_PCH state:

- initiate acell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission”;

- proceed as below.

- sart timer T305 using itsinitial valueif timer T305 is not running and if periodica update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity” in system
information block type 1;

- select PRACH according to subclause 8.5.17;
- select Secondary CCPCH according to subclause 8.5.19;
- usethetransport format set given in system information;
- ifthel[E"UTRAN DRX cycle length coefficient” isincluded in the same message:
- ignorethat IE and stop using DRX.
- if the contents of the variable C_RNTI is empty:
- perform acell update procedure according to subclause 8.3.1 using the cause " Cell reselection”;
- when the cell update procedure completed successfully:
- iftheUEisin CELL_PCH or URA_PCH state:

- initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission”;

- proceed as below.

If the UE wasin CELL_FACH state upon reception of the reconfiguration message and remainsin CELL_FACH dtate,
the UE shall:

- if the IE "Frequency info" isincluded in the received reconfiguration message:
- select asuitable UTRA cell according to [4] on that frequency;

- if the received reconfiguration message included the |E "Primary CPICH info" (for FDD) or "Primary
CCPCH info" (for TDD), and the UE selected another cell than indicated by this |E or the received
reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info"
(for TDD):

- initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
- when the cell update procedure completed successfully:
- proceed as below.

The UE shall transmit a response message as specified in subclause 8.2.2.4, setting the information elements as
specified below. The UE shall:

- if the received reconfiguration message included the |E "Downlink counter synchronisation info":

re-establish RB2;

set the new uplink and downlink HFN of RB2 to MAX (uplink HFN of RB2 | downlink HFN of RB2) + 1;

increment by one the downlink and uplink HFN values for RB2;

calculate the START value according to subclause 8.5.9;
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- includethe calculated START valuesfor each CN domain in the IE "START list" in the IE "Uplink counter
synchronisation info".

if the received reconfiguration message did not include the I1E "Downlink counter synchronisation info":
- if thevariable START _VALUE_TO_TRANSMIT is set;
- include and set the IE "START" to the value of that variable.
- if thevariable START_VALUE_TO_TRANSMIT isnot set and the IE "New U-RNTI" isincluded:
- calculate the START value according to subclause 8.5.9;

- include the calculated START valuesfor each CN domaininthe IE "START list" in the IE "Uplink
counter synchronisation info".

- if the received reconfiguration message caused achange in the RLC size for any RB using RLC-AM:

- calculate the START value according to subclause 8.5.9;

- _include the calculated START values for the CN domain associated with the corresponding RB identity in
the |[E "START list" in the |E "Uplink counter synchronisation info".

if the received reconfiguration message contained the | E " Ciphering mode info" or contained the |E "Integrity

protection mode info":

- setthelE “Status’ in the variable SECURITY MODIFICATION for all the CN domainsin the variable
SECURITY_ MODIFICATION to “Affected”;

if the received reconfiguration message contained the |E " Ciphering mode info":

- include and set the | E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

if the received reconfiguration message did not contain the |E " Ciphering activation time for DPCH" in |E
"Ciphering mode info":

- if prior to this procedure there exist no transparent mode RLC radio bearers:
- if, at the conclusion of this procedure, the UE will bein CELL_DCH state; and
- if, at the conclusion of this procedure, at least one transparent mode RL C radio bearer exists:
- includethe IE "COUNT-C activation time" and specify a CFN value for this |E.
- if prior to this procedure there exists at |east one transparent mode RLC radio bearer:
- if, at the conclusion of this procedure, no transparent mode RLC radio bearers exist:
- includethe IE "COUNT-C activation time" and specify a CFN value for this |E.

set the |E "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the received
message in the table "Accepted transactions' in the variable TRANSACTIONS; and

clear that entry;
if the variable PDCP_SN_INFO is not empty:
- includethe IE "RB with PDCP information list" and set it to the value of the variable PDCP_SN_INFO.

in TDD, if the procedure is used to perform a handover to a cell where timing advance is enabled, and the UE
can calculate the timing advance value in the new cell (i.e. in a synchronous TDD network):
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- setthe lE"Uplink Timing Advance" according to subclause 8.6.6.26.
if the IE "Integrity protection mode info" was present in the received reconfiguration message:

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

If after state transition the UE enters CELL_PCH or URA_PCH state, the UE shall, after the state transition and
transmission of the response message:

if the IE "Freguency info" isincluded in the received reconfiguration message:

- select asuitable UTRA cell according to [4] on that frequency.

if the IE "Freguency info" is not included in the received reconfiguration message:
- select asuitable UTRA cell according to [4].

prohibit periodical status transmissionin RLC;

remove any C-RNTI from MAC;

clear the variable C_RNTI;

start timer T305 using itsinitial valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity” in system
information block type 1;

select Secondary CCPCH according to subclause 8.5.19;
if the [E"UTRAN DRX cycle length coefficient” isincluded in the same message:

- usethevaueinthe lE"UTRAN DRX Cycle length coefficient” for calculating Paging occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2.

if the [E"UTRAN DRX cycle length coefficient” is not included in the same message:
- setthevariable INVALID_CONFIGURATION to TRUE.

if the UE enters CELL_PCH state from CELL_DCH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this | E or the received reconfiguration message did not include the I1E "Primary CPICH info"
(for FDD) or "Primary CCPCH info" (for TDD):

- initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
- when the cell update procedure completed successfully:
- the procedure ends.

if the UE enters CELL_PCH state from CELL_FACH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this | E:

- initiate acell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
- when the cell update procedure is successfully completed:
- the procedure ends.

if the UE enters URA_PCH state, and after cell selection the criteriafor URA update caused by "URA
reselection” according to subclause 8.3.1 is fulfilled:

- initiate a URA update procedure according to subclause 8.3.1 using the cause "URA reselection”;
- when the URA update procedure is successfully completed:

- the procedure ends.

3GPP



Error! No text of specified style in document. 24 Error! No text of specified style in document.

8.2.2.4 Transmission of a response message by the UE, normal case
In case the procedure was triggered by reception of a RADIO BEARER SETUP message, the UE shall:

- transmit aRADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC.
In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message, the UE shall:

- transmit aRADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH
using AM RLC.

In case the procedure was triggered by reception of a RADIO BEARER RELEASE message, the UE shall:

- transmit aRADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM
RLC.

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message, the
UE shall:

- transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

In case the procedure was triggered by reception of a PHY SICAL CHANNEL RECONFIGURATION message, the UE
shall:

- transmitaPHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition, and the UE shall:

- if the IE "Downlink counter synchronization info" was included in the reconfiguration message:
- when RLC has confirmed the successful transmission of the response message:

- reestablish al AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of al
their HFN values to the START value included in the response message for the corresponding CN
domain;

- re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of al their HFN values
to the START value included in the response message for the CN domain stored in the variable
LATEST_CONFIGURED_CN_DOMAIN;

- set the remaining bits of the HFN values of all AM and UM RLC entities with RB identities different
from 2 to zero.

- if thevariable PDCP_SN_INFO is empty:
- if the received reconfiguration message contained the | E " Ciphering mode info":
- when RLC has confirmed the successful transmission of the response message:
- notify upper layers upon change of the security configuration;
- perform the actions below.
- if the received reconfiguration message did not contain the IE " Ciphering mode info":
- when RLC has been requested to transmit the response message:
- perform the actions below.
- if thevariable PDCP_SN_INFO is non-empty:
- when RLC has confirmed the successful transmission of the response message:

- for each radio bearer in the variable PDCP_SN_INFO:
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- ifthe|E"RB started" in the variable ESTABLISHED_RABS s set to "started":
- configure the RLC entity for that radio bearer to "continue”.
- perform the actions below.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration
before the state transition, but the new C-RNTI shall be used if the IE "New C-RNTI" was included in the received
reconfiguration message, and the UE shall:

- when RLC has confirmed the successful transmission of the response message:
- for each radio bearer in the variable PDCP_SN_INFO:
- if thelE"RB started" in the variable ESTABLISHED RABS s set to "started":
- configure the RLC entity for that radio bearer to "continue”.
- enter the new state (CELL_PCH or URA_PCH, respectively);
- perform the actions below.
The UE shall:
- set the variable ORDERED_RECONFIGURATION to FAL SE;
- if the received reconfiguration message contained the | E " Ciphering mode info":

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- setthe |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
- if the received reconfiguration message contained the IE "Integrity protection mode info":

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO will
use the new integrity protection configuration;

- setthe IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
- clear thevariable PDCP_SN_INFO;

‘ - clear thevariable START_VALUE_TO_TRANSMIT;: /*Itentation to be changed to B1 (this was not alligned
with R99*/

- clear the variable SECURITY_MODIFICATION.

8.2.2.12b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- the received reconfiguration message causes either:
- thelE "Reconfiguration™ in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE "Reconfiguration™ in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:

3GPP



Error! No text of specified style in document. 26 Error! No text of specified style in document.

- abort the ongoing integrity and/or ciphering reconfiguration;

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- clear that entry;

- if the received reconfiguration message contained the | E " Ciphering mode info":
- setthelE "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
- clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
- if the received reconfiguration message contained the IE "Integrity protection mode info":
- setthe lE "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.

- continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.

8.2.2.13 Invalid received message

If the received reconfiguration message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT
to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE
shall:

- transmit a failure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

- include the |[E "RRC transaction identifier"; and

- setittothe value of "RRC transaction identifier" in the entry for the received message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

- clear that entry;
- setthe |E "failure cause" to the cause value "protocol error”;

- include the |E "Protocol error information” with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION.

The procedure ends.
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8.3.1.5 Reception of an CELL UPDATE/URA UPDATE message by the UTRAN
When the UTRAN receivesa CELL UPDATE/URA UPDATE message, it may either:
- incase the procedure was triggered by reception of a CELL UPDATE:

- update the START value for each CN domain as maintained in UTRAN (refer to subclause 8.5.9) with
"START" inthe IE "START list" for the CN domain as indicated by "CN domain identity” inthe |IE "START
list";

- if this procedure was triggered while the UE was not in CELL_DCH state, then for each CN domain as
indicated by "CN domain identity" in the |IE "START list":

- setthe 20 MSB of the MAC-d HFN with the corresponding START valueinthe IE "START list";
- set theremaining LSB of the MAC-d HFN to zero.

- transmit aCELL UPDATE CONFIRM message on the downlink DCCH or optionally on the CCCH but only
if ciphering is not required; and

- optionaly include the IE "RLC re-establish indicator” to request a RLC re-establishment in the UE, in which
case the corresponding RL C entities should also be re-established in UTRAN; or

- incase the procedure was triggered by reception of a URA UPDATE:

- transmit aURA UPDATE CONFIRM message to the lower layers for transmission on the downlink CCCH
or DCCH in which case the UTRAN should include the IE "URA identity" in the URA UPDATE CONFIRM
message in a cell where multiple URA identifiers are broadcast; or

- initiate an RRC connection rel ease procedure (see subclause 8.1.4) by transmitting an RRC CONNECTION
REL EASE message on the downlink CCCH. In particular UTRAN should:

- if the CELL UPDATE message was sent because of an unrecoverable error in RB2, RB3 or RB4:

- initiate an RRC connection rel ease procedure (subclause 8.1.4) by transmitting an RRC CONNECTION
RELEA SE message on the downlink CCCH.

8.3.1.6 Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM
message by the UE
When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and

- if the messageisreceived on the CCCH, and IE "U-RNTI" is present and has the same value as the variable
U_RNTI; or

- if the message isreceived on DCCH:
the UE shall:
- stop timer T302;
- incase of acell update procedure and the CELL UPDATE CONFIRM message:

includes "RB information elements'; and/or

- includes "Transport channel information elements"; and/or

- includes"Physical channel information elements’; and

- if thevariable ORDERED_RECONFIGURATION isset to FALSE:
- set the variable ORDERED_RECONFIGURATION to TRUE;

- act upon al received information elements as specified in subclause 8.6, unless specified otherwise in the
following:
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- if thelE "Frequency info" isincluded in the message:
- if thelE"RRC State Indicator” is set to the value "CELL_FACH" or "CELL_PCH" or URA_PCH":
- select asuitable UTRA cell according to [4] on that frequency;
- act as specified in subclause 8.3.1.12.
- if thelE"RRC State Indicator” is set to the value "CELL_DCH":
- act onthe |E "Frequency info" as specified in subclause 8.6.6.1.
- usethetransport channel (s) applicable for the physical channel typesthat is used; and
- ifthe IE"TFS" is neither included nor previously stored in the UE for that transport channel (s):
- usethe TFSgiven in system information.
- if none of the TFS stored is compatible with the physical channel:
- deletethe stored TFS;
- usethe TFSgiven in system information.
- perform the physical layer synchronisation procedure as specified in [29];

- if the CELL UPDATE CONFIRM message includes the |IE "RLC re-establish indicator (RB2, RB3 and
RB4)":

- re-establish the RLC entities for signalling radio bearer RB2, signalling radio bearer RB3 and signalling
radio bearer RB4 (if established);

- if thevalue of the |IE "Status" in the variable CIPHERING_STATUS of the CN domain stored in the
variable LATEST _CONFIGURED _CN_DOMAIN is set to " Started":

- setthe HFN vauesfor AM RLC entities with RB identity 2,RB identity 3 and RB identity 4 (if
established) equal to the START valueincluded in the latest transmitted CELL UPDATE message for
the CN domain stored in the variable LATEST _CONFIGURED_CN_DOMAIN;

- if the CELL UPDATE CONFIRM message includesthe |IE "RLC re-establish indicator (RB5 and upwards)":
- for radio bearers with RB identity 5 and upwards:
- re-establish the AM RLC entities;

- if thevalue of the |IE "Status' in the variable CIPHERING_STATUS of the CN domain asindicated in
the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED RABS s set to
"Started":

- setthe HFN valuesfor AM RLC entities equal to the START value included in this CELL
UPDATE message for the CN domain asindicated in the |[E "CN domain identity” in the IE "RAB
info" inthe variable ESTABLISHED RABS;

- if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info" or contained the | E "Integrity protection mode info":

- setthelE “Status’ in the variable SECURITY MODIFICATION for all the CN domainsin the variable
SECURITY_ MODIFICATION to “Affected”;

- enter astate according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE
CONFIRM message.

If the UE after state transition enters CELL_DCH state, it shall:
- not prohibit periodical status transmissionin RLC;

- for each CN domain for which atransparent mode radio bearer exists and for which the |IE " Status” in the
variable CIPHERING_STATUS is set to "Started" for that CN domain:
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- choose an activation time for the ciphering on transparent mode radio bearers and include it in the response
message in the |[E "COUNT-C activation time";

- set the 20 MSB of the MAC-d HFN with the corresponding START value in the most recently sent |1E
"START list";

- set theremaining LSB of the MAC-d HFN to zero;
- apply ciphering on the transparent mode radio bearers;

- start incrementing the COUNT-C value from the CFN that has been included in the IE "COUNT-C activation
time".

If the UE after state transition remainsin CELL_FACH dtate, it shall

start the timer T305 using itsinitial valueif timer T305 is not running and periodical cell update has been
configured by T305 in the |E "UE Timers and constants in connected mode" set to any other value than
"infinity";

select PRACH according to subclause 8.5.17;

select Secondary CCPCH according to subclause 8.5.19;

not prohibit periodical status transmissionin RLC;

if the [IE"UTRAN DRX cycle length coefficient” isincluded in the same message:

- ignorethat |E and stop using DRX.

If the UE after state transition enters URA_PCH or CELL_PCH state, it shall:

prohibit periodical status transmissionin RLC;
clear the variable C_RNTI;
stop using that C_RNTI just cleared from the variable C_RNTI in MAC;

start the timer T305 using itsinitial value if timer T305 is not running and periodical update has been configured
by T305 in the IE "UE Timers and constantsin connected mode" set to any other value than "infinity";

select Secondary CCPCH according to subclause 8.5.19;
if the [E"UTRAN DRX cycle length coefficient” isincluded in the same message:

- usethevaueinthelE"UTRAN DRX Cycle length coefficient” for calculating Paging Occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2 in CELL_PCH dtate.

if the [IE"UTRAN DRX cycle length coefficient” is not included in the same message:
- setthevariable INVALID_CONFIGURATION to TRUE.

If the UE after the state transition remainsin CELL_FACH state; and

the contents of the variable C_RNTI are empty:

it shall check the value of V302; and:

if V302 isequal to or smaller than N302:
- if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:
- thelE "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
- thelE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

- abort the ongoing integrity and/or ciphering reconfiguration;
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- if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":
- setthelE "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

- if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

- setthe lE "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
- incase of aURA update procedure;
- stop the URA update procedure; and
- continue with a cell update procedure.

- set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the |IE " Cell
update cause” which shall be set to "cell reselection”;

- submit the CELL UPDATE message for transmission on the uplink CCCH;
- increment counter V302;
- restart timer T302 when the MAC layer indicates success or failure to transmit the message.

- if V302 is greater than N302:

clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;
- incase of acell update procedure:

- clear theentry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

- incase of a URA update procedure:

- clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions” in the
variable TRANSACTIONS.

- release dl itsradio resources;

- indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_ RABS) to upper layers;

- clear thevariable ESTABLISHED_ SIGNALLING_CONNECTIONS;
- clear thevariable ESTABLISHED RABS;
- enter idle mode;

- other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

- and the procedure ends.
If the UE after the state transition remainsin CELL_FACH state; and
- aC-RNTIl isstored inthe variable C_RNTI;

or
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the UE after the state transition moves to another state than the CELL_FACH state:

the UE shall:

if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE " Ciphering mode
info":

- include and set the | E "Radio bearer uplink ciphering activation time info" in any response message
transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

in case of acell update procedure;

- setthe |[E"RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

- clear that entry.
in case of a URA update procedure;

- setthe |[E"RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

- clear that entry;
if the variable PDCP_SN_INFO is non-empty:

- include the IE "RB with PDCP information list" in any response message transmitted below and set it to the
value of the variable PDCP_SN_INFO.

if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message included the IE "Downlink
counter synchronisation info":

- calculatethe START vaue according to subclause 8.5.9;

- include the calculated START values for each CN domainin the IE "START list" in the |E "Uplink counter
synchronisation info" in any response message transmitted below.

transmit a response message as specified in subclause 8.3.1.7;

if the |E "Integrity protection mode info" was present in the CELL UPDATE CONFIRM or URA UPDATE
CONFIRM message:

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of acell update procedure:

- set the variable ORDERED_RECONFIGURATION to FALSE.
clear the variable PDCP_SN_INFO;

when the response message transmitted per subclause 8.3.1.7 to the UTRAN has been confirmed by RLC:
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[* Indentation below has been changed*/

- if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

- setthe |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
- clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

- if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the |E "Integrity
protection mode info":

- set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY PROTECTION INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

- dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

- setthe |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

[* Indentation above has been changed*/

- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
in case of a cell update procedure;

- clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

in case of a URA update procedure;

- clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the variable
TRANSACTIONS.

set the variable CELL_UPDATE_STARTED to FALSE;-
clear the variable SECURITY_MODIFICATION.

The procedure ends.

8.3.3.3 Reception of UTRAN MOBILITY INFORMATION message by the UE

When the UE receivesa UTRAN MOBILITY INFORMATION message, it shall:

act on received information elements as specified in subclause 8.6;
if the IE "UE Timers and constants in connected mode" is present:

- storethe values of the |E "UE Timers and constants in connected mode" in the variable
TIMERS_AND_CONSTANTS, replacing any previously stored value for each timer and constant; and

- for each updated timer value:

- start using the new value next time the timer is started,;
- for each updated constant value:

- dtart using the new value directly;

set the |E "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION CONFIRM message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table " Accepted transactions' in the variable TRANSACTIONS; and

clear that entry;
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- _ifthe UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info" or contained the
|E "Integrity protection mode info":

- setthelE “Status’ in the variable SECURITY MODIFICATION for all the CN domainsin the variable
SECURITY_ MODIFICATION to “Affected”;

- ifthe UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

- include and set the | E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

- if thevariable PDCP_SN_INFO is non-empty:

- include the |IE "RB with PDCP information list" in the UTRAN MOBILITY INFORMATION CONFIRM
message and set it to the value of the variable PDCP_SN_INFO.

- if thereceived UTRAN MOBILITY INFORMATION message included the |E "Downlink counter
synchronisation info":

- calculatethe START vaue according to subclause 8.5.9;

- include the calculated START values for each CN domain in the IE "START list" in the |[E "Uplink counter
synchronisation info" in the UTRAN MOBILITY INFORMATION CONFIRM message.

- transmitaUTRAN MOBILITY INFORMATION CONFIRM message on the uplink DCCH using AM RLC;
- if the IE "Integrity protection mode info" was present in the UTRAN MOBILITY INFORMATION message:

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted UTRAN MOBILITY INFORMATION CONFIRM message.

- if thevariable PDCP_SN_INFO is empty; and
- ifthe UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

- when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message, perform the actions below.

- ifthe UTRAN MOBILITY INFORMATION message did not contain the |E " Ciphering mode info":

- when RLC has been requested to transmit the UTRAN MOBILITY INFORMATION CONFIRM
message, perform the actions below.

- if thevariable PDCP_SN_INFO is non-empty:

- when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message:

- for each radio bearer in the variable PDCP_SN_INFO:
- if the|lE"RB started" in the variable ESTABLISHED_RABS s set to "started":
- configure the RLC entity for that radio bearer to "continue”.
- clear the variable PDCP_SN_INFO.
- ifthe UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- setthe |IE "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
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- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
if the UTRAN MOBILITY INFORMATION message contained the |E "Integrity protection mode info":

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- setthe |E "Reconfiguration” inthe variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
clear the variable SECURITY_MODIFICATION.

The procedure ends.

8.3.4.3 Reception of an ACTIVE SET UPDATE message by the UE

Upon reception of an ACTIVE SET UPDATE message the UE shall act upon all received information elements as
specified in 8.6, unless specified otherwise in the following. The UE shall:

first add the RLs indicated in the |E "Radio Link Addition Information";

remove the RLs indicated in the |E "Radio Link Removal Information”. If the UE active set isfull or becomes
full, an RL, which isincluded in the |IE "Radio Link Removal Information" for removal, shall be removed before
adding RL, which isincluded in the |E "Radio Link Addition Information” for addition;

perform the physical layer synchronisation procedure as specified in [29];

if the ACTIVE SET UPDATE message contained the |E " Ciphering mode info" or contained the |E "Integrity

protection mode info":

set the |E “Status’ in the variable SECURITY MODIFICATION for al the CN domainsin the variable

SECURITY_MODIFICATION to “Affected”;

if the ACTIVE SET UPDATE message contained the |E " Ciphering mode info":

- include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

if the variable PDCP_SN_INFO is non-empty:

- include the IE "RB with PDCP information list" in the ACTIVE SET UPDATE COMPLETE message; and
- setit to the value of the variable PDCP_SN_INFO.

if the IE "TFCI combining indicator" associated with aradio link to be added is set to TRUE:

- if aDSCH transport channel is assigned and there isa'hard' split in the TFCI field:

- configure Layer 1 to soft-combine TFCI (field 2) of this new link with those links aready in the TFCI
(field 2) combining set.

if the received ACTIVE SET UPDATE message included the |E "Downlink counter synchronisation info":
- calculatethe START vaue according to subclause 8.5.9;

- include the calculated START values for each CN domain in the IE "START list" in the |[E "Uplink counter
synchronisation info" inthe ACTIVE SET UPDATE COMPLETE message.

set the |E "RRC transaction identifier" in the ACTIVE SET UPDATE COMPLETE message to the value of
"RRC transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted
transactions' in the variable TRANSACTIONS; and
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- clear that entry;

- transmit an ACTIVE SET UPDATE COMPLETE message on the uplink DCCH using AM RL C without waiting
for the Physical Layer synchronization;

- if the IE "Integrity protection mode info" was present in the ACTIVE SET UPDATE message:

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted ACTIVE SET UPDATE COMPLETE message.

- if thevariable PDCP_SN_INFO isempty:
- if the ACTIVE SET UPDATE message contained the | E " Ciphering mode info":

- when RLC has confirmed the successful transmission of the ACTIVE SET UPDATE COMPLETE
message:

- perform the actions below.
- if the ACTIVE SET UPDATE message did not contain the |E " Ciphering mode info":
- when RLC has been requested to transmit the ACTIVE SET UPDATE COMPLETE message:
- perform the actions below.
- if thevariable PDCP_SN_INFO is non-empty:
- when RLC has confirmed the successful transmission of the ACTIVE SET UPDATE COMPLETE message:
- for each radio bearer in the variable PDCP_SN_INFO:
- if thelE"RB started” in the variable ESTABLISHED_RABS s set to "started":
- configure the RLC entity for that radio bearer to "continue".
- clear the variable PDCP_SN_INFO.
- if the ACTIVE SET UPDATE message contained the | E " Ciphering mode info":

- resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

- setthe IE "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
- clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
- if the ACTIVE SET UPDATE message contained the IE "Integrity protection mode info":

- dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

- setthe |E "Reconfiguration” inthe variable INTEGRITY_PROTECTION_INFO to FALSE; and
- clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
- clear the variable SECURITY_MODIFICATION;

- the procedure ends on the UE side.

8.3.6.3 Reception of HANDOVER TO UTRAN COMMAND message by the UE

The UE shall be able to receive aHANDOVER TO UTRAN COMMAND message and perform an inter-RAT
handover, even if no prior UE measurements have been performed on the target UTRAN cell and/or frequency.

The UE shall act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the
following. The UE shall:
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- storeaU-RNTI value (32 bits), which is derived by the IEs"SRNC identity" (12 bits) and "S-RNTI 2" (10 bits)
included in IE "U-RNTI-short". In order to produce afull size U-RNTI value, afull size"S-RNTI" (20 bits) shall
be derived by padding the IE "S-RNTI 2" with 10 zero bits in the most significant positions; and

- initialisethe variable ESTABLISHED_SIGNALLING_CONNECTIONS with the signalling connections that
remains after the handover according to the specifications of the source RAT;

- initidisethe variable UE_CAPABILITIES TRANSFERRED with the UE capabilities that have been transferred
to the network up to the point prior to the handover, if any;

- initialisethe variable TIMERS AND_CONSTANTS to the default values and start to use those timer and
constants values;

- if IE"Specification mode" is set to "Preconfiguration” and |E "Preconfiguration mode" is set to "Predefined
configuration":

- initiate the radio bearer and transport channel configuration in accordance with the predefined parameters
identified by the |E "Predefined configuration identity";

- initiate the physical channelsin accordance with the predefined parametersidentified by the IE "Predefined
radio configuration identity" and the received physical channel information elements;

- storeinformation about the established radio access bearers and radio bearers according to the |E "Predefined
configuration identity"; and

- setthelE"RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer” in
the IE "RAB Info" in the variable ESTABLISHED _RABSto "useT314".

- if IE "Specification mode" is set to "Preconfiguration” and | E "Preconfiguration mode" is set to "Default
configuration":

- initiate the radio bearer and transport channel configuration in accordance with the default parameters
identified by the |E "Default configuration mode" and |E "Default configuration identity";

- initiate the physical channelsin accordance with the default parametersidentified by the |E "Default
configuration mode" and |E "Default configuration identity” and the received physical channel information
elements;

NOTE |E "Default configuration mode" specifies whether the FDD or TDD version of the default configuration
shall be used

- setthe|lE"RAB Info Post" in the variable ESTABLISHED RABS and the | E " Re-establishment timer" in
the IE "RAB Info" in the variable ESTABLISHED_RABSto "useT314".

- if IE " Specification mode" is set to "Preconfiguration”:

- usethefollowing values for parameters that are neither signalled within the HANDOVER TO UTRAN
COMMAND message nor included within pre-defined or default configuration:

- 0dB for the power offset P pio.pppcn bearer in FDD;
- caculate the Default DPCH Offset Value using the following formula:
- inFDD:
Default DPCH Offset Value = (SRNTI 2 mod 600) * 512
- inTDD:
Default DPCH Offset Value= (SRNTI 2 mod 7)

- handle the above Default DPCH Offset Value asif an |E with that value was included in the message, as
specified in subclause 8.6.6.21.

- if IE "Specification mode" is set to " Complete specification":
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- initiate the radio bearer, transport channel and physical channel configuration in accordance with the received
radio bearer, transport channel and physical channel information elements.

- perform an open loop estimation to determine the UL transmission power according to subclause 8.5.3;

- setthelE"START" for each CN domain, inthe IE "START list" inthe HANDOVER TO UTRAN COMPLETE
message equal to the START value for each CN domain stored in the USIM if the USIM is present, or as stored
in the UE for each CN domain if the SIM is presentwith the calculated START value ;

- if ciphering has been activated and ongoing in the radio access technology from which inter- RAT handover is
performed:

- for the CN domain asin the IE "CN domain identity" whichisincluded in the IE "RAB info" of the IE "RAB
information to setup™:

- set the 20 MSB of the HFN component of the COUNT-C variable for all FM-radio bearers using RLC-
TM and all signalling radio bearers to the "START" valueincluded in the |E "UE security information” in
thevariable"INTER RAT _HANDOVER INFO TRANSFERRED" ;/*CHANGED TO B3*/

- set the remaining LSBs of the HFN component of COUNT-C for all radio bearers using RLC-TM and all
signalling radio bearers to zero;

- not increment the HFN component of COUNT-C for M radio bearersusing RLC-TM, i.e. keep the HFN
value fixed without incrementing every CFEN cycle;

- set the CFN component of the COUNT-C variable to the value of the CFN as calculated in subclause
8.5.15;

- apply thisthe algorithm according to |E " Ciphering Algorithm" and apply ciphering immediately upon
reception of the HANDOVER TO UTRAN COMMAND. /*CHANGED TO B3*/

- if ciphering has not been activated and ongoing in the radio access technology from which inter- RAT handover
is performed:

- for the CN domain asinthe |E "CN domain identity" whichisincluded in the IE "RAB info" of the IE "RAB
information to setup":

- setthelE "Status' in the variable CIPHERING STATUSto "Not Started"”;

If the UE succeeds in establishing the connection to UTRAN, it shall:
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- if thelE "Status' in the variable CIPHERING_STATUS of aCN domain is set to " Started" and transparent mode
radio bearers have been established by this procedure for that CN domain:

- includethe IE"COUNT-C activation time" in the response message and specify a CFN value other than the
default, "Now" for this|E;

- at the CFN value asindicated in the response message in the |E "COUNT-C activation time"_for radio
bearersusing RLC-TM:

- set the 20 MSB of the HFN component of the COUNT-C variable to the START value asindicated in the
IE"START list" of the response message for the relevant CN domain; and

- set the remaining LSBs of the HFN component of COUNT-C to zero;
- increment the HFN component of the COUNT-C variable by one;

- set the CFN component of the COUNT-C to the value of the IE "COUNT-C activation time" of the
response message. The HFN component and the CFN component completely initialise the COUNT-C
variable;

- step the COUNT-C variable, as normal, at each CFN value. The HFN component is no longer fixed in
value but incremented at each CFN cycle.

- transmit aHANDOVER TO UTRAN COMPLETE message on the uplink DCCH, using, if ciphering has been
started, the new ciphering configuration;-erby--eiphering has been started;

- when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:

- initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4:;

- for all radio bearersusing RLC-AM or RLC-UM:

- setthe 20 MSB of the HEN component of the uplink and downlink COUNT-C variable to the START
valueindicated inthe |IE "START list" of the response message for the relevant CN domain; and

- set the remaining L SBs of the HEN component of COUNT-C to zero;

- increment the HFN component of the COUNT-C variable by one;

start incrementing the COUNT-C values;

- and the procedure ends.

8.3.7.4 Successful completion of the inter-RAT handover
Upon successfully completing the handover, UTRAN should:
- release the radio connection; and
- remove all context information for the concerned UE.
Upon successfully completing the handover, the UE shall:
- ifthe USIM is present:
- storethe current START value for every CN domain in the USIM [50];

- if the"START" stored in the USIM [50] for a CN domain is greater than or equal to the value
"THRESHOLD" of the variable START_THRESHOLD:

- delete the ciphering and integrity keys that are stored in the USIM for that CN domain;
- inform the deletion of these keysto upper layers.

- _if the SIM is present:

- storethe current START value for every CN domain in the UE;
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- if the"START" stored in the UE for aCN domain is greater than or equal to the value "THRESHOLD" of
the variable START THRESHOLD:

- delete the ciphering and integrity keys that are stored in the SIM for that CN domain;

- _inform the deletion of these keysto upper layers.

- clear or set variables upon leaving UTRA RRC connected mode as specified in subclause 13.4.

NOTE: Therelease of the UMTS radio resourcesisinitiated from the target RAT.

8.5.2  Actions when entering idle mode from connected mode
When entering idle mode from connected mode, the UE shall:
- clear or set variables upon leaving UTRA RRC connected mode as specified in subclause 13.4;
- attempt to select a suitable cell to camp on.
When leaving connected mode according to [4], the UE shall:
- perform cell selection.
While camping on acell, the UE shall:
- acquire system information according to the system information procedure in subclause 8.1,
- perform measurements according to the measurement control procedure specified in subclause 8.4; and
- if the UE isregistered:
- be prepared to receive paging messages according to the paging procedure in subclause 8.2.
If IE"PLMN identity" within variable SELECTED_PLMN has the value "GSM-MAP", the UE shall:
- delete any NAS system information received in connected mode;
- acquirethe NAS system information in system information block type 1; and
- proceed according to subclause 8.6.1.2.
When entering idle mode, the UE shall:

- if the USIM is present, for each CN domain:

- if anew security key set was received for this CN domain but was not used either for integrity protection or
ciphering during this RRC connection:

- set the START value for thisdomain to zero and;

- _storethis START value for thisdomain in the USIM;

- dse

- if thecurrent "START" value, according to chapter 8.5.9 for aCN domain, is greater than or equal to the
value "THRESHOLD" of the variable START THRESHOLD:

- _delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

- _inform the deletion of these keysto upper layers.

- dse

- store the current "START" value for this CN domain on the US| M.

- else if the SIM is present:
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- if the current "START" value, according to subclause 8.5.9 for a CN domain, is greater than or equal to the
value "THRESHOLD" of the variable START THRESHOLD:

- deletethe Kc key that is stored in the SIM;

- setthe"START" values for both CN domains to zero and store them in the UE;

- _inform the deletion of these keys to upper layers.

- dse

- store the current "START" value for every CN domain in the UE

8.5.8 Maintenance of Hyper Frame Numbers

The MSBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the
ciphering and integrity protection algorithms, respectively [40], are called the Hyper Frame Numbers (HFN).

For integrity protection, the UE shall:
- maintain COUNT-I as specified in subclause 8.5.10.
The following hyper frame numbers types are defined:

MAC-d HFN:
24 MSB of COUNT-C for data sent over RLC TM

RLC UM HFN:
25 MSB of COUNT-C for data sent over RLC UM

RLC AM HFN:
20 MSB of COUNT-C for data sent over RLC AM

RRC HFN:
28 MSB of COUNT-I

For non-transparent mode RLC signalling radio bearers and radio bearers, the UE shall:

- maintain one uplink and one downlink COUNT-C per signalling radio bearer and per radio bearer and one uplink
and one downlink COUNT-I per signalling radio bearer.

For all transparent mode RLC signalling radio bearers and radio bearers of each CN domain, the UE shall:
- maintain one COUNT-C, common for all signalling radio bearers and radio bearersin uplink and downlink;
- maintain one uplink and one downlink COUNT-I per signalling radio bearer.

NOTE: Inthisrelease of the specification thereisonly an uplink transparent mode COUNT-I, which is used for
signalling radio bearer RBO.

COUNT-C and COUNT-I are defined in [40], with the following supplement for COUNT-C: for transparent mode RLC
radio bearers with a transmission time interval of x radio frames (x = 2, 4, 8), the MAC PDU iscarried by L1 in x
| consecutive radio frames due to radio frame segmentation. In this case, the CFN of the first radio framein the TTI shall

3GPP



Error! No text of specified style in document. 41 Error! No text of specified style in document.

be used as the CFN component of COUNT-C for ciphering of al datain the TTI [15].the CFN-of the first-segment-of
the MAC PDU is used as the CFN component of COUNT-C.

8.5.9 START value calculation
In connected mode, the START value for CN domain 'X’ is calculated as
Let START =the START value for CN domain "X’ prior to the calculation below:

STARTy' = MSBy (MAX { COUNT-C, COUNT-I | radio bearers and signalling radio bearers using the most recently
configured CKy and IKy}) + 21.

- if STARTx'= the maximum value = 1048575 then STARTy = START’;
- if thecurrent STARTy < STARTY then STARTyx = STARTY/, otherwise STARTY is unchanged.

NOTE: Here, "most recently configured" meansthat if there is more than one key in use for a CN domain, due to
non-expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers
and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or
radio bearersin the calculation of the START .

COUNT-C corresponding to non-ciphered radio bearers shall not be included in the calculation of the STARTY. If a
radio bearer is released and the radio bearer was ciphered, the values of the COUNT-C at the time the radio bearer is
released shall be taken into account in the calculation of the START .

8.5.10 Integrity protection
If the "Status" in the variable INTEGRITY _ PROTECTION_INFO has the value " Started" then the UE shall:
- perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:
HANDOVER TO UTRAN COMPLETE
PAGINGTYPE 1
PUSCH CAPACITY REQUEST
PHYSICAL SHARED CHANNEL ALLOCATION
RRC CONNECTION REQUEST
RRC CONNECTION SETUP
RRC CONNECTION SETUP COMPLETE
RRC CONNECTION REJECT
RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION
SYSTEM INFORMATION CHANGE INDICATION
TRANSPORT FORMAT COMBINATION CONTROL (TM DCCH only)

If the "Status” in the variable INTEGRITY _ PROTECTION_INFO has the value "Not started” then integrity protection
(and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:
"Uplink RRC HFN";
"Downlink RRC HFN".

and two message segquence numbers:
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- "Uplink RRC Message sequence humber";
"Downlink RRC Message sequence number"”.

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RBO-
RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC
M essage sequence number" and "Downlink RRC Message sequence number" for al signalling radio bearers as
specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) isincremented for every integrity protected RRC message.

8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status' in the variable
INTEGRITY_PROTECTION_INFO has the value "Started" and the |E ’Integrity check info’ is present the UE shall:

- check the value of the |IE "RRC message sequence number” included in the |E "Integrity check info";

- if the"Downlink RRC M essage sequence number” is not present in the variable
INTEGRITY_PROTECTION_INFO:

- initiaise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |E "RRC message sequence number" included
in the IE "Integrity check info" of the received message.

- if the "Downlink RRC Message sequence number" is present in the variable
INTEGRITY_PROTECTION_INFO:

- if the RRC message sequence number islower than the "Downlink RRC Message sequence number" for
signalling radio bearer RBnin the variable INTEGRITY_PROTECTION_INFO:

- increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with one.

- if the RRC message sequence number is equal to the "Downlink RRC M essage sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

- discard the message.
- calculate an expected message authentication code in accordance with subclause 8.5.10.3;

- compare the expected message authentication code with the value of the received |E "message authentication
code" contained in the |E "Integrity check info";

- if the expected message authentication code and the received message authentication code are the same, the
integrity check is successful:

- update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the | E "RRC message sequence number" included
in the IE "Integrity check info" of the received RRC message.

- if the calculated expected message authentication code and the received message authentication code differ:

- if the IE "RRC message sequence number" included in the | E "Integrity check info" islower than the
"Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer
RBninthe variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

- decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by one.

- discard the message.
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If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY _
PROTECTION_INFO hasthe value "Started" and the | E 'Integrity check info’ is not present the UE shall:

- discard the message.

8.5.10.2 Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the " Status" in the
variable INTEGRITY_ PROTECTION_INFO has the value " Started" the UE shall:

- increment "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with 1. When "Uplink RRC Message sequence number" for signalling
radio bearer RBn in the variable INTEGRITY _PROTECTION_INFO becomes 0, the UE shall increment
"Uplink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY _PROTECTION_INFO with 1;

- calculate the message authentication code in accordance with subclause 8.5.10.3;

- replace the "Message authentication code” in the |E "Integrity check info" in the message with the calculated
message authentication code;

- replace the "RRC Message sequence number” in the |E "Integrity check info" in the message with contents set to
the new value of the "Uplink RRC M essage sequence humber" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO.

In the response message for the procedure ordering the security reconfiguration, the UE indicates the activation time,
for each signalling radio bearer except for the signalling radio bearer that was used for this security reconfiguration
procedure. When the new integrity configuration isto be applied in uplink, UTRAN should start to apply the new
integrity protection configuration according to the activation time for each signalling radio bearer (except for the
signalling radio bearer which is used to send the message that is reconfiguring the security configuration) where the
new configuration isto be applied starting from and including reception of the response message).

8.5.10.3 Calculation of message authentication code

The UE shall calculate the message authentication code in accordance with [40]. The input parameter MESSAGE [40]
for the integrity algorithm shall be constructed by:

- setting the "Message authentication code” in the IE "Integrity check info" in the message the value of the |IE "RB
identity" to-theradio-bearer-tdentity for the signalling radio bearer;

- setting the "RRC Message sequence number in the |E "Integrity check info" in the message to zero;

- encoding the message;

- appending RRC padding (if any) as abit string to the encoded bit string as the least significant bits.
For usage on an RRC message transmitted or received on the radio bearer with identity n, the UE shall:

- congtruct the input parameter COUNT-I [40] by appending the following IEs from the |E "Signalling radio
bearer specific integrity protection information™ for radio bearer nin the variable
INTEGRITY_PROTECTION_INFO:

- for uplink:
- "Uplink RRC HFN", asthe MSB, and "Uplink RRC Message sequence number", as L SB.
- for downlink:
- "Downlink RRC HFN", asthe MSB, and the |E "RRC message sequence number" included in the IE
"Integrity check info", as LSB.
8.6.3.4 Ciphering mode info

The |E "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at
| most two different ciphering configurations (keyset and algorithm) per CN domain at any given timein total for all
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signallingradio-bearers-and-radio bearers; the-old-and-tatest-ciphering-configurations and three configurationsin total
for all signalling radio bearers.;-per-CN-domain.

If the IE " Ciphering mode info" is present and if the |E "Reconfiguration” in the variable CIPHERING_STATUS is set
to TRUE, the UE shall:

- ignore this second attempt to change the ciphering configuration; and
- setthevariable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE " Ciphering mode info" is present and if the |E "Reconfiguration” in the variable CIPHERING_STATUS is set
to FALSE, the UE shall:

- if thelE "Status' in the variable CIPHERING STATUS has the value "Not started”, and this |E wasincluded in
amessage that is not the message SECURITY MODE COMMAND; or

- if there does not exist exactly one ciphering activation time in the |E "Radio bearer downlink ciphering
activation time info" for each established RLC-AM and RLC-UM radio bearersincluded in the IE "RB
information" inthe IE "ESTABLISHED_RABS" for the CN domain asindicated in the variable
LATEST_CONFIGURED_CN_DOMAIN; or

- __if thelE "Ciphering activation time for DPCH" is not included in message ACTIVE SET UPDATE or

SECURITY MODE COMMAND, and there exist radio bearers using RLC-TM according to the |[E "RB
information” inthe [IE "ESTABLISHED RABS' for the CN domain asindicated in the variable
LATEST CONFIGURED CN DOMAIN; or

- if there does not exist exactly one ciphering activation time in the | E "Radio bearer downlink ciphering
activation time info" for each established signalling radio bearer included in the |E " Signalling radio bearer
information” inthe IE "ESTABLISHED_ RABS":

- ignore this attempt to change the ciphering configuration;
- setthevariable INVALID_CONFIGURATION to TRUE;
- perform the actions as specified in subclause 8.1.12.4c.

- setthe |[E "Reconfiguration” in the variable CIPHERING_STATUSto TRUE;

- setthelE"Status' in the variable CIPHERING_STATUS of thethis CN domains for which the |E “ Status’ of the
variable SECURITY MODIFICATION is set to “ Affected” doemain to " Started”;

- start-errestartapply the new ciphering configuration in the lower layers for all RBs and-SRBsthat belong to a
CN domain for which the IE “ Status” of the variable SECURITY_MODIFICATION is set to “Affected” and all
signalling radio bearers::

- using the ciphering algorithm (UEA [40]) indicated by the IE " Ciphering algorithm" as part of the new
ciphering configuration;

- for each radio bearer and-signaltingradie-bearer-that belongsto a CN domain for which the |E “ Status” of the
variable SECURITY_MODIFICATION is set to “Affected” and all signalling radio bearers::

- usethevalue of the IE "RB identity" in the variable ESTABLISHED _RABS minus one as the value of
BEARER [40] in the ciphering agorithm.
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- _consider an activation time in downlink to be pending:

for UM-RLC until an UMD PDU with sequence number equal to or larger than activation time —1 has

been received;

for AM-RLC until all AMD PDUs with sequence numbers up to and including activation time —1 have

been received;

for TM-RLC until the CFEN indicated in the activation time has been reached:;

- if there are pending activation times in downlimk set for ciphering by a previous procedure changing the
ciphering configuration:

apply the ciphering configuration included in the present message at this pending activation time.

- if the IE "Ciphering activation time for DPCH" is present in the IE " Ciphering mode info" and the UE wasin
CELL_DCH state prior to this procedure;

for radio bearersusing RLC-TM:

- apply the old ciphering configuration for CFN less than the number indicated in the | E " Ciphering
activation time for DPCH";

- apply the new ciphering configuration for CFN greater than or equal to the number indicated in IE
"Ciphering activation time for DPCH".

- ifthe UEwasin CELL_FACH state prior to this procedure and at completion of this procedure a transparent
mode radio bearer exists and the |E " Ciphering activation time for DPCH" is not present in the IE " Ciphering
mode info":

for radio bearers using RLC-TM:

3GPP



Error! No text of specified style in document. 46 Error! No text of specified style in document.
- apply the old ciphering configuration for CFN less than the number as indicated in the transmitted
uplink response message for the ciphering activation time for this radio bearer;

- apply the new ciphering configuration for CFN greater than or equal to the number as indicated in the
transmitted uplink response message for the ciphering activation time for thisradio bearer.

NOTE: Thisisindicated by the IE "COUNT-C activation time" in the transmitted uplink response message.
- if the IE "Radio bearer downlink ciphering activation timeinfo" is present:

- apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-
UM indicated by the IE "RB identity":

- suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB

where the response message is transmitted) according to the following:

- do not transmit RL C PDUs with sequence number greater than or equal to the uplink activation
time, where the uplink activation time is seclected according to the rules below;

- select an "RLC send sequence number" at which (activation) time the new ciphering configuration
shall be applied in uplink for that radio bearer according to the following:

- for each radio bearer and signalling radio bearer that has no pending ciphering activation time in
the uplink as set by a previous procedure changing the security configuration:

- set asuitable value that would ensure a minimised delay in the change to the latest security
configuration.

- for each radio bearer and signalling radio bearer that has a pending ciphering activation time asin
the uplink as set by a previous procedure changing the security configuration:

- set the same val ue as the pending ciphering activation time.

- consider this activation time in uplink to be elapsed when the selected activation time (as above) is
equal to the "RLC send sequence number”;

- storethe selected "RL C send sequence number" for that radio bearer in the entry for the radio bearer
in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

[* Indentation has been changed in the following bullets*/

- switch to the new ciphering configuration according to the following:

- usethe old ciphering configuration for the transmitted and received RLC PDUs with RLC
sequence numbers smaller than the corresponding RLC sequence numbersindicated in the |E
"Radio bearer uplink ciphering activation timeinfo" sent to UTRAN and in the received |E "Radio
bearer downlink ciphering activation time info" received from UTRAN, respectively;

- usethe new ciphering configuration for the transmitted and received RLC PDUs with RLC
sequence numbers greater than or equal to the corresponding RL C sequence numbers indicated in
the |E "Radio bearer uplink ciphering activation timeinfo" sent to UTRAN and in the received |IE
"Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

- for aradio bearer using RLC-AM, when the RLC sequence number indicated in the |IE "Radio
bearer downlink ciphering activation time info" falls below the RLC receiving window and the
RL C sequence number indicated in the IE "Radio bearer uplink ciphering activation time info"
falls below the RLC transmission window, the UE may release the old ciphering configuration for
that radio bearer;
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- if an RLC reset or re-establishment occurs before the activation time for the new ciphering
configuration has been reached, ignore the activation time and apply the new ciphering
configuration immediately after the RLC reset or RLC re-establishment.

/* Indentation has been changed in the above bullets*/

If the IE " Ciphering mode info" is not present, the UE shall:

- not change the ciphering configuration.

8.6.3.5 Integrity protection mode info

The |E "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE
needs to store at most threetweo different integrity protection configurations (keysets) in total for all signalling radio

bearersfor all CN domains.;-the-eld-and-newest-iategrity-protection-configurationsper-CN-domaih:

If the |E "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

- ignore this second attempt to change the integrity protection configuration; and
- setthevariable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the |E "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

- setthe |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to TRUE;

- if IE "Integrity protection mode command"” has the value "start” and the |E " Status” in the variable
INTEGRITY_PROTECTION_INFO has the value "Not started”, and this |E was included in the message
SECURITY MODE COMMAND:

- initialise the information for al signalling radio bearersin the variable INTEGRITY _PROTECTION_INFO
according to the following:

- setthelE "Uplink RRC Message sequence number” in the variable INTEGRITY _PROTECTION_INFO
to zero;

- do not inelude set the I|E "Downlink RRC Message sequence humber" which-tstictuded-in the variable
INTEGRITY_PROTECTION_INFO;;

- setthevariable INTEGRITY PROTECTION ACTIVATION INFO to zero for each signalling radio
berer inthe IE"ESTABLISHED RABS';

- setthelE"Status' in the variable INTEGRITY_PROTECTION_INFO to the value " Started”;

- perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

- using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm" contained in the |E
"Integrity protection mode info";

- using the |E "Integrity protection initialisation number", contained in the | E "Integrity protection mode
info" asthe value of FRESH [40].

- dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer
inthe |[E"ESTABLISHED RABS' except RB2 at the next received RRC message;

- start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2
from and including the received SECURITY MODE COMMAND message;

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2
from and including the transmitted SECURITY MODE COMPLETE message;

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other
than RB2 at the uplink activation time included in the |E "Uplink integrity protection activation info".
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- if IE "Integrity protection mode command" has the value "start" and the |IE "Status" in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was not included SECURITY MODE
COMMAND:

NOTE:

This caseis used in SRNS relocation

perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

- using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm" contained in the |E
"Integrity protection mode info";

- using the |E "Integrity protection initialisation number”, contained in the | E "Integrity protection mode
info" asthe value of FRESH [40].

- let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be
the signalling radio bearer where the response message is transmitted;

prohibit transmission of RRC messages on all signalling radio bearers- inthe |IE "ESTABLISHED RABS"

except the radio bearer where the response message is transmitted;

- dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer
inthe |[E"ESTABLISHED RABS' except RBm at the next received RRC message;

- dtart applying the new integrity protection configuration in the downlink for signalling radio bearer RBm
from and including the received configuration message;

- start applying the new integrity protection configuration in the uplink for signalling radio bearer RBn
from and including the transmitted response message;

- dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other
than RBn at the uplink activation time included in the |E "Uplink integrity protection activation info".

- if IE "Integrity protection mode command" has the value "modify" and the |IE "Status' in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started" and this |E was included in SECURITY MODE
COMMAND:

store the (oldest currently used) integrity protection configuration until activation times have elapsed for the
new integrity protection configuration to be applied on all signalling radio bearers;

if there are pending activation times set for integrity protection by a previous procedure changing the
integrity protection configuration:

- apply the integrity protection configuration at this pending activation time as indicated in this procedure.

start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearer n, indicated by the entry for signalling radio bearer nin the "RRC message
sequence number list” in the |E "Downlink integrity protection activation info”, included in the IE "Integrity
protection mode info”;

perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1;

- if present, use the algorithm indicated by the IE "Integrity protection algorithm™ (UIA [40]);

set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the
following:

- for each established signalling radio bearer, stored in the variable ESTABLISHED RABS:

- select avalue of the RRC sequence number at which (activation) time the new integrity protection
configuration shall be applied in uplink for that signalling radio bearer according to the following:
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- for each signalling radio bearer that has no pending activation time as set for integrity protection
by a previous procedure changing the integrity protection configuration:

- set asuitable value that would ensure a minimised delay in the change to the latest integrity
protection configuration.

- for signalling radio bearer that has a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration:

- set the same val ue as the pending activation time for integrity protection;

- consider this (pending) activation time to be elapsed when the selected activation time (as above)
isequal to the next RRC sequence number to be used, which means that the last RRC message
using the old integrity protection configuration has been submitted to lower layers.

- for signalling radio bearer RBO:

- set the value of the included RRC sequence number to greater than or equal to the current value of
the RRC sequence number for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO, plusthe value of the constant N302 plus one.

- prohibit the transmission of RRC messages on all signalling radio bearers, except for RB2m, with
RRC SN gresater than or equal to the value in the "RRC message sequence number list" for the
signalling radio bearer in the |E "Uplink integrity protection activation info" of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO.

- start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each
RBn, except for signalling radio bearer RB2m, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Uplink integrity protection activation info”, included in the
variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

- start applying the new integrity protection configuration in the uplink at the RRC sequence number for
signalling radio bearer RB2m, as specified for the procedure initiating the integrity protection
reconfiguration;

- dtart applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each RBn, except for signalling radio bearer RB2m, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Downlink integrity protection activation info”;

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration, UTRAN should set thisvaluein |E
"Downlink integrity protection activation info".

- start applying the new integrity protection configuration in the downlink at the RRC sequence number for
signalling radio bearer RB2m, as specified for the procedure initiating the integrity protection
reconfiguration.

If IE "Integrity protection mode command” has the value "Start” and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the | E "Integrity protection mode command info"
was not included in the message SECURITY MODE COMMAND; or

If I1E "Integrity protection mode command" has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode info" was
included in the message SECURITY MODE COMMAND, and the |E "Integrity protection algorithm™ is not included,;
or

If the |E "Integrity protection mode command" has the value "Modify" and the |IE " Status" in the variable
INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If |E "Integrity protection mode command" has the value " Start" and the |E " Status' in the variable
INTEGRITY PROTECTION INFO hasthe value "Started", and the | E "I ntegrity protection mode command info" was
included in the message SECURITY MODE COMMAND:; or
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If there does not exist exactly one integrity protection activation timein the |E "Downlink integrity protection activation
info" for each established signalling radio bearer included in the |E "Signalling radio bearer information” in the |E
"ESTABLISHED_RABS'; or

If 1E "Integrity protection mode command" has the value "Modify" and the |IE "Status' in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started", and the IE "Integrity protection mode info" was not
included in the message SECURITY MODE COMMAND:

the UE shall:
- ignore this attempt to change the integrity protection configuration; and
- setthevariable INVALID_CONFIGURATION to TRUE.

If the |E "Integrity protection mode info" is not present, the UE shall:

- not change the integrity protection configuration.

8.6.4.1 Signalling RB information to setup list
If the IE "Signalling RB information to setup list" isincluded the UE shall:

- usethesame START valueto initialise the COUNT-C and COUNT-I variablesfor all the signalling radio
bearersin thelist;

- if thelE"Signalling RB information to setup list" wasincluded in the RADIO BEARER SETUP message:

- _if thevariable "LATEST CONFIGURED_CN_DOMAIN" has been initialised:

- calculate the START value only once during this procedure according to subclause 8.5.9 for the CN
domain indicated in the variable "LATEST CONFIGURED CN DOMAIN";

- dtorethe calculated START vauein the variable START VALUE TO TRANSMIT;

- for each occurrence of the |E "Signalling RB information to setup”:
- usethevalue of the IE "RB identity" asthe identity of the signalling radio bearer to setup;

- _if thesignalling radio bearer identified with the |E "RB identity" does not exist in the variable
ESTABLISHED RABS:

- _create anew entry for the signalling radio bearer in the variable ESTABLISHED RABS;

- ifthevariable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "STATUS" of the
variable "CIPHERING_STATUS' of the CN domain stored in this variable is " Started":

- if thelE"Uplink RLC mode" or the IE "Downlink RLC mode" either in the IE "RLC info" or referenced
by the RB identity inthe IE "Same asRB" isset to "AM RLC" or "UM RLC":

- initialisethe 20 MSB of the hyper frame number component of COUNT-C for this signalling radio
bearer with the START value in the variable START VALUE TO_TRANSMITforthe CN-domain

- set theremaining LSB of the hyper frame number component of COUNT-C for this signalling radio
bearer to zero.

- start to perform ciphering on this signaling radio bearer, using the value of the |[E "RB identity” minus
one as the value of BEARER in the ciphering algorithm.

- if thevariable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value " Status' of the
variable"INTEGRITY_PROTECTION_INFO" of the CN domain stored in thisvariable is" Started":

- initialise the 20 MSB of the hyper frame number component of COUNT-I for this signalling radio bearer
with the START valuein the variable START VALUE TO TRANSMIT;fer-the CN-demain-as
indicated inthe variable LATEST CONFIGURED CN DOMAIN;
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8.6.4.2

- set theremaining LSB of the hyper frame number component of COUNT-I for this signalling radio bearer
to zero;

- for thissignalling radio bearer, set the IE "Uplink RRC Message sequence number” in the variable
INTEGRITY_PROTECTION_INFO to zero.

- dtart performing integrity protection according to subclause 8.5.10.1 and 8.5.10.2;

perform the actions for the |[E "RLC info" as specified in subclause 8.6.4.9, applied for that signalling radio
bearer;

perform the actions for the |[E "RB mapping info" as specified in subclause 8.6.4.8, applied for that signalling
radio bearer.

apply a default value of the IE "RB identity” equal to 1 for thefirst IE "Signalling RB information to setup”; and

increase the default value by 1 for each occurrence.

RAB information for setup

If the IE "RAB information for setup” isincluded, the procedure is used to establish radio bearers belonging to aradio
access bearer, and the UE shall:

if several IEs"RAB information for setup” are included and the included IEs"CN domain identity” in the |IE
"RAB info" does not all have the same value:

set the variable INVALID_CONFIGURATION to TRUE.

if the radio access bearer identified with the IE "RAB info" does not exist in the variable
ESTABLISHED RABS:

create a new entry for the radio access bearer in the variable ESTABLISHED_RABS,

store the content of the |IE "RAB info" in the entry for the radio access bearer in the variable
ESTABLISHED RABS;

indicate the establishment of the radio access bearer to the upper layer entity using the IE "CN domain
identity", forwarding the content of the |IE "RAB identity";

if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE
"CN domain identity" and at least one transparent mode radio bearer isincluded in the |IE "RB information to
setup”; or

if at least one RLC-AM or RLC-UM radio bearer isincluded in the |E "RB information to setup":

- caculate the START value only once during this procedure (the same START value shall be used on all
new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as
indicated in the IE "CN domain identity” in the IE "RAB info" part of the IE "RAB information to setup”;

- storethe calculated START vauein the variable START_VALUE_TO_TRANSMIT.

for each radio bearer in the |IE "RB information to setup”:

if the radio bearer identified with the |IE "RB identity" does not exist in the variable ESTABLISHED _RABS:
- perform the actions specified in subclause 8.6.4.3;

- store information about the new radio bearer in the entry for the radio access bearer identified by "RAB
info" in the variable ESTABLISHED_RABS;

- create anew RAB subflow for the radio access bearer;

- number the RAB subflow in ascending order, assigning the smallest number to the RAB subflow
corresponding to the first radio bearer in the list;
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- if theIE"CN domain identity" in the |[E "RAB info" is set to "PS domain" and the number of RAB
subflows for the radio access bearer is greater than 1:
- setthevariable INVALID_CONFIGURATION to TRUE.
- if theradio bearer identified with the |IE "RB identity" already existsin the variable ESTABLISHED_ RABS:
- setthevariable INVALID_CONFIGURATION to TRUE.

8.6.4.2a RAB information to reconfigure
If the IE "RAB information to reconfigure” is included then the UE shall:

- if theentry for the radio access bearer identified by the IE "CN domain identity" together with the IE "RAB
Identity" inthe variable ESTABLISHED RABS aready exists.

- perform the action for the IE "NAS Synchronization Indicator”, according to subclause 8.6.4.12.
- dse

- setthevariable INVALID_CONFIGURATION to TRUE.

8.6.4.3 RB information to setup

If the IE "RB information to setup” isincluded, the UE shall apply the following actions on the radio bearer identified
with the value of the |IE "RB identity". The UE shall:

- usethe same START value to initialise the hyper frame number components of COUNT-C variables for al the
new radio bearers to setup;

- perform the actions for the |IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio
bearer;

- perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;
- perform the actions for the |E "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

- if thelE"Downlink RLC mode" either inthe IE "RLC info" or referenced by the RB identity in the |IE " Same as
RB" issetto"TM RLC":

- configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].

- if thelE "Uplink RLC mode" or the IE "Downlink RLC mode" either in the |IE "RLC info" or referenced by the
RB identity inthe IE"Same asRB" isset to "AM RLC" or "UM RLC":

- initiaise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the
START vaueinthevariable START_VALUE_TO_TRANSMIT;

- set theremaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;
- dart incrementing the COUNT-C values.

- if thelE"Uplink RLC mode" and the IE "Downlink RLC mode" either inthe IE "RLC info" or referenced by the
RB identity inthe IE "Same as RB" issetto "TM RLC":

- if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the |E
"CN domain identity" in the |[E "RAB info" in the variable ESTABLISHED RABS and at least one
transparent mode radio bearer isincluded in the |E "RB information to setup":

- - attheactivation time as specified in the | E " Ciphering activation time for DPCH" if included in the |E
"Ciphering mode info" in the command message or, if this | E is not included, as specified in the |[E
"COUNT-C activation time" included in the response message:

- _initialise the 20 most significant bits of the hyper frame number component of COUNT-C common
for all transparent mode radio bearers of this CN domain with the START vauein the variable
START VALUE TO TRANSMIT;
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- _settheremaining LSB of the hyper frame number component of COUNT-C to zero;

- ifthelE"Status' in the variable CIPHERING STATUS of the CN domain asindicated in the IE "CN
domain identity" inthe IE "RAB info" in the variable ESTABLISHED RABS s set to "Not Started":

- do not increment the COUNT-C value for this CN domain;

- édse if thelE "Status' in the variable CIPHERING STATUS of the CN domain asindicated in the |E
"CN domain identity" in the |E "RAB info" in the variable ESTABLISHED RABS s set to "Started":

- start increment the COUNT-C value for this CN domain;

- if prior to this procedure there exists at |east one transparent mode radio bearer for the CN domain
included inthe |[E "CN domain identity" in the |[E "RAB info" in the variable ESTABLISHED RABS:

- _continue incrementing the COUNT-C value common for all transparent mode radio bearers of this CN

domain.

- ifthelE"Status' in the variable CIPHERING_STATUS of the CN domain asindicated in the IE "CN domain
identity" in the |IE "RAB info" in the variable ESTABLISHED RABS is set to "Started":

- start to perform ciphering on the radio bearer in lower layers, using the value of the |[E "RB identity" minus
one as the value of BEARER in the ciphering algorithm.

NOTE: UTRAN should not use the |IE "RB information to setup” to setup radio bearers with RB identity in the
range 1-4.
8.6.4.8 RB mapping info
If the |IE "RB mapping info" isincluded, the UE shall:
- for each multiplexing option of the RB:

- if atransport channel that would not exist as aresult of the message (i.e. removed in the same messagein |IE
"Deleted DL TrCH information" and IE "Deleted UL TrCH information") isreferred to:

- setthevariable INVALID_CONFIGURATION to TRUE.

- if amultiplexing option that maps alogical channel corresponding to a TM-RLC entity onto RACH, CPCH,
FACH or DSCH isincluded:

- setthevariable INVALID_CONFIGURATION to TRUE.

- if the multiplexing option realises the radio bearer on the uplink (resp. on the downlink) using two logical
channels with different values of the |E "Uplink transport channel type" (resp. of the IE "Downlink transport
channel type"):

- setthevariable INVALID_CONFIGURATION to TRUE.
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- ifthat RBisusing TM and the |E "Segmentation indication" is set to TRUE and, based on the multiplexing
configuration resulting from this message, the logical channel corresponding to it is mapped onto the same
transport channel as another logical channel:

- setthevariable INVALID_CONFIGURATION to TRUE.

- if the transport channel considered in that multiplexing option is different from RACH and if that RB isusing
AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one
element:

- setthevariable INVALID_CONFIGURATION to TRUE.

- if that RB isusing UM or TM and the multiplexing option realises it using two logical channels:
- setthevariable INVALID_CONFIGURATION to TRUE.

- for eachlogical channel in that multiplexing option:
- ifthevalueof the IE"RLC sizelist" is set to "Explicit list":

- if a"Transport format set" for the transport channel thislogical channel is mapped onin this
multiplexing option isincluded in the same message, and the value (index) of any IE "RLC size
index" inthe |E "Explicit list" does not correspond to an "RLC size" in the | E transport format set of
that transport channel given in the message; or

- if the transport channel thislogical channel is mapped on in this multiplexing option is different from
RACH, and if a"Transport format set" for that transport channel is not included in the same message,
and the value (index) of any |IE "RLC sizeindex" in the |E "Explicit list" does not correspond to an
"RLC size" in the stored transport format set of that transport channel; or

- if a"Transport format set” for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any IE "Logical channel list" in
the transport format set is not set to "Configured”; or

- if a"Transport format set” for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any IE "Logica channel
list" in the stored transport format set of that transport channel is not set to "Configured"”:

- setthevariable INVALID_CONFIGURATION to TRUE.
- if thevalueof the|[E"RLC sizelist" isset to "All":

- if a"Transport format set” for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any IE "Logical channel list" in
the transport format set is not set to "Configured"; or

- if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any IE "Logica channel
list" in the stored transport format set of that transport channel is not set to "Configured"”:

- setthevariable INVALID_CONFIGURATION to TRUE.
- ifthevaueof the IE"RLC sizelist" is set to "Configured”:

- if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and for none of the RLC sizes defined for that
transport channel in the " Transport format set”, the "Logical Channel List" is set to "All" or given as
an "Explicit List" which contains thislogica channel; or

- if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and for none of the RLC sizes defined in the
transport format set stored for that transport channel, the "Logical Channel List" isset to "All" or
given as an "Explicit List" which containsthislogical channel:

- setthevariable INVALID_CONFIGURATION to TRUE.
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- if, asaresult of the message this IE isincluded in, several radio bearers can be mapped onto the same transport
channel, and the |E "Logical Channel Identity" was not included in the RB mapping info of any of those radio
bearers for a multiplexing option on that transport channel or the same "Logical Channel Identity" was used
more than once in the RB mapping info of those radio bearers for the multiplexing options on that transport
channel:

- setthevariable INVALID_CONFIGURATION to TRUE.
- deleteall previously stored multiplexing options for that radio bearer;
- store each new multiplexing option for that radio bearer;
- select and configure the multiplexing options applicable for the transport channels to be used;
- if the IE "Uplink transport channel type" is set to the value "RACH":
- inFDD:

- refer the IE"RLC sizeindex” to the RACH Transport Format Set of the first PRACH received in the |IE
"PRACH system information list" received in SIB5 or SIB6.

- inTDD:

- usethefirst Transport Format of the PRACH of the IE "PRACH system information list" at the position
equal to thevaluein the IE "RLC size index".

- determine the sets of RLC sizes that apply to the logical channels used by that RB, based on the IEs"RLC size
list" and/or the IEs "Logical Channel List" included in the applicable " Transport format set" (either the ones
received in the same message or the ones stored if none were received); and

- in case the selected multiplexing option is a multiplexing option on RACH:

- ignorethe RLC sizeindexesthat do not correspond to any RLC size within the Transport Format Set stored
for RACH.

- if RACH isthetransport channel to be used on the uplink, if that RB has a multiplexing option on RACH and if
itisusing AM:

- apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC
sizesin case the RB isrealised using two logical channels) for the corresponding RLC entity.

- if that RB isusing AM and the RLC size applicable to the logical channel transporting data PDUs is different
from the one derived from the previously stored configuration:

re-establish the corresponding RLC entity;
- configure the corresponding RLC entity with the new RLC size;

- for each AM RLC radio bearer in the CN domain asindicated in the IE "CN domain identity” in the |IE "RAB
info" in the variable ESTABLISHED RABS whose RLC sizeis changed; and

- for each AM RLC signalling radio bearer in the the CN domain asindicated in the |[E "CN domain identity"
in the variable LATEST CONFIGURED CN DOMAIN whose RLC sizeis changed:

- if thelE"Status" in the variable CIPHERING_STATUS of this CN domain is set to " Started":

- if this|E wasincluded in system information:

- set the HFN valuesfor the corresponding RLC entity equal to the value of the IE "START" for this
CN domain that will be included in the CELL UPDATE message that will be sent before the next
transmission.
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- if this|E wasincluded in CELL UPDATE CONFIRM:

- set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
included in the latest transmitted CELL UPDATE message for this CN domain.

- if this|E wasincluded in a reconfiguration message:

- set the HFN values for the corresponding RLC entity equal to the value of the IE"START" that
will be included in the reconfiguration complete message for this CN domain.

if that RB isusing UM:
- indicate the largest applicable RLC size to the corresponding RLC entity.

configure MAC multiplexing according to the selected multiplexing option (MAC multiplexing shall only be
configured for alogical channel if the transport channel it is mapped on according to the selected multiplexing
option is the same as the transport channel another logical channel is mapped on according to the multiplexing
option selected for it);

configure the MAC with the logical channel priorities according to selected multiplexing option;
configure the MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB;
if thereis no multiplexing option applicable for the transport channels to be used:

- setthevariable INVALID_CONFIGURATION to TRUE.

if there is more than one multiplexing option applicable for the transport channels to be used:

- setthevariable INVALID_CONFIGURATION to TRUE.

In case |E "RB mapping info" includes |E "Downlink RLC logical channel info" but |E "Number of downlink RLC
logical channels' is absent, the parameter values are exactly the same as for the corresponding UL logical channels. In
case two multiplexing options are specified for the UL, the first options shall be used as default for the DL. Asregards
the |E "Channel type", the following rule should be applied to derive the DL channel type from the UL channel
included in the |E:

Channel used in UL DL channel type implied by
"same as"
DCH DCH
RACH FACH
CPCH FACH
USCH DSCH
8.6.5.1 Transport Format Set

If the |IE "Transport format set" isincluded, the UE shall:

if the transport format set isa RACH TFS received in System Information Block type 5 or 6, and CHOICE
"Logical Channel List" hasthe value "Explicit List":

- ignore that System Information Block.

if the transport format set for a downlink transport channel is received in a System Information Block, and
CHOICE "Logical Channel List" has avalue different from 'ALL’:

- ignorethat System Information Block.

if the transport format set for a downlink transport channel is received in a message on a DCCH, and CHOICE
"Logical Channel List" has avaue different from 'ALL":

- keep the transport format set if this exists for that transport channel;

- setthevariable INVALID_CONFIGURATION to TRUE.
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- if thevalue of any |IE "RB identity" (and "Logical Channel" for RBs using two UL logical channels) in the |E
"Logical channel list" does not correspond to alogical channel indicated to be mapped onto this transport
channel in any RB multiplexing option (either included in the same message or previously stored and not
changed by this message); or

- ifthe"Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "Configured"
whileitisset to "All" or given asan "Explicit List" for any other RLC size; or

- if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "All" and for
any logical channel mapped to this transport channel, the value of the "RLC sizelist" (either provided in the IE
"RB mapping info" if included in the same message, or stored) is not set to "Configured”; or

- if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is given as an "Explicit
List" that contains alogical channel for which the value of the "RLC sizelist" (either provided inthe IE "RB
mapping info" if included in the same message, or stored) is not set to " Configured”; or

- if the"Logical Channel List" for all the RLC sizes defined for that transport channel are given as "Explicit List"
and if one of the logical channels mapped onto this transport channel is not included in any of those lists; or

- if the"Logical Channel List" for the RLC sizes defined for that transport channel is set to " Configured” and for
any logical channel mapped onto that transport channel, the value of the "RLC size list" (either provided in the
IE "RB mapping info" if included in the same message, or stored) is also set to " Configured”; or

- if the lE "Transport Format Set" was not received within the IE "PRACH system information list" and if the
"Logical Channel List" for the RLC sizes defined for that transport channel is set to " Configured” and for any
logical channel mapped onto that transport channel, the "RLC size list” (either provided in the |IE "RB mapping
info" if included in the same message, or stored ) isgiven as an "Explicit List" that includes an "RL C size index"
that does not correspond to any RLC sizein this " Transport Format Set":

- keep the transport format set if this exists for that transport channel;
- setthevariable INVALID_CONFIGURATION to TRUE.
- if thetotal number of configured transport formats for the transport channel exceeds maxTF:
- keep the transport format set if this exists for that transport channel;
- setthevariable INVALID_CONFIGURATION to TRUE.

- if thelE "Transport format set” is considered as valid according to the rules above:

remove a previously stored transport format set if this exists for that transport channel;
- store the transport format set for that transport channel;

- consider the first instance of the parameter Number of TBsand TTI List within the Dynamic transport format
information to correspond to transport format O for this transport channel, the second to transport format 1
and so on;

- if the IE "Transport format Set" has the choice "Transport channel type" set to "Dedicated transport channel":
- caculate the transport block size for all transport formats in the TFS using the following
TB size=RLC size + MAC header size,
where:
- MAC header sizeis calculated according to [15] if MAC multiplexing is used. Otherwiseit is O bits;
- 'RLCsize reflectsthe RLC PDU size.
- if thelE "Transport format Set" has the choice "Transport channel type" set to "Common transport channel”:
- cdculate the transport block size for all transport formats in the TFS using the following:

TB size= RLC size.
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if the IE "Number of Transport blocks' <> 0 and IE"RLC size" =0, no RLC PDU data exists but only parity
bits exist for that transport format;

if the IE "Number of Transport blocks' = 0, neither RLC PDU neither data nor parity bits exist for that
transport format;

configure the MAC with the new transport format set (with computed transport block sizes) for that transport
channel;

if the RB multiplexing option for a RB mapped onto that transport channel (based on the stored RB
multiplexing option) is not modified by this message:

- determine the sets of RLC sizes that apply to the logical channels used by that RB, based on the IE
"Logical Channel List" and/or the IE "RLC Size Ligt" from the previously stored RB multiplexing option.

- if the IE "Transport Format Set" was received within the IE "PRACH system information list":

- ignorethe RLC size indexesin the stored RB multiplexing option that do not correspond to any RLC
sizein the received Transport Format Set.

- if thelE "Transport Format Set" was received within the IE "PRACH system information list", if that RB
isusing AM and if RACH isthe transport channel to be used on the uplink:

- apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or
RLC sizesin case the RB isrealised using two logical channels) for the corresponding RLC entity.

- if the IE "Transport Format Set" was not received within the IE "PRACH system information list", and if
that RB isusing AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has
more than one element:

- setthevariable INVALID_CONFIGURATION to true.

- if that RB isusing AM and the RLC size applicable to the logical channel transporting data PDUsis
different from the one derived from the previoudy stored configuration:

- re-establish the corresponding RLC entity;
- configure the corresponding RLC entity with the new RLC size;

- for each AM RLC radio bearer in the CN domain asindicated in the |[E "CN domain identity" in the
IE "RAB info" in the variable ESTABLISHED RABS whose RLC size is changed; and

- for each AM RLC signalling radio bearer in the the CN domain asindicated in the |[E "CN domain
identity" in the variable LATEST CONFIGURED CN_DOMAIN whose RLC size is changed:fer-the

- if thislE wasincluded in system information and if the |E "Status" in variable
CIPHERING_STATUS of thisCN domainis set to " Started":

- setthe HFN valuesfor the corresponding RLC entity equal to the value of the IE "START" for
this CN domain that will be included in the CELL UPDATE message that will be sent before
the next transmission.

- ifthislE wasincluded in CELL UPDATE CONFIRM and if the |E "Status" in the variable
CIPHERING_STATUS of thisCN domain is set to " Started":

- set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
included in the latest transmitted CELL UPDATE message for this CN domain.

- if this|E wasincluded in areconfiguration message and if the |E "Status" in the variable
CIPHERING_STATUS of this CN domain is set to " Started":
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- set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
that will be included in the reconfiguration complete message for this CN domain.

- if thisIE wasincluded in ACTIVE SET UPDATE and if the |E "Status" in the variable
CIPHERING_STATUS of thisCN domain is set to " Started":

- set the HFN values for the corresponding RLC entity equal to the value of the IE"START"
that will be included inthe ACTIVE SET UPDATE COMPLETE message for this CN domain.

- if that RB isusing UM:
- indicate the largest applicable RLC size to the corresponding RLC entity.
- configure MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB.

For configuration restrictions on Blind Transport Format Detection, see [27].

8.6.6.28 Downlink DPCH info common for all radio links
If the |E "Downlink DPCH info common for all RL" isincluded the UE shall:
- perform actions for the |IE "Timing indication" as specified in subclause 8.5.15.2;
- ignorethe valuereceived in |E "CFN-targetSFN frame offset";
- if thelE "Downlink DPCH power control information” is included:
- perform actions for the IE "DPC Mode" according to [29].
- if thelE choice "mode" is set to 'FDD’:
- if the IE "Downlink rate matching restriction information” is included:
- setthevariable INVALID_CONFIGURATION to TRUE.
- perform actions for the | E " spreading factor";
- perform actions for the |E "Fixed or Flexible position”;
- perform actions for the |E "TFCI existence";
- if thelE choice"SF" is set to 256:
- storethe value of the |IE "Number of bits for pilot bits".
- if thelE choice"SF" set to 128:
- storethe value of the |IE "Number of bits for pilot bits".
- if thelE choice "mode" is set to 'TDD”:
- perform actions for the |E "Common timeslot info".

If the IE "Downlink DPCH info common for all RL" isincluded in a message used to perform a Timing re-initialised
hard handover or the IE "Downlink DPCH info common for all RL” isincluded in a message used to transfer the UE
from a state different from Cell_DCH to the Cell_DCH state, and ciphering is active for any radio bearer using RLC-
TM, the UE shall, after having activated the dedicated physical channelsindicated by that |E:

- set the 20 M SB of the HFN component of COUNT-C for TM-RLC to the value of the |latest transmitted |E
"START" or "START List" for this CN domain, while not incrementing the value of the HFN component of
COUNT-C at each CFN cycle; and

- settheremaining LSBs of the HFN component of COUNT-C to zero;
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- _include the |[E "COUNT-C activation time" in the response message and specify a CEN value other than the
default, "Now" for this|E;

- cdculate the START value according to subclause 8.5.9;

- _include the calculated START valuesfor each CN domaininthe |lE "START list" in the |E "Uplink counter
synchronisation info" in the response message;

- _atthe CFN value asindicated in the response message in the |E "COUNT-C activation time':

- set the 20 MSB of the HFN component of the COUNT-C variable to the START vaue asindicated in the [E
"START list" of the response message for the relevant CN domain; and

- set theremaining LSBs of the HFN component of COUNT-C to zero;

- _increment the HFN component of the COUNT-C variable by one;

- set the CEN component of the COUNT-C to the value of the |[E "COUNT-C activation time" of the response
message. The HFN component and the CFN component completely initialise the COUNT-C variable;

- step the COUNT-C variable, as normal, at each CFN value, i.e. the HFN component is no longer fixed in
value but incremented at each CFN cycle.

-—increment HEN-for RLC-TM-by-"1-

10.2.16b HANDOVER TO UTRAN COMPLETE

This message is sent by the UE when a handover to UTRAN has been completed.
RLC-SAP: AM
Logical channel: DCCH

Direction: UE -~ UTRAN

Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE Information elements
START list CH 1to START [40] values for all CN
<maxCNdo domains. FhelE-is-mandatery
mains> if-ithas notbeen transferred
prior to the handover.
>CN domain identity MP CN domain
identity
10.3.1.1
>START MP START
10.3.3.38
RB Information elements
COUNT-C activation time OoP Activation Used for radio bearers
time mapped on RLC-TM.
10.3.3.1
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10.2.16¢ INITIAL DIRECT TRANSFER

This message is used to initiate a signalling connection based on indication from the upper layers, and to transfer aNAS
message.

RLC-SAP: AM
Logical channel: DCCH
Direction: UE -> UTRAN

Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE information elements
Integrity check info CH Integrity
check info
10.3.3.16
CN information elements
CN domain identity MP CN domain
identity
10.3.1.1
Intra Domain NAS Node MP Intra Domain
Selector NAS Node
Selector
10.3.1.6
NAS message MP NAS
message
10.3.1.8
START OoP START START value to be used in the
10.3.3.38 CN domain as indicated in the
IE CN domain identity. This IE
shall alwys be present inthis
version of the protocol.
Measurement information
elements
Measured results on RACH oP Measured
results on
RACH
10.3.7.45

10.3.3.5

Ciphering mode info

Thisinformation element contains the ciphering specific security mode control information.

Information Element/Group Need Multi Type and Semantics description
name reference
Ciphering mode command MP Enumerated | The command "stop" is not
(start/restart, | used in this version of the
stop) protocol
Ciphering algorithm CV- Ciphering
notStop algorithm
10.3.3.4
Ciphering activation time for OoP Activation Used for radio bearers
DPCH time mapped on RLC-TM. Only
10.3.3.1 applicable if the UE is already
in CELL_DCH state
Radio bearer downlink ciphering | OP RB Used for radio bearers
activation time info activation mapped on RLC-AM or RLC-
time info, UM
10.3.4.13
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Condition Explanation
notStop The IE is mandatory present if the IE "Ciphering mode
command" has the value "start/restart”, otherwise the IE
is not needed in the message.

10.3.3.16  Integrity check info

The Integrity check info contains the RRC message sequence number needed in the calculation of XMAC-I [40] and the
caculated MAC-I.

Information Element/Group Need Multi Type and Semantics description
name reference
Message authentication code MP bit string(32) | MAC-I [40]. The Message

Authentication Code bits are
numbered b0-b31, where b0 is
the least significant bit. The 27
MSB of the IE shall be set to
zero and the 5 LSB of the IE
shall be set to the value of the
IE "RB identity" for the used
signalling radio bearer identity
when the encoded RRC
message is used as the
MESSAGE parameter in the
integrity protection algorithm.
RRC Message sequence MP Integer The local RRC hyper frame
number (0..15) number (RRC HFN) is
concatenated with the RRC
message sequence number to
form the input parameter
COUNT-I for the integrity
protection algorithm.

The IE value shall be set to
zero when the encoded RRC
message is used as the
MESSAGE parameter in the
integrity protection algorithm.

11.2 PDU definitions

. kkkkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhhhhkhhhhddk

-- INITIAL DI RECT TRANSFER

R R R Sk R S S S R S R S S

Initial Direct Transfer ::= SEQUENCE {
-- Core network |Es
cn- Domai nl dentity CN- Dormai nl dentity,
i nt raDomai nNasNodeSel ect or I nt raDomai nNasNodeSel ect or,
nas- Message NAS- Message
-- Measurenent |Es
neasur edResul t sOnRACH Measur edResul t sOnRACH OPTI ONAL,
v3aONonCri ti cal Ext ensi ons SEQUENCE {
initial DirectTransfer-v3alext Initial DirectTransfer-v3alext
-- Extension nechani smfor non- rel ease99 information
nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
}
Initial DirectTransfer-v3a0ext ::= SEQUENCE {
-- the START val ue shall always be included in this version of the protoco
start-Val ue START- Val ue OPTI ONAL
.}
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11.5 RRC information between network nodes

I nt ernode-definitions DEFIN TI ONS AUTOVATI C TAGS :: =
BEG N
| MPORTS

Handover ToUTRANConmand,

Measur ement Report,

Physi cal Channel Reconfi gurati on,

Radi oBear er Reconfi gur ati on,

Radi oBear er Rel ease,

Radi oBear er Set up,

RRC- Fai | ur el nf o-r 3-1 Es,

Transport Channel Reconfi gurati on
FROM PDU- defi ni ti ons

-- Core Network IEs :
CN- Domai nl dentity,
CN- Domai nl nf or mat i onLi st
CN- DRX- Cycl eLengt hCoef fi ci ent,
NAS- Syst eml nf or mat i onGSM MAP,
-- UTRAN Mobility IEs :
Cell I dentity,
URA- I denti ty,
-- User Equipnent |Es :
C- RNTI,
DL- PhysChCapabi | i t yFDD- v380ext ,
Fai | ureCauseWthProtErr,
RRC- MessageSequenceNunber,

STARTLI st ,
START- Val ue,
U- RNTI ,

UE- Radi oAccessCapabi lity,

UE- Radi oAccessCapabi | i ty-v370ext,

UE- Radi oAccessCapabi | i ty-v380ext,
-- Radio Bearer |Es :

Pr edef i nedConfi gSt at usLi st

Pr edef i nedConf i gVal ueTag,

RAB- | nf or mat i onSet uplLi st ,

SRB- | nf or nat i onSet uplLi st
-- Transport Channel |Es :

CPCH- Set | D,

DL- CommonTr ansChl nf o,

DL- AddReconf Tr ansChl nf oLi st

DRAC- St ati cl nf or mati onlLi st

UL- CommonTr ansChl nf o,

UL- AddReconf Tr ansChl nf oLi st
-- Measurenent IEs :

Measur enent | dentity,

Measur enent Repor t i nghbde,

Measur enment Type,

Measur enment Type-r 4,

Addi ti onal Measur enent | D- Li st ,

Posi ti onEsti nat e,

UE- Posi ti oni ng- | PDL- Par anet er s- TDD-r 4- ext ,
-- Oher IEs :
| nt er RAT- UE- Radi oAccessCapabi | i tyLi st
FROM | nf or mat i onEl enent s

maxCNdomai ns,
maxNoOf Meas,

max RB,

maxSRBset up
FROM Const ant - defi nitions

-- Part 1: Cass definitions simlar to what has been defined in 11.1 for RRC nessages
-- Information that is tranferred in the same direction and across the sanme path is grouped

R Rk Sk S S S S S S R S S

-- RRCinformation, to target RNC

R R R Sk Sk S S S S R R R S S R
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-- RRC Information to target RNC sent either from source RNC or from another RAT

ToTar get RNC- Cont ai ner ::= CHO CE {
i nt er RATHandover | nf o I nt er RATHandover | nf oW t hl nt er RATCapabi l i ti es-r3,
srncRel ocati on SRNC- Rel ocat i onl nfo-r3,
ext ensi on NULL

}

R R R Sk R S S S R R S S R R

-- RRCinformation, target RNC to source RNC

R R R Sk Sk S S S S S R S S

Tar get - RNC- ToSour ceRNC- Cont ai ner ::= CHO CE {
r adi oBear er Set up Radi oBear er Set up,
r adi oBear er Reconfi gurati on Radi oBear er Reconfi gur ati on,
r adi oBear er Rel ease Radi oBear er Rel ease,
transport Channel Reconfi guration Transpor t Channel Reconfi gurati on,
physi cal Channel Reconfi gurati on Physi cal Channel Reconfi gurati on,
rrc-Failurelnfo RRC- Fai | ur el nf o-r 3-1Es,
ext ensi on NULL
}

-- Part 2: Container definitions, simlar to the PDU definitions in 11.2 for RRC nessages
-- In al phabetical order

R R R Sk R S S S S S R R S S

-- Handover to UTRAN information

R R R Sk R S S S S S S R S R R

I nt er RATHandover | nf oW t hl nt er RATCapabi lities-r3 ::= CHO CE {
r3 SEQUENCE {
i nt er RATHandover | nfo-r3 I nt er RATHandover | nf oW t hl nt er RATCapabi l i ties-r3-1Es,

-- | E I nter RATHandover | nf oWt hl nt er RATCapabilities-r3-1Es al so
-- includes non critical extensions
v390NonCri ti cal Ext ensi ons SEQUENCE {
i nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es- v390ext
I nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext - | Es,
-- Reserved for future non critical extension

nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
b
critical Extensions SEQUENCE {}
}
I nt er RATHandover | nf oWt hl nt er RATCapabi lities-r3-1Es:: = SEQUENCE {
-- The order of the IEs may not reflect the tabular fornat
-- but has been chosen to sinplify the handling of the information in the BSC
-- Oher |Es
ue- RATSpeci ficCapability I nt er RAT- UE- Radi oAccessCapabi | it yLi st OPTI ONAL,
i nt er RATHandover | nf o OCTET STRING (Sl ZE (0..255))
-- Cctet string is used to obtain 8 bit length field prior to actual information
-- This makes it possible for BSS to transparently handl e information received via
-- GSMair interface even when it includes non critical extensions
-- The octet string shall include the |nterRATHandover|nfo information
-- The BSS can re-use the 04.18 length field received fromthe M5
}
I nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext-1Es ::= SEQUENCE {
-- User equipment |Es
failureCauseWthProtErr Fai | ureCauseWt hProt Err OPTI ONAL
}
- Rk R Sk R S S S S R S R S S S R R R
-- SRNC Rel ocation information
- R Rk Sk R S S S S R R S S S R
SRNC- Rel ocationlnfo-r3 ::= CHO CE {
r3 SEQUENCE {
SRNC- Rel ocationlnfo-r3 SRNC- Rel ocat i onl nfo-r 3-1Es,
v380NonCri ti cal Ext ensi ons SEQUENCE {
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SRNC- Rel ocat i onl nf 0- v380ext SRNC- Rel ocat i onl nf o- v380ext - | Es,

-- Reserved for future non critical extension
v390NonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf o- v390ext SRNC- Rel ocat i onl nf o- v390ext - | Es,
v3a0NonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v3aOext SRNC- Rel ocat i onl nf o- v3aOext - | Es,

-- Reserved for future non critical extension

nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL

OPTI ONAL
} OPTI ONAL
} OPTI ONAL

b

critical Extensions SEQUENCE {}
}
SRNC- Rel ocationlnfo-r3-1Es ::= SEQUENCE {

-- Non-RRC | Es

stateOf RRC St at e RRC,

up- | pdl - Par anet er s- TDD UE- Posi ti oni ng- | PDL- Par anet er s- TDD- r 4- ext OPTI ONAL,
-- Extension mechanismfor non- release4 information
nonCritical Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
}
SRNC- Rel ocat i onl nf 0-v380ext-1Es ::= SEQUENCE {
-- Ciphering related information |Es
cn- Domai nl dentity CN- Donai nl dentity,
ci pheringSt at usLi st Ci pheringSt at usLi st
}
SRNC- Rel ocat i onl nf 0-v390ext -1 Es ::= SEQUENCE {
cn- Domai nl nf or mat i onLi st - v390ext CN- Domai nl nf or mat i onLi st - v390ext OPTI ONAL,
ue- Radi oAccessCapabi | i ty- v370ext UE- Radi oAccessCapabi | i t y- v370ext OPTIl ONAL,
ue- Radi oAccessCapabi | i t y- v380ext UE- Radi oAccessCapabi | i t y- v380ext OPTIl ONAL,

st at eOf RRCG- Procedure
-- Ciphering related information |Es

-- |If the extension v380 is included use the extension for the ciphering status per CN domain

ci pheringSt at us

St at eOf RRC- Procedur e,

Ci pheri ngSt at us,

cal cul ati onTi meFor C phering Cal cul ati onTi meFor C pheri ng OPTIl ONAL,

ci pheri ngl nf oPer RB- Li st G pheri ngl nf oPer RB- Li st OPTIl ONAL,

count - C- Li st COUNT- C- Li st OPTI ONAL,

integrityProtectionStatus IntegrityProtectionStatus,

srb-SpecificlntegrityProtinfo  SRB-SpecificlntegrityProtlnfolList,

i npl enent at i onSpeci fi cPar ans | npl enent at i onSpeci fi cPar ans OPTIl ONAL,
-- User equipnent |Es

u- RNTI U- RNTI

c- RNTI C- RNTI OPTI ONAL,

ue- Radi oAccessCapability UE- Radi oAccessCapabi lity,

ue- Posi ti oni ng- Last KnownPos UE- Posi ti oni ng- Last KnownPos OPTIl ONAL,

-- Oher IEs

ue- RATSpeci ficCapability I nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTI ONAL,
-- UTRAN nmobility | Es
ura-ldentity URA- I dentity OPTI ONAL,
-- Core network | Es
cn- CommonGSM MAP- NAS- Sysl nf o NAS- Syst enl nf or mat i onGSM VAP,
cn- Domai nl nf or mat i onLi st CN- Domai nl nf or mat i onLi st OPTIl ONAL,
-- Measurenent |Es
ongoi ngMeasReplLi st Ongoi ngMeasReplLi st OPTIl ONAL,
-- Radio bearer |Es
pr edef i nedConfi gSt at usLi st Pr edef i nedConfi gSt at uslLi st
srb- | nformationLi st SRB- | nf or mat i onSet uplLi st,
rab- | nf or mati onLi st RAB- | nf or mat i onSet uplLi st OPTIl ONAL,
-- Transport channel |Es
ul - ComonTr ansChl nf o UL- ComonTr ansChl nf o OPTI ONAL,
ul - TransChl nf oLi st UL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
nodeSpeci ficl nfo CHO CE {
f dd SEQUENCE {
cpch-Set I D CPCH- Set I D OPTI ONAL,
transChDRAC- I nf o DRAC- St ati cl nformationLi st OPTI ONAL
H
tdd NULL
}
dl - CommonTr ansChl nf o DL- CommonTr ansChl nf o OPTI ONAL,
dl - TransChl nf oLi st DL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
-- Measurenent report
nmeasur enment Report Measur enment Repor t OPTI ONAL

nonCriti cal Ext ensi ons
-- In case of TDD only this IE i

SEQUENCE {
s present otherwise this |E is absent
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dl - PhysChCapabi | i t yFDD- v380ext
failureCauseWthProtErr
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DL- PhysChCapabi | i t yFDD- v380ext ,

Fai | ureCauseWt hProt Err

}
SRNC- Rel ocat i onl nf o- v3aOext - | Es :: = SEQUENCE{

St art Val ueFor Cl pheri ng- v3a0ext START- Val ue
3
Ci pheringStatusList ::= SEQUENCE (Sl ZE (1..maxCNdomai ns)) OF

Ci pheri ngSt at usCNdomai n

G pheringStatusCNdomain :: = SEQUENCE {

cn-Domai nl dentity CN- Domai nl dentity,

ci pheringSt at us G pheringSt at us
}
SRNC- Rel ocationlnfo-r4 ::= SEQUENCE {

-- Non-RRC | Es
stateOr RRC St at e RRC,

st at eOX RRC- Procedur e

ci pheringSt at us

cal cul ati onTi meFor C phering

ci pheri ngl nf oPer RB- Li st

integrityProtectionStatus

srb-SpecificlntegrityProtlinfo

i npl enent at i onSpeci fi cPar ans
User equi pnent | Es

u- RNTI

c- RNTI

ue- Radi oAccessCapability

ue- Posi ti oni ng- Last KnownPos
O her | Es

ue- RATSpeci fi cCapability
UTRAN nobi lity | Es

ura-ldentity
Core network | Es

cn- CommpnGSM MAP- NAS- Sysl nf o

cn- Domai nl nf or mat i onLi st
Measur enment | Es

ongoi ngMeasReplLi st
Radi o bearer |Es

pr edef i nedConfi gSt at usLi st

srb-1nformationLi st

rab- | nf or mati onLi st
Transport channel |Es

ul - CoomonTr ansChl nf o

ul - TransChl nf oLi st

nodeSpeci ficl nfo

fdd
cpch-Set| D
t ransChDRAGC- | nf o

1

tdd
1,
dl - CommonTr ansChl nf o
dl - Tr ansChl nf oLi st
Measur ement report
measur enent Report
nonCriti cal Ext ensi ons

St at eOX RRC- Pr ocedur e,

Ci pheringSt at us,

Cal cul ati onTi meFor C pheri ng
Ci pheri ngl nf oPer RB- Li st
IntegrityProtectionStatus,

SRB- Speci ficlntegrityProtl|nfolist,

| npl enent at i onSpeci fi cPar ans

U- RNTI ,

C- RNTI

UE- Radi oAccessCapability,
UE- Posi ti oni ng- Last KnownPos

| nt er RAT- UE- Radi oAccessCapabi |l i tyLi st

URA- I dentity

NAS- Syst eml nf or mat i onGSM MAP,
CN- Domai nl nf or mat i onLi st

Ongoi ngMeasRepList-r4

Pr edef i nedConfi gSt at usLi st
SRB- | nf or nat i onSet uplLi st
RAB- | nf or mat i onSet uplLi st

UL- ComonTr ansChl nf o
UL- AddReconf Tr ansChl nf oLi st

CHO CE {
SEQUENCE {
CPCH Set I D
DRAC- St ati cl nformati onLi st
NULL

DL- CommonTr ansChl nf o
DL- AddReconf Tr ansChl nf oLi st

Measur enent Report
SEQUENCE {

OPTI ONAL

OPTI ONAL,
OPTI ONAL,

OPTI ONAL,

OPTI ONAL,

OPTI ONAL,

OPTI ONAL,

OPTI ONAL,

OPTIl ONAL,

OPTI ONAL,
OPTI ONAL,
OPTI ONAL,

OPTIl ONAL,
OPTI ONAL

OPTIl ONAL,
OPTI ONAL,

OPTI ONAL,

-- In case of TDD only this IE is present otherwise this |E is absent
UE- Posi ti oni ng- | PDL- Par anet er s- TDD- r 4- ext

up- | pdl - Par anet er s- TDD

-- Extensi on nechani smfor non-

rel eased information

nonCri ti cal Ext ensi ons SEQUENCE {}
}

}
-- IE definitions
Cal cul ationTi meFor C phering ::= SEQUENCE {

cell-1d Cel I I dentity,

sfn | NTEGER (0. . 4095)
}
Ci pheringlnfoPerRB :: = SEQUENCE {

dl - HFN BI T STRING (SI ZE (20..25)),

ul - HFN BI T STRING (Sl ZE (20..25))
}
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-- TABULAR Miltiplicity val ue nunbe
w th maxRB.
G pheri ngl nf oPer RB- Li st

C pheringStatus ::

CN- Domai nl nf or mat i on- v390ext
cn- DRX- Cycl eLengt hCoef f
}

CN- Domai nl nf or mat i onLi st - v390ext

COUNT- C- Li st

COUNT-CSingle ::
cn- Domai nl dentity
count-C

}

| npl enent at i onSpeci fi cParans ::

IntegrityProtectionStatus ::

Measur enent CommandW t hType ::
setup
nodi fy
rel ease

}

Measur enent ConmandW t hType-r4 ::
setup
nodi fy
rel ease

}

Ongoi ngMeasRep :: =

neasurenent | dentity

neasur enent ConmandW t hType
TABULAR: The CHO CE Measurene
in the | E above.
nmeasur enent Repor t i nghbde
addi ti onal Measurenent | D-Li st

Meas

}

Ongoi ngMeasRep-r4 ::
neasurenent | dentity
neasur enent ConmandW t hType

Meas

in the | E above.
nmeasur ement Repor ti nghbde
addi ti onal Measur enent | D- Li st

}
Ongoi ngMeasReplLi st

Ongoi ngMeasRepList-r4 ::

SRB- SpecificlntegrityProtlinfo ::
ul - RRC- HFN
dl - RRC- HFN
ul - RRC- SequenceNunber
dl - RRC- SequenceNunber

}
SRB- Speci ficlntegrityProtlnfolist

StateOFRRC :: =

TABULAR: The CHO CE Measur enent

67

r O Radi oBearers has been repl aced

SEQUENCE (Sl ZE (1..maxRB)) OF

Ci pheri ngl nf oPer RB

ENUVERATED {
started, notStarted }

SEQUENCE {

CN- DRX- Cycl eLengt hCoef fi ci ent

SEQUENCE (Sl ZE (1..maxCNdomai ns)) OF
CN- Domai nl nf or mat i on- v390ext

SEQUENCE (Sl ZE (1..maxCNdomai ns)) OF
COUNT- CSi ngl e

SEQUENCE {
CN- Donai nl dentity,
BIT STRING (Sl ZE (32))

BIT STRING (Sl ZE (1..512))

ENUVERATED {
started, notStarted }
CHO CE {
Measur enment Type,
NULL,
NULL

CHO CE {
Measur enent Type-r 4,
NULL,
NULL

SEQUENCE {
urenentldentity,
Measur enent ConmandW t hType,

nt in the tabular description is included
Measur ement Repor ti nghbde OPTI ONAL,
Addi ti onal Measur erment | D- Li st OPTI ONAL
SEQUENCE {

urenentldentity,
Measur enent ConmandW t hType-r 4,
in the tabul ar description is included

OPTI ONAL,
OPTI ONAL

Measur ement Repor ti nghbde
Addi ti onal Measur enent | D- Li st

SEQUENCE (Sl ZE (1.. maxNoOf Meas)) OF
Ongoi ngMeasRep

SEQUENCE (Sl ZE (1.. maxNoOf Meas)) OF
Ongoi ngMeasRep-r 4

SEQUENCE {
BIT STRING (SI ZE (28)),
BIT STRING (SIZE (28)),
RRC- MessageSequenceNunber ,
RRC- MessageSequenceNunber

1= SEQUENCE (Sl ZE (4..maxSRBsetup)) OF

SRB- SpecificlntegrityProtlnfo

ENUVERATED {
cel | -DCH, cell-FACH,
cel | -PCH, ura-PCH }
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St at e RRC- Procedure :: = ENUMERATED {
awai t NORRC- Message,
awai t RRC- Connect i onRe- est abl i shnent Conpl et e,
awai t RB- Set upConpl et e,
awai t RB- Reconfi gurati onConpl et e,
awai t Transport CH Reconfi gurati onConpl et e,
awai t Physi cal CH Reconfi gurati onConpl et e,
awai t Acti veSet Updat eConpl et e,
awai t Handover Conpl et e,
sendCel | Updat eConfirm
sendUr aUpdat eConfirm
sendRr cConnect i onReest abl i shnent,
ot her St at es

}

UE- Posi ti oni ng- Last KnownPos :: = SEQUENCE {
sfn | NTEGER (0. . 4095),
cell-id Cellldentity,
positionEsti mate Posi ti onEsti mat e

}

END

13.4.x  SECURITY MODIFICATION

This variable contains information on which CN domain is affected by the ongoing security reconfiguration

Information Element/Group Need Multi Type and Semantics description
name reference

Status for each CN domain MP <lto
maxCNDo
mains>

>CN domain identity MP CN domain

identity
10.3.1.1

>Status MP Enumerated(
Affected, Not

Affected)

14.12.4.2 SRNS RELOCATION INFO
This RRC message is sent between network nodes when preparing for an SRNS relocation.

Direction: source RAT - target RNC

Information Element/Group Need Multi Type and Semantics description
Name reference

Non RRC IEs

>State of RRC MP RRC state
indicator,
10.3.3.10

>State of RRC procedure MP Enumerated
(await no
RRC
message,
Complete,
await RB
Setup
Complete,
await RB
Reconfigurat
ion
Complete,
await RB
Release
Complete,
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Information Element/Group Need Multi Type and Semantics description
Name reference
await
Transport
CH
Reconfigurat
ion
Complete,
await
Physical CH
Reconfigurat
ion
Complete,
await Active
Set Update
Complete,
await
Handover
Complete,
send Cell
Update
Confirm,
send URA
Update
Confirm,
, others)
Ciphering related information
>Ciphering status for each CN | MP <lto
domain maxCNDo
mains>
>>CN domain identity MP CN domain
identity
10.3.1.1
>>Ciphering status MP Enumerated(
Not started,
Started)
>>START MP START START value to be used in
10.3.3.38 this CN domain.
>l atest configured CN domain MP CN domain Value contained in the variable
identity of the same name.
10.3.1.1
>Calculation time for ciphering Cv- Time when the ciphering
related information Ciphering information of the message
were calculated, relative to a
cell of the target RNC
>>Cell Identity MP Cell Identity | Identity of one of the cells
10.3.2.2 under the target RNC and
included in the active set of the
current call
>>SFN MP Integer(0..40
95)
>COUNT-C list Cv- 1to COUNT-C values for radio
Ciphering <maxCNdo bearers using transparent
mains> mode RLC
>>CN domain identity MP CN domain
identity
10.3.1.1
>>COUNT-C MP Bit string(32)
>Ciphering info per radio bearer | OP 1to For signalling radio bearers
<maxRB> this IE is mandatory.
>>RB identity MP RB identity
10.3.4.16
>>Downlink HFN MP Bit This IE is either RLC AM HFN
string(20..25 | (20 bits) or RLC UM HFN (25
) bits)
>>Uplink HFN MP Bit This IE is either RLC AM HFN
string(20..25 | (20 bits) or RLC UM HFN (25
) bits)
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Information Element/Group Need Multi Type and Semantics description
Name reference

Integrity protection related

information

>Integrity protection status MP Enumerated(
Not started,
Started)

>Signalling radio bearer specific | CV-IP 410

integrity protection information <maxSRBs

etup>

>>Uplink RRC HFN MP Bit string
(28)

>>Downlink RRC HFN MP Bit string
(28)

>>Uplink RRC Message MP Integer (O..

sequence number 15)

>>Downlink RRC Message MP Integer (O..

sequence number 15)

>Ilmplementation specific OoP Bit string

parameters (1..512)

RRC IEs

UE Information elements

>U-RNTI MP U-RNTI
10.3.3.47

>C-RNTI oP C-RNTI
10.3.3.8

>UE radio access Capability MP UE radio
access
capability
10.3.3.42

>UE radio access capability OoP UE radio

extension access
capability
extension
10.3.3.42a

>Last known UE position OoP

>>SFN MP Integer Time when position was
(0..4095) estimated

>>Cell ID MP Cell identity; Indicates the cell, the SFN is
10.3.2.2 valid for.

>>CHOICE Position estimate MP

>>>Ellipsoid Point Ellipsoid
Point;
10.3.8.4a

>>>FEllipsoid point with Ellipsoid

uncertainty circle point with
uncertainty
circle
10.3.8.4d

>>>Ellipsoid point with Ellipsoid

uncertainty ellipse point with
uncertainty
ellipse
10.3.8.4e

>>>Ellipsoid point with altitude Ellipsoid
point with
altitude
10.3.8.4b

>>>FEllipsoid point with altitude Ellipsoid

and uncertainty ellipsoid point with
altitude and
uncertainty
ellipsoid
10.3.8.4c

Other Information elements

>UE system specific capability OP 1to

<maxSyste
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Information Element/Group Need Multi Type and Semantics description
Name reference
mCapabilit
y>
>>|nter-RAT UE radio access MP Inter-RAT
capability UE radio
access
capability
10.3.8.7
UTRAN Mobility Information
elements
>URA ldentifier oP URA identity
10.3.2.6
CN Information Elements
>CN common GSM-MAP NAS MP NAS system
system information information
(GSM-MAP)
10.3.1.9
>CN domain related information | OP 1to CN related information to be
<MaxCNdo provided for each CN domain
mains>
>>CN domain identity MP
>>CN domain specific GSM- MP NAS system
MAP NAS system info information
(GSM-MAP)
10.3.1.9
>>CN domain specific DRX MP CN domain
cycle length coefficient specific DRX
cycle length
coefficient,
10.3.3.6
Measurement Related
Information elements
>For each ongoing OoP 1to
measurement reporting <MaxNoOf
Meas>
>>Measurement ldentity MP Measuremen
t identity
10.3.7.48
>>Measurement Command MP Measuremen
t command
10.3.7.46
>>Measurement Type CV-Setup Measuremen
t type
10.3.7.50
>>Measurement Reporting OoP Measuremen
Mode t reporting
mode
10.3.7.49
>>Additional Measurements list | OP Additional
measuremen
ts list
10.3.7.1
>>CHOICE Measurement OoP
>>>Intra-frequency
>>>>|ntra-frequency cell info OoP Intra-
frequency
cell info list
10.3.7.33
>>>>|ntra-frequency OoP Intra-
measurement frequency
quantity measuremen
t quantity
10.3.7.38
>>>>|ntra-frequency reporting OoP Intra-
quantity frequency
reporting
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Information Element/Group Need Multi Type and Semantics description
Name reference
quantity
10.3.7.41
>>>>Reporting cell status OoP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
10.3.7.51
>>>>CHOICE report criteria OoP
>>>>>|ntra-frequency Intra-
measurement frequency
reporting criteria measuremen
t reporting
criteria
10.3.7.39
>>>>>Perjodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>|nter-frequency
>>>>|nter-frequency cell info oP Inter-
frequency
cell info list
10.3.7.13
>>>>|nter-frequency OoP Inter-
measurement frequency
quantity measuremen
t quantity
10.3.7.18
>>>>|nter-frequency reporting oP Inter-
quantity frequency
reporting
quantity
10.3.7.21
>>>>Reporting cell status oP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
10.3.7.51
>>>>CHOICE report criteria OoP
>>>>>|nter-frequency Inter-
measurement frequency
reporting criteria measuremen
t reporting
criteria
10.3.7.19
>>>>>Perjodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Inter-RAT
>>>>|nter-RAT cell info OoP Inter-RAT
cell info list
10.3.7.23
>>>>Inter-RAT measurement OoP Inter-RAT
quantity measuremen
t quantity
10.3.7.29
>>>>|nter-RAT reporting OoP Inter-RAT
quantity reporting
quantity
10.3.7.32
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Information Element/Group Need Multi Type and Semantics description
Name reference
>>>>Reporting cell status oP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
10.3.7.51
>>>>CHOICE report criteria OP
>>>>>|nter-RAT measurement Inter-RAT
reporting criteria measuremen
t reporting
criteria
10.3.7.30
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Traffic Volume
>>>>Traffic volume OoP Traffic
measurement volume
Object measuremen
t object
10.3.7.70
>>>>Traffic volume OoP Traffic
measurement volume
quantity measuremen
t quantity
10.3.7.71
>>>>Traffic volume reporting OoP Traffic
quantity volume
reporting
guantity
10.3.7.74
>>>>CHOICE report criteria OoP
>>>>>Traffic volume Traffic
measurement volume
reporting criteria measuremen
t reporting
criteria
10.3.7.72
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Quality
>>>>Quality measurement OoP Quality
Object measuremen
t object
>>>>CHOICE report criteria OoP
>>>>>Quality measurement Quiality
reporting criteria measuremen
t reporting
criteria
10.3.7.58
>>>>>Perjodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>UE internal
>>>>UE internal measurement OoP UE internal
quantity measuremen
t quantity
10.3.7.79
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Information Element/Group Need Multi Type and Semantics description
Name reference
>>>>UE internal reporting OP UE internal
quantity reporting
quantity
10.3.7.82
>>>>CHOICE report criteria OoP
>>>>>UE internal measurement UE internal
reporting criteria measuremen
t reporting
criteria
10.3.7.80
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>UE positioning
>>>>| CS reporting quantity OP LCS
reporting
quantity
10.3.7.111
>>>>CHOICE report criteria OoP
>>>>>| CS reporting criteria LCS
reporting
criteria
10.3.7.110
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting
Radio Bearer Information
Elements
>Pre-defined configuration OoP Pre-defined
status information configuration
status
information
14.13.2.3
>Signalling RB information list MP 1to For each signalling radio
<maxSRBs bearer
etup>
>>Signalling RB information MP Signalling
RB
information
to setup
10.3.4.24
>RAB information list OoP 1to Information for each RAB
<maxRABs
etup>
>>RAB information MP RAB
information
to setup
10.3.4.10
Transport Channel
Information Elements
Uplink transport channels
>UL Transport channel OoP UL Transport
information common for all channel
transport channels information
common for
all transport
channels
10.3.5.24
>UL transport channel oP 1lto
information list <MaxTrCH
>
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Information Element/Group Need Multi Type and Semantics description
Name reference
>>UL transport channel MP Added or
information reconfigured
UL TrCH
information
10.3.5.2
>CHOICE mode OoP
>>FDD
>>>CPCH set ID OoP CPCH set ID
10.3.5.5
>>>Transport channel OoP 1to
information for DRAC list <MaxTrCH
>
>>>>DRAC static information MP DRAC static
information
10.3.5.7
>>TDD (no data)
Downlink transport channels
>DL Transport channel OoP DL Transport
information common for all channel
transport channels information
common for
all transport
channels
10.3.5.6
>DL transport channel OoP 1to
information list <MaxTrCH
>
>>DL transport channel MP Added or
information reconfigured
DL TrCH
information
10.3.5.1
>Measurement report OoP MEASUREM
ENT
REPORT
10.2.17
Other Information elements
Failure cause OoP Failure Diagnostics information related
cause to an earlier SRNC Relocation
10.3.3.13 request (see NOTE 2 in
14.12.0a)
Protocol error information CV-ProtErr Protocol
error
information
10.3.8.12

Multi Bound

Explanation

MaxNoOfMeas

Maximum number of active measurements, upper
limit 16
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Condition Explanation
Setup The IE is mandatory present when the IE
Measurement command has the value "Setup"”,
otherwise the IE is not needed.
Ciphering The IE is mandatory present when the IE Ciphering
Status has the value "started" and the ciphering
counters need not be reinitialised, otherwise the IE is
not needed.
P The IE is mandatory present when the IE Integrity
protection status has the value "started" and the
integrity protection counters need not be reinitialised,
otherwise the IE is not needed.
ProtErr This IE is mandatory present if the IE "Protocol error
indicator" is included and has the value "TRUE".
Otherwise it is not needed.
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