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10.x Exceptions

The error handling for al the cases described hereafter shall take precedence over any other error handling described in
the other sub-sections of chapter 10.

- ___If any type of error (Transfer Syntax Error, Abstract Syntax Error or Logical Error) is detected in the ERROR
INDICATION message, it shall not trigger the Error Indication procedure in the receiving Node but |ocal error
handling.
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... <NEXT MODIFIED SECTION> ...

9.2.2.12 GPS Measured Results

The purpose of thisinformation element is to provide reported GPS measurement information from the SRNC to the
SAS.

IE/Group Name Presence Range IE Type and Semantics Description
Reference
GPS TOW msec M Integergo..G. GPS Time of Week in
048*10°-1) milliseconds (rounded down to
the nearest millisecond unit).
This time is the GPS TOW
measured by the UE.
GPS Time of Week in
microseconds = 1000 * GPS
TOW msec + GPS TOW rem
usec
GPS TOW rem usec o Integer(0..99 | GPS Time of Week in
9) microseconds MOD 1000.
Measurement Parameters 1..<maxSat
>
>Satellite ID M Enumerated(
0..63)
>C/No M Integer(0..63 | the estimate of the carrier-to-
) noise ratio of the received
signal from the particular
satellite used in the
measurement. It is given in
whele-units of dB-Hzs- (Typical
levels observed-by-UE-based
GPS-units-will be in the range
of 20 — 50 dB-Hz).
>Doppler M Integer(- Hz, scale factor 0.2.
32768..3276
8)
>Whole GPS Chips M Integer(0..10 | Unitin GPS chips
23)
>Fractional GPS Chips M !)nteger(o..(zl Scale factor 277
-1))
>Multipath Indicator M Enumerated( | See note 1
NM, low,
medium,
high)
>Pseudorange RMS Error M Enumerated( | See note 2
range index
0..range
index 63)
Range bound Explanation

maxSat

Maximum number of satellites for which data is included in this IE.
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... <NEXT MODIFIED SECTION> ...

10

Handling of Unknown, Unforeseen and Erroneous
Protocol Data

10.1 General

Protocol Error cases can be divided into three classes:

Transfer Syntax Error.
Abstract Syntax Error.

Logical Error.

Protocol errors can occur in the following functions within a receiving node:

PCAP _ /\
functiona Logical Errors
entity
Abstract Syntax Errors
N
I
I
I
ASN.1 Decoding } Transfer Syntax Errors
UPAP _ A
functional Logical Errors
entity
Abstract Syntax Errors
N
I
I
I
ASN.1 Decoding } Transfer Syntax Errors

Figure 22: Protocol Errors in PCAP

10.2  Transfer Syntax Error

A Transfer Syntax Error occurs when the receiver is not able to decode the received physical message. Transfer syntax
errors are aways detected in the process of ASN.1 decoding. If a Transfer Syntax Error occurs, the receiver should
initiate Error Indication procedure with appropriate cause value for the Transfer Syntax protocol error.

Examples for Transfer Syntax Errors are:

Violation of value rangesin ASN.1 definition of messages. e.q.: If an |E has a defined value range of 0 to 10

(ASN.1: INTEGER (0..10)), and 12 will be received, then this will be treated as atransfer syntax error.

Violation in list element constraints. e.q.: If alist is defined as containing 1 to 10 elements, and 12 elements will

be received, than this case will be handled as a transfer syntax error.

Missing mandatory elementsin ASN.1 SEQUENCE definitions (as sent by the originator of the message).

Wrong order of elementsin ASN.1 SEQUENCE definitions (as sent by the originator of the message).
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10.3  Abstract Syntax Error

10.3.1 General

An Abstract Syntax Error occurs when the receiving functional PCAP entity:
1. receiveslEsor |E groupsthat cannot be understood (unknown IE id);

2. receives|Esfor which thelogical range isviolated (e.g.: ASN.1 definition: 0 to 15, the logical rangeis0to 10
(values 11 to 15 are undefined), and 12 will be received; this case will be handled as an abstract syntax error using
criticality information sent by the originator of the message);

3. doesnot receive | Es or |E groups but according to the specified presence of the concerning object, the IEs or |IE
groups should have been present in the received message;-

4, receives|Esor |IE groups that are defined to be part of that message in wrong order or with too many occurrences of
the same |E or |E group.

Cases 1 and 2 (not comprehended | E/IE group) are handled based on received Criticality information. Case 3 (missing
IE/IE group) is handled based on Criticality information and Presence information for the missing |E/IE group specified
in the version of the specification used by the receiver. Case 4 (IEs or |E groupsin wrong order or with too many
occurrences) resultsin rejecting the procedure.

If an Abstract Syntax Error occurs, the receiver shall read the remaining message and shall then for each detected
Abstract Syntax Error that belong to cases 1-3 act according to the Criticality Information and Presence Information for
the IE/I1E group due to which Abstract Syntax Error occurred in accordance with subclauses 10.3.4 and 10.3.5. The
handling of case 4 is specified in subclause 10.3.6.

10.3.2  Ciriticality Information

In the PCAP messages thereis criticality information set for individual 1Es and/or 1E groups. This criticality
information instructs the receiver how to act when receiving an |E or an |E group that is not comprehended, i.e. the
entireitem (IE or |E group) which is not (fully or partially) comprehended shall be treated in accordance with its own
criticality information as specified in ehapter-subclause 10.3.4.

In addition, the criticality information is used in case of the missing |E/IE group abstract syntax error (see subclause
10.3.5).

The receiving node shall take different actions depending on the value of the Criticality Information. The three possible
values of the Criticality Information for an |E/IE group are:

- Reject IE.
- Ignore IE and Notify Sender.
- IgnorelE.

The following rules restrict when areceiving entity may consider an IE, an |E group, or an EP not comprehended (not
implemented), and when action based on criticality information is applicable:

1. IE or |IE group: When one new or modified |E or |E group isimplemented for one EP from a standard version,
then other new or modified | Es or |E groups specified for that EP in that standard version shall be considered
comprehended by a receiving entity (some may still remain unsupported).

Note that this restriction is not applicable to a sending entity for constructing messages.

2. EP: The comprehension of different EPs within a standard version or between different standard versionsis not
mandated. Any EP that is not supported may be considered not comprehended, even if another EP from that
standard version is comprehended, and action based on criticality shall be applied.
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10.3.3 Presence Information

For many |ES/IE groups which are optional according to the ASN.1 transfer syntax, PCAP specifies separately if the
presence of these IESIE groupsis optional or mandatory with respect to RNS application by means of the presence field
of the concerning object of class PCAP-PROTOCOL-IES, PCAP -PROTOCOL-IES-PAIR, PCAP -PROTOCOL -
EXTENSION or PCAP -PRIVATE-IES.

The presence field of the indicated classes supports three values:

1. Optiond;
2. Conditional;
3. Mandatory.

If an IE/IE group is not included in areceived message and the presence of the IE/IE group is mandatory or the presence
is conditional and the condition is true according to the version of the specification used by the receiver, an abstract
syntax error occurs due to amissing 1E/IE group.

10.3.4 Not comprehended IE/IE group

10.3.4.1 Procedure Code

| The receiving node shall treat the different types of received criticality information of the Procedure Code | E according
to the following:

Reject |E:

| - If amessageisreceived with a Procedure Code | E marked with "Reject IE" which the receiving hode does not
comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignorel E and Notify Sender:

| - If amessage isreceived with a Procedure Code | E marked with "Ignore | E and Notify Sender" which the
receiving node does not comprehend, the receiving node shall ignore the procedure and initiate the Error
Indication procedure.

IgnorelE:

- —If amessageisreceived with a Procedure Code | E marked with "Ignore IE" which the receiving node does

not comprehend, the receiving node shall ignore the procedure.

When using the Error Indication procedure to reject a procedure or to report an ignored procedure it shall include the
Procedure Code |E, the Triggering Message | E, and the Procedure Criticality |E in the Criticality Diagnostics | E.

10.3.4.2 IEs other than the Procedure Code

The receiving node shall treat the different types of received criticality information of an IES/IE group other than the
Procedure Code | E according to the following:

Reject | E:

| - If amessageinitiating a procedure is received containing one or more |ESI1E groups marked with "Reject |IE"
which the receiving node does not comprehend; none of the functional requests of the message shall be executed.
The receiving node shall reject the procedure and report the rejection of one or more |ES/IE groups using the
message normally used to report unsuccessful outcome of the procedure. |n case the information received in the
initiating message was insufficient to determine avalue for all |Es that are required to be present in the message
used to report the unsuccessful outcome of the procedure, the receiving node shall instead terminate the
procedure and initiate the Error Indication procedure.

- If amessageinitiating a procedure that does not have a message to report unsuccessful outcomeis received
containing one or more | ES/IE groups marked with "Reject |E" which the receiving node does not comprehend,
the receiving node shall terminate the procedure and initiate the Error Indication procedure.
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If aresponse message is received containing one or more |ES/|E groups marked with "Reject IE", that the
receiving node does not comprehend, the receiving node shall initiate local error handling.

Ignorel E and Notify Sender:

If a message initiating a procedure is received containing one or more | ES/I E groups marked with "Ignore |E and
Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the
not comprehended | ES/I E groups, continue with the procedure as if the not comprehended |ES/I E groups were
not received (except for the reporting) using the understood |ES/I E groups, and report in the response message of
the procedure that one or more |ES/IE groups have been ignored. | n case the information received in the
initiating message was insufficient to determine avalue for al |Es that are required to be present in the response
message, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

Hf amessage initiating a procedure that does not have a message to report the outcome of the procedureis
received containing one or more |ES/I1E groups marked with "Ignore IE and Notify Sender” which the receiving
node does not comprehend, the receiving node shall ignore the content of the not comprehended | ES/IE groups,
continue with the procedure as if the not comprehended IES/IE groups were not received (except for the
reporting) using the understood |ES/1E groups, and initiate the Error Indication procedure to report that one or
more |ES/IE groups have been ignored.

If aresponse message is received containing one or more IES/IE groups marked with "Ignore | E and Notify
Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not
comprehended |ES/IE groups and initiate the Error Indication procedure.

IgnorelE:

—If amessage initiating a procedure is received containing one or more |ES/1E groups marked with "Ignore IE"
which the receiving node does not comprehend, the receiving node shall ignore the content of the not
comprehended IES/I E groups and continue with the procedure as if the not comprehended 1ES/I E groups were
not received using the understood |ES/I1E groups.

If aresponse message is received containing one or more |ES/1E groups marked with "lgnore | E" which the

receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended |IES/|E
qroups.

When reporting not comprehended |ES/| E groups marked with "Reject IE" or "lgnore | E and Notify Sender" using a

response message defined for the procedure, the Information Element Criticality Diagnostics | E shall be included in the

Criticality Diagnostics | E for each reported |E/I E group. The Repetition Number |E shall be included in the Information

Element Criticality Diagnostics | E if the reported | E/I E group was part of a"SEQUENCE OF" definition.

When reporting not comprehended |ES/| E groups marked with "Reject IE" or "lgnore |E and Notify Sender" using the

Error Indication procedure, the Procedure Code |E, the Triggering Message | E, Procedure Criticality |E, the

Transaction Id |E, and the Information Element Criticality Diagnostics |E shall be included in the Criticality

Diagnostics | E for each reported | E/IE group. The Repetition Number |E shall be included in the Information Element

Criticality Diagnostics | E if the reported | E/IE group was part of a"SEQUENCE OF" definition.

10.3.5 Missing IE or IE group

The receiving node shall treat the missing IE/IE group according to the criticality information for the missing IE/IE
group in the received message specified in the version of this specification used by the receiver:

Reject |E:

|+ areceived message initiating a procedure is missing one or more |ES/I E groups with specified criticality
"Reject IE"; none of the functional requests of the message shall be executed. The receiving node shall reject
the procedure and report the missing |E/I E groups using the message normally used to report unsuccessful
outcome of the procedure. |n case the information received in the initiating message was insufficient to
determine a value for al |Es that are required to be present in the message used to report the unsuccessful
outcome of the procedure, the receiving node shall instead terminate the procedure and initiate the Error
Indication procedure.

Hf areceived message initiating a procedure that does not have a message to report unsuccessful outcomeis
missing one or more | ES/1E groups with specified criticality "Reject IE", the receiving node shall terminate the
procedure and initiate the Error Indication procedure.
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- Hf areceived response message is missing one or more | ES/IE groups with specified criticality "Reject IE, the
receiving node shall initiate local error handling.

Ignorel E and Notify Sender:

- lif areceived message initiating a procedure is missing one or more | ES/IE groups with specified criticality
"Ignore | E and Notify Sender”, the receiving node shall continue with the procedure based on the other IES/IE
groups present in the message and report in the response message of the procedure that one or more |IES/IE
groups were missing. | n case the information received in the initiating message was insufficient to determine a
value for all |Esthat are required to be present in the response message, the receiving node shall instead
terminate the procedure and initiate the Error Indication procedure.

- lif areceived message initiating a procedure that does not have a message to report the outcome of the procedure
is missing one or more | ES/I E groups with specified criticality "Ignore |E and Notify Sender”, the receiving node
shall continue with the procedure based on the other |ES/I E groups present in the message and initiate the Error
Indication procedure to report that one or more |ES/I E groups were missing.

- |if areceived response message is missing one or more |EY/I E groups with specified criticality "Ignore |IE and
Notify Sender", the receiving node shall initiate the Error Indication procedure.

IgnorelE:

- Hf areceived message initiating a procedure is missing one or more | ES/I E groups with specified criticality
"Ignore IE", the receiving node shall continue with the procedure based on the other |ES/I E groups present in
the message.

- |If areceived response message is missing one or more | ES/IE groups with specified criticality "lgnore |E", the
receiving node shall ignore that those | ES/| E groups are missing.

When reporting missing | ES/I E groups with specified criticality "Reject IE" or "Ignore | E and Notify Sender" using a
response message defined for the procedure, the Information Element Criticality Diagnostics | E shall be included in the
Criticality Diagnostics | E for each reported |E/IE group.

When reporting missing | ES/| E groups with specified criticality "Reject |E" or "lIgnore | E and Notify Sender" using the
Error Indication procedure, the Procedure Code | E, the Triggering Message | E, Procedure Criticality |E, the
Transaction Id |E, and the Information Element Criticality Diagnostics | E shall be included in the Criticality
Diagnostics | E for each reported | E/IE group.

10.3.6 IEs or IE groups received in wrong order or with too many
occurrences

If amessage with IEs or |E groups in wrong order or with too many occurrencesis received, the receiving node shall
behave according to the following:

- If amessage initiating a procedure is received containing | Es or |E groups in wrong order or with too many
occurrences, none of the functional requests of the message shall be executed. The receiving node shall reject the
procedure and report the cause value "Abstract Syntax Error (Falsely Constructed Message)" using the message
normally used to report unsuccessful outcome of the procedure. |n case the information received in the initiating
message was insufficient to determine avalue for al |Es that are required to be present in the message used to
report the unsuccessful outcome of the procedure, the receiving node shall instead terminate the procedure and
initiate the Error Indication.

- If amessageinitiating a procedure that does not have a message to report unsuccessful outcomeis received
containing IEs or 1E groups in wrong order or with too many occurrences, the receiving node shall terminate the
procedure and initiate the Error Indication procedure, and use cause value "Abstract Syntax Error (Falsely
Constructed Message)”.

- If aresponse message is received containing |Es or |E groups in wrong order or with too many occurrences, the
receiving node shall initiate local error handling.

3GPP



10.4  Logical Error

Logical error situations occur when a message is comprehended correctly, but the information contained within the
message is not valid (i.e. semantic error), or describes a procedure which is not compatible with the state of the receiver.
In these conditions, the following behaviour shall be performed (unless otherwise specified) as defined by the class of
the elementary procedure, irrespective of the criticality irfermation-of the IES/I E groups containing the erroneous
values.

Class 1:

Where the logical error occursin arequest message of a class 1 procedure, and the procedure has a failure message, the
failure message shall be sent with an appropriate cause value. Typica cause values are:

Protocol Causes:
1. Semantic Error.
2. —Message not compatible with receiver state.

Where the logical error is contained in arequest message of a class 1 procedure, and the procedure does not have a
failure message, the procedure shall be termlnaIed and the Error Indrcatron procedure shall be mrtrated wrth an
approprr ate cause va ue. . Viessa A y i

Where the logical error exists in a response message of a class 1 procedure, local error handling shall be initiated.

Class 2:

Where the logical error occursin a message of a class 2 procedure, the procedure shall be terminated and the Error

Indrcatr on procedure shall be |n|t|ated with an approprlate cause value. IFhePreeeelureLGedeJrEaneLthe—'FHggermg
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10.3  Abstract Syntax Error

10.3.1 General

An Abstract Syntax Error occurs when the receiving functional PCAP entity:
1) receives|Esor |E groupsthat cannot be understood (unknown IE id);

2) receives |Esfor which the logical rangeis violated (e.g.: ASN.1 definition: 0 to 15, the logical rangeis 0 to
10 (values 11 to 15 are undefined), and 12 will be received; this case will be handled as an abstract syntax
error using criticality information sent by the originator of the message);

3) does not receive IEs or | E groups but according to the specified presence of the concerning object, the |Es or
| E groups should have been present in the received message;

4) receives|Esor |E groups that are defined to be part of that message in wrong order or with too many
occurrences of the same |E or |E group-;

5) receives |Es or |E groups but according to the conditional presence of the concerning object and the specified
condition, the |Es or |E groups should not have been present in the received message.

Cases 1 and 2 (not comprehended | E/IE group) are handled based on received Criticality information. Case 3 (missing
IE/IE group) is handled based on Criticality information and Presence information for the missing | E/IE group specified
in the version of the specification used by the receiver. Case 4 (IEs or | E groups in wrong order or with too many

‘ occurrences) and Case 5 (erroneously present conditional |Es or |E groups) resultsin rejecting the procedure.

If an Abstract Syntax Error occurs, the receiver shall read the remaining message and shall then for each detected
Abstract Syntax Error that belong to cases 1-3 act according to the Criticality Information and Presence Information for
the IE/IE group due to which Abstract Syntax Error occurred in accordance with clauses 10.3.4 and 10.3.5. The

‘ handling of cases 4 and 5 is specified in clause 10.3.6.
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10.3.3 Presence Information

For many |EY/IE groups which are optional according to the ASN.1 transfer syntax, PCAP specifies separately if the
presence of these IEYIE groupsis optional or mandatory with respect to RNS application by means of the presence field
of the concerning object of class PCAP-PROTOCOL-IES, PCAP -PROTOCOL-IES-PAIR, PCAP -PROTOCOL -
EXTENSION or PCAP -PRIVATE-IES.

The presence field of the indicated classes supports three values:

1. Optiond;
2. Conditional;
3. Mandatory.

If an IE/IE group is not included in areceived message and the presence of the IE/IE group is mandatory or the
presence is conditional and the condition is true according to the version of the specification used by the receiver, an
abstract syntax error occurs due to a missing IE/IE group.

If an |E/IE group isincluded in a received message and the presence of the IE/IE group is conditional and the condition
is false according to the version of the specification used by the receiver, an abstract syntax error occurs due to this
erroneously present conditional |E/IE group.
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10.3.6 IEs or IE groups received in wrong order or with too many
occurrences_or erroneously present

If a message with IEs or | E groups in wrong order or with too many occurrencesis received or if 1ES or 1E groups with
aconditional presence are present when the condition is not met (i.e. erroneously present), the receiving node shall
behave according to the following:

- If amessageinitiating a procedure is received containing |Es or 1E groups in wrong order or with too many
occurrences or erroneously present, none of the functional requests of the message shall be executed. The
receiving node shall reject the procedure and report the cause value " Abstract Syntax Error (Falsely Constructed
Message)" using the message normally used to report unsuccessful outcome of the procedure.

- If amessage initiating a procedure that does not have a message to report unsuccessful outcome is received
containing | Es or |E groups in wrong order or with too many occurrences or erroneously present, the receiving
node shall initiate the Error Indication procedure, and use cause value "Abstract Syntax Error (Falsely
Constructed Message)".

- If aresponse messageis received containing | Es or |E groups in wrong order or with too many occurrences or
erroneously present, the receiving node shall initiate local error handling.
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10.3.4 Not comprehended IE/IE group

10.34.1 Procedure Code

The receiving node shall treat the different types of received criticality information of the Procedure Code according to
the following:

Reject |E:

- If amessage is received with a Procedure Code marked with "Reject IE" which the receiving node does not
comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignorel E and Notify Sender:

- If amessage is received with a Procedure Code marked with "Ignore |E and Notify Sender" which the receiving
node does not comprehend, the receiving node shall ignore the procedure and initiate the Error Indication
procedure.

Ignorel E:

- If amessage is received with a Procedure Code marked with "Ignore IE" which the receiving node does not
comprehend, the receiving node shall ignore the procedure.

10.3.4.2 IEs other than the Procedure Code

The receiving node shall treat the different types of received criticality information of an IES/IE group other than the
Procedure Code according to the following:

Reject |E:

- If amessage initiating a procedure is received containing one or more IES/IE group marked with "Reject IE"
which the receiving node does not comprehend; none of the functional requests of the message shall be executed.
The receiving node shall reject the procedure and report the rejection of one or more IES/I E group using the
message normally used to report unsuccessful outcome of the procedure.

- If amessage initiating a procedure that does not have a message to report unsuccessful outcome is received
containing one or more |ES/IE groups marked with "Reject IE" which the receiving node does not comprehend,
the receiving node shall initiate the Error Indication procedure.

- If aresponse message is received containing one or more | Es marked with "Reject IE", that the receiving node
does not comprehend, the receiving node shall consider the procedure as unsuccessfully terminated and initiate
local error handling.

Ignorel E and Notify Sender:

- If amessage initiating a procedure is received containing one or more | ES/IE groups marked with "Ignore |E and
Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the
not comprehended |ES/I E groups, continue with the procedure as if the not comprehended IES/IE groups were not
received (except for the reporting) using the understood |ES/I E groups, and report in the response message of the
procedure that one or more |ES/IE groups have been ignored.

- if amessage initiating a procedure that does not have a message to report the outcome of the procedureis
received containing one or more IES/IE groups marked with "Ignore | E and Notify Sender” which the receiving
node does not comprehend, the receiving node shall ignore the content of the not comprehended | ES/IE groups,
continue with the procedure asif the not comprehended 1ES/I E groups were not received (except for the
reporting) using the understood IES/I E groups, and initiate the Error Indication procedure to report that one or
more |ES/IE groups have been ignored.

- If aresponse message is received containing one or more | ES/| E groups marked with "Ignore | E and Notify
Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not
comprehended |ES/IE groups, continue with the procedure asiif the not comprehended |ES/I E groups were not
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received (except for the reporting) using the understood | ES/|E groups and initiate the Error Indication
procedure.

Ignorel E:

- If amessage initiating a procedure is received containing one or more |ES/1E groups marked with "Ignore IE"
which the receiving node does not comprehend, the receiving node shall ignore the content of the not
comprehended |ES/1E groups and continue with the procedure as if the not comprehended |ES/IE groups were not
received using the understood | ES/IE groups.

10.3.5 Missing IE or IE group

The receiving node shall treat the missing |E/IE group according to the criticality information for the missing IE/IE
group in the received message specified in the version of the present document used by the receiver:

Reject |E:

- If areceived message initiating a procedure is missing one or more |ES/1E groups with specified criticality
"Reject IE"; none of the functional requests of the message shall be executed. The receiving node shall reject the
procedure and report the missing | ES/IE groups using the message normally used to report unsuccessful outcome
of the procedure.

- If areceived message initiating a procedure that does not have a message to report unsuccessful outcomeis
missing one or more |ES/IE groups with specified criticality "Reject IE", the receiving node shall initiate the
Error Indication procedure.

- If areceived response message is missing one or more |ES/1E groups with specified criticality "Reject |E, the
receiving node shall consider the procedure as unsuccessfully terminated and initiate local error handling.

Ignorel E and Notify Sender:

- If areceived message initiating a procedure is missing one or more IES/IE groups with specified criticality
"Ignore IE and Notify Sender", the receiving node shall continue with the procedure based on the other IESIE
groups present in the message and report in the response message of the procedure that one or more |ES/IE
groups were missing.

- If areceived message initiating a procedure that does not have a message to report the outcome of the procedure
ismissing one or more |ES/IE groups with specified criticality "Ignore |E and Notify Sender", the receiving node
shall continue with the procedure based on the other |ES/IE groups present in the message and initiate the Error
Indication procedure to report that one or more |ES/1E groups were missing.

- If areceived response message is missing one or more |ES/I E groups with specified criticality "Ignore |E and
Notify Sender", the receiving node shall continue with the procedure based on the other IES/IE groups present in
the message and initiate the Error Indication procedure to report that one or more | ES/| E groups were missing.

Ignorel E:

- If areceived message initiating a procedure is missing one or more | ES/1E groups with specified criticality
"Ignore IE", the receiving node shall continue with the procedure based on the other |ES/IE groups present in the
message.

10.3.6 IEs or IE groups received in wrong order or with too many
occurrences

If amessage with |Es or |E groups in wrong order or with too many occurrences is received, the receiving node shall
behave according to the following:

- If amessageinitiating a procedure is received containing |Es or |E groups in wrong order or with too many
occurrences, none of the functional requests of the message shall be executed. The receiving node shall reject the
procedure and report the cause value "Abstract Syntax Error (Falsely Constructed Message)" using the message
normally used to report unsuccessful outcome of the procedure.
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- If amessage initiating a procedure that does not have a message to report unsuccessful outcome is received
containing |Es or |E groupsin wrong order or with too many occurrences, the receiving node shall initiate the
Error Indication procedure, and use cause value "Abstract Syntax Error (Falsely Constructed Message)".

- If aresponse message is received containing IEs or | E groups in wrong order or with too many occurrences, the
receiving node shall consider the procedure as unsuccessfully terminated and initiate local error handling.

10.4  Logical Error

Logical error situations occur when a message is comprehended correctly, but the information contained within the
message is not valid (i.e. semantic error), or describes a procedure which is not compatible with the state of the receiver.
In these conditions, the following behaviour shall be performed (unless otherwise specified) as defined by the class of
the elementary procedure, irrespective of the criticality information of the IES/IE groups containing the erroneous
values.

Class 1:

Where the logical error occursin arequest message of a class 1 procedure, and the procedure has a failure message, the
failure message shall be sent with an appropriate cause value. Typical cause values are:

- Semantic Error.
- Message not compatible with receiver state.

Where the logical error is contained in arequest message of aclass 1 procedure, and the procedure does not have a
failure message, the Error Indication procedure shall be initiated with an appropriate cause value. The Procedure Code
IE and the Triggering Message | E within the Criticality Diagnostics | E shall then be included in order to identify the
message containing the logical error.

Where the logical error existsin a response message of a class 1 procedure, the procedure shall be considered as
unsuccessfully terminated and local error handling shall be initiated.

Class 2:

Where the logical error occursin amessage of a class 2 procedure, the Error Indication procedure shall be initiated
with an appropriate cause value. The Procedure Code |E and the Triggering Message | E within the Criticality
Diagnostics | E shall then be included in order to identify the message containing the logical error.

10.5 Exceptions

The error handling for all the cases described hereafter shall take precedence over any other error handling described in
the other sub-sections of chapter 10.

= |ncasearesponse message, failure message or Error Indication message needs to be returned, but the information
necessary to determine the receiver of that message is missing, the procedure shall be considered as unsuccessfully
terminated and local error handling shall be initiated.
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10.3.2 Criticality Information

In the PCAP messages thereis criticality information set for individual 1Es and/or |E groups. This criticality
information instructs the receiver how to act when receiving an |E or an |E group that is not comprehended, i.e. the
entire item (1E or |E group) which is not (fully or partially) comprehended shall be treated in accordance with its own
criticality information as specified in clause 10.3.4.

In addition, the criticality information is used in case of the missing | E/IE group abstract syntax error (see
clause 10.3.5).

The receiving node shall take different actions depending on the value of the Criticality Information. The three possible
values of the Criticality Information for an IE/IE group are:

- Regect IE.
- Ignore |E and Notify Sender.
- lgnorelE.

The following rules restrict when areceiving entity may consider an |E, an IE group, or an EP not comprehended (not
implemented), and when action based on criticality information is applicable:

1. IE or IE group: When one new or modified |E or | E group isimplemented for one EP from a standard version,
then other new or modified IEs or |E groups specified for that EP in that standard version shall be considered
comprehended by areceiving entity (some may still remain unsupported).

NOTE: Thisrestrictionis not applicable to a sending entity for constructing messages.

2. EP: The comprehension of different EPs within a standard version or between different standard versionsis not
mandated. Any EP that is not supported may be considered not comprehended, even if another EP from that
standard version is comprehended, and action based on criticality shall be applied.

When the criticality information cannot even be decoded in a not comprehended IE or |E group, the Error Indication
procedure shall be initiated with an appropriate cause value.

10.3.3 Presence Information

For many |ES/IE groups which are optional according to the ASN.1 transfer syntax, PCAP specifies separately if the
presence of these IEY/IE groupsis optional or mandatory with respect to RNS application by means of the presence field
of the concerning object of class PCAP-PROTOCOL-IES, PCAP -PROTOCOL-IES-PAIR, PCAP -PROTOCOL -
EXTENSION or PCAP -PRIVATE-IES.

The presence field of the indicated classes supports three values:

1. Optiond;
2. Conditional;
3. Mandatory.

If an IE/IE group is not included in areceived message and the presence of the IE/IE group is mandatory or the
presence is conditional and the condition is true according to the version of the specification used by the receiver, an
abstract syntax error occurs due to a missing IE/IE group.

10.3.4 Not comprehended IE/IE group

10.34.1 Procedure Code

The receiving node shall treat the different types of received criticality information of the Procedure Code according to
the following:

Reject |E:
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- If amessage is received with a Procedure Code marked with "Reject IE" which the receiving node does not
comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignorel E and Notify Sender:

- If amessageisreceived with a Procedure Code marked with "Ignore |E and Notify Sender” which the receiving
node does not comprehend, the receiving node shall ignore the procedure and initiate the Error Indication
procedure.

Ignorel E:

- If amessageis received with a Procedure Code marked with "Ignore |E" which the receiving node does not
comprehend, the receiving node shall ignore the procedure.

10.3.4.1A  Type of Message

When the receiving node cannot decode the Type of Message | E, the Error Indication procedure shall be initiated with
an appropriate cause value.

10.3.4.2 |IEs other than the Procedure Code and Type of Message

The receiving node shall treat the different types of received criticality information of an |ES/IE group other than the
Procedure Code according to the following:

Reject |E:

- If amessageinitiating a procedure is received containing one or more |ES/1E group marked with "Reject IE"
which the receiving node does not comprehend; none of the functional reguests of the message shall be executed.
The receiving node shall reject the procedure and report the rejection of one or more |ES/IE group using the
message normally used to report unsuccessful outcome of the procedure.

- If amessageinitiating a procedure that does not have a message to report unsuccessful outcomeis received
containing one or more IES/IE groups marked with "Reject |E" which the receiving node does not comprehend,
the receiving node shall initiate the Error Indication procedure.

- If aresponse message is received containing one or more |Es marked with "Reject IE", that the receiving node
does not comprehend, the receiving node shall initiate local error handling.

Ignore | E and Notify Sender:

- If amessageinitiating a procedure is received containing one or more | ES/IE groups marked with "Ignore |E and
Notify Sender” which the receiving node does not comprehend, the receiving node shall ignore the content of the
not comprehended | ES/IE groups, continue with the procedure asif the not comprehended |ES/I E groups were
not received (except for the reporting) using the understood IES/IE groups, and report in the response message of
the procedure that one or more IES/I E groups have been ignored.

- if amessage initiating a procedure that does not have a message to report the outcome of the procedure is
received containing one or more |ES/1E groups marked with "Ignore |E and Notify Sender” which the receiving
node does not comprehend, the receiving node shall ignore the content of the not comprehended |ES/1E groups,
continue with the procedure as if the not comprehended 1ES/I E groups were not received (except for the
reporting) using the understood | ES/IE groups, and initiate the Error Indication procedure to report that one or
more |ES/I E groups have been ignored.

- If aresponse message is received containing one or more |ES/IE groups marked with "Ignore IE and Notify
Sender” which the receiving node does not comprehend, the receiving node shall ignore the content of the not
comprehended 1ES/IE groups and initiate the Error Indication procedure.
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Ignorel E:

- If amessageinitiating a procedure is received containing one or more IES/IE groups marked with "Ignore |E"
which the receiving node does not comprehend, the receiving node shall ignore the content of the not
comprehended | ES/I E groups and continue with the procedure as if the not comprehended |ESIE groups were
not received using the understood | ES/| E groups.
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