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8.6.3.5
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_STATUS is set to FALSE, the UE shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following. The UE shall:

-
if the IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not Started":

-
ignore this attempt to change the integrity protection configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;

-
else:

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_STATUS to TRUE;

-
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started":

-
if the IE "Historical status" in the variable INTEGRITY_PROTECTION_INFO has the value "Never been active":

-
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

-
set the IE "Uplink RRC Message sequence number" to zero;

-
do not include the IE "Downlink RRC Message sequence number";

-
set the IE "Historical status" in the variable INTEGRITY_PROTECTION_INFO to the value "Has been active";

-
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";

-
perform integrity protection on the received message as described in subclause 8.5.10.1;

-
use the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40];

-
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" (Note: this case is used in SRNS relocation):
-
perform integrity protection on the received message as described in subclause 8.5.10.1;

-
use the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40];
-
if IE "Integrity protection mode command" has the value "modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started":

-
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each radio bearer n, indicated by the entry for radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

-
perform integrity protection on the received message as described in subclause 8.5.10.1;

-
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [40]);

-
set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the following:

-
for each established signalling radio bearer, stored in the variable ESTABLISHED_RABS:

-
include a value of the RRC sequence number, when the new integrity protection in uplink is to be applied;

-
for RB#0:

-
set the value of the included RRC sequence number to greater than or equal to the current value of the RRC sequence number for RB#0 in the variable INTEGRITY_PROTECTION_INFO, plus the value of the constant N302 plus one;

-
start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each radio bearer n, except for RB#2, indicated by the entry for radio bearer n in the "RRC message sequence number list" in the IE "Uplink integrity protection activation info", included in the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
start applying the new integrity protection configuration in the uplink at the RRC sequence number for RB#2, as specified for the procedure initiating the integrity protection reconfiguration;

-
set the values of the IE "Uplink integrity protection activation info".

If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_STATUS is set to TRUE, the UE shall:

-
ignore this second attempt to change the integrity protection configuration; and

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall not change the integrity protection configuration.

10.3.3.19
Integrity protection mode info

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Integrity protection mode command
	MP
	
	Enumerated(start, modify)
	

	Downlink integrity protection activation info
	CV-modify
	
	Integrity protection activation info 10.3.3.17
	

	Integrity protection algorithm 
	OP
	
	Integrity protection algorithm 10.3.3.18
	

	Integrity protection initialisation number
	CV-start
	
	Bitstring(32)
	FRESH [40]


	Condition
	Explanation

	Start
	The IE is mandatory if the IE "Integrity protection mode command" has the value "start ", otherwise it is not needed in the message.

	Modify
	The IE is only present if the IE "Integrity protection mode command" has the value "modify"


11.3
Information element definitions

IntegrityProtectionModeCommand ::= 
CHOICE {


startIntegrityProtection


SEQUENCE {



integrityProtInitNumber



IntegrityProtInitNumber


},


modify







SEQUENCE {



dl-IntegrityProtActivationInfo

IntegrityProtActivationInfo


}

}

IntegrityProtectionModeInfo ::=

SEQUENCE {


integrityProtectionModeCommand

IntegrityProtectionModeCommand,


-- TABULAR: DL integrity protection activation info and Integrity


-- protection intialisation number have been nested inside 


-- IntegrityProtectionModeCommand.


integrityProtectionAlgorithm

IntegrityProtectionAlgorithm

OPTIONAL


}

IntegrityProtInitNumber ::=


BIT STRING (SIZE (32))
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