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Introduction
In this contribution, we further provide our views on the scope of R19 mobility enhancements based on the potential objectives suggested in [1] and address the leftover issues.
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Discussion
Inter-CU LTM
Issue 1: Whether to additionally support, e.g. when CU is acting SN?
In R18 intra-CU LTM, the following agreements were made by RAN2 for SCG LTM, i.e., only SCG LTM without MN involvement is supported. 
	· 2b) The case of SCG LTM, without MN involvement is supported 
· as a working assumption (can be revisited e.g. at the last meeting), it is assumed that other MCG/SCG cases are not supported.


The reason behind this is that for the case of SCG LTM without MN involvement, the mechanism used for MCG LTM can be reused to a large extent, and not much additional spec effort is needed. But for the case of the SCG LTM with MN involvement, due to both the MN and SN are involved (e.g. both MN configuration and SN configuration may be changed considering UE capability sharing/coordination), the solution for MCG LTM cannot be simply reused. Therefore extra spec impacts have to be expected which makes the solution complicated. 
The same reasoning also applies to inter-CU case for SCG LTM. Furthermore, it is a common understanding that handover latency reduction on MCG is more important than SCG, so it is more justified to focus on the MCG LTM rather than developing a complicated enhancement for inter-CU SCG LTM.
Proposal 1: The inter-CU case is not supported for SCG LTM, i.e., not to additionally support inter-CU LTM when CU is acting SN.

Issue 2: Security key issue in inter-CU LTM.
From RAN2 perspective, the key difference between intra-CU and inter-CU LTM is that security key synchronization needs to be addressed in inter-CU LTM case. In legacy inter-CU handover, a MasterKeyUpdate field is included in handover command to conduct the key change. The keySetChangeIndicator field is set to true if AMF initiates a new 5G security context, and the nextHopChainingCount field is used to indicate whether it’s horizontal key derivation or vertical key derivation.
MasterKeyUpdate ::=                 SEQUENCE {
    keySetChangeIndicator           BOOLEAN,
    nextHopChainingCount            NextHopChainingCount,
    nas-Container                   OCTET STRING                                                     OPTIONAL,    -- Cond securityNASC
    ...
}

In R19 inter-CU LTM, the same mechanism can be applied for key change, i.e., before LTM execution the MasterKeyUpdate field is still configured by source gNB. 
Then a follow-up issue is how to support subsequent inter-CU LTM, in which the subsequent LTM can be triggered by MAC CE without additional RRC reconfiguration. If MasterKeyUpdate field is configured by source gNB before each LTM execution, this breaks the mechanism of subsequent LTM. But considering the signaling overhead of this key configuration is minor, the main benefit of subsequent LTM (e.g., no need to reconfigure protocol stack by reusing reference configuration mechanism) can still be maintained. Further technical analysis can be found in Annex.
Another concern is that if inter-CU LTM goes for autonomous key synchronization between UE and network (i.e., without RRC reconfiguration from network before each LTM execution), the solution should be discussed and decided by SA3, not by RAN working groups, which may delay the progress of R19 mobility WI. In our understanding, it’s more feasible to stick to legacy key handling mechanism for inter-CU LTM (i.e., before each LTM execution the MasterKeyUpdate field is configured by source gNB), and avoid autonomous key synchronization solutions. Then the corresponding clarification can be added in WID.
Proposal 2: Add a Note in WID to clarify “inter-CU LTM with NW-signalling-based security key update  is intended”.

Measurements related enhancements for purpose of supporting LTM
Issue 1: how to avoid overlapping with similar objective in MIMO WI
In [1], the potential objective for R19 MIMO includes:
	· Topic 1: Beam management enhancements to reduce overhead/latency through UE-initiated/event-driven beam management
· Objective 1. Signalling/mechanism to facilitate UE-initiated beam management procedure including UE-initiated beam reporting/[switch]


Meanwhile there is also a similar objective for R19 mobility:
	Specify event triggered L1 measurement reporting for triggering LTM


From our point of view, the event triggered/event driven measurement reporting mechanism can be shared between R19 MIMO and R19 mobility WIs to some extent. Considering LTM is also a continuation of MIMO discussion from mobility perspective, this measurement enhancement can be discussed in MIMO WI first, then further update can be taken into account for triggering LTM in R19 mobility WI.
Proposal 3: To avoid overlapping, event triggered L1 measurement reporting is discussed in MIMO WI first, and then the outcome should be taken into account in R19 mobility WI for triggering LTM.
	
Conditional mobility
Issue 1: What is the most appropriate approach to achieve conditional mobility in order for shorter interruption time?
Currently there are two options on the table:
Option 1: specifying conditional triggering of LTM
Option 2: specifying support of Early TA or RACHless (as defined for LTM) to be used as part of layer 3 CHO
In our view, it is not well justified to support two solutions in parallel for the same purpose (i.e., to improve the handover robustness and reduce latency), so down-selection between the two options is preferred.
For option 1, in R18 LTM, it’s up to source DU to determine whether/when to trigger LTM, and there is no mechanism to support UE-initiated LTM. And if a conditional triggering could be supported, it can further improve the handover robustness (i.e., similar as the benefit of legacy CHO) and reduce delay for LTM execution. From our perspective, this option should be prioritized.
For option 2, in our understanding, the intention is to further reduce the latency of legacy CHO by removing the RACH procedure upon CHO execution. Compared to conditional LTM, it seems there is no additional benefits. Hence, we tend to deprioritize or not support it. 
Proposal 4:  Specify conditional triggering of LTM in R19 mobility WI.
Proposal 5: Enhancement based on legacy L3 CHO (e.g., combined with Early TA or RACHless) is deprioritized or not supported.
Conclusion
[bookmark: OLE_LINK58][bookmark: OLE_LINK59][bookmark: OLE_LINK60]According to the analysis in section 2, we have the following proposals:
Proposal 1: The inter-CU case is not supported for SCG LTM, i.e., not to additionally support inter-CU LTM when CU is acting SN.
Proposal 2: Add a Note in WID to clarify “inter-CU LTM with NW-signalling-based security key update  is intended”.
Proposal 3: To avoid overlapping, event triggered L1 measurement reporting is discussed in MIMO WI first, and then the outcome should be taken into account in R19 mobility WI for triggering LTM.
Proposal 4:  Specify conditional triggering of LTM in R19 mobility WI.
Proposal 5: Enhancement based on legacy L3 CHO (e.g., combined with Early TA or RACHless) is deprioritized or not supported.
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Annex
In this section, we further explain why we propose to stick to legacy key handling mechanism for inter-CU LTM (i.e., before each LTM execution the MasterKeyUpdate field is configured by source gNB), and avoid autonomous key synchronization solutions.
Background of LTM
Intra-CU LTM (as illustrated in figure 1) is supported in R18, and subsequent LTM means once multiple candidate cells’ configuration is provided to UE, the subsequent LTM can be triggered by MAC CE without further RRC reconfiguration. One reason of the feasibility is that in intra-CU handover case, the security key can be retained, i.e. no key change issue needs to be addressed.



Figure 1. R18 intra-CU LTM

In inter-CU LTM (as illustrated in figure 2), each CU may associate with one DU. The cross-DU operation also needs to get CU involved. From RAN2 perspective, the key difference between intra-CU and inter-CU is that key synchronization needs to be addressed in inter-CU LTM case.


Figure 2. R19 inter-CU LTM
Observation 1: From RAN2 perspective, the key difference between intra-CU and inter-CU LTM is that key synchronization needs to be addressed in inter-CU LTM case.
Background of key derivation in handover
According to the TS 33.501，the handover key chaining is as below:
	6.9.2.1.1	Access stratum
The general principle of key handling for KNG-RAN*/NH at handovers is depicted in Figure 6.9.2.1.1-1.

Figure 6.9.2.1.1-1: Model for the handover key chaining



There are three types of handling for key generation during mobility, i.e., horizontal key derivation and vertical key derivation in case KAMF is not changed, new initial KgNB in case KAMF is changed.

Horizontal key derivation and vertical key derivation are described as below:
	On handovers and at transitions from RRC_INACTIVE to RRC_CONNECTED states (defined in clause 6.8.2.1), the basis for the KgNB that will be used between the UE and the target gNB/ng-eNB, called KNG-RAN*, is derived from either the currently active KgNB or from the NH parameter. If KNG-RAN* is derived from the currently active KgNB this is referred to as a horizontal key derivation (see Figure 6.9.2.1.1-1) and if the KNG-RAN* is derived from the NH parameter the derivation is referred to as a vertical key derivation (see Figure 6.9.2.1.1-1). 



The case that KAMF is changed is described as below:
	If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex A.9. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB/ng-eNB shall in this case set the value of keySetChangeIndicator field to true in further handovers. The gNB/ng-eNB should in this case perform an intra-gNB-CU/intra-ng-eNB handover immediately. 



Observation 2: There are three types of handling for key generation during mobility, i.e., horizontal key derivation and vertical key derivation in case KAMF is not changed, new initial KgNB in case KAMF is changed.

Key synchronization for subsequent inter-CU LTM
In R18 intra-CU LTM, subsequent LTM means RRC reconfiguration is not needed due to LTM cell switch execution. And the UE can generate the target cell’s complete configuration based on reference configuration mechanism after it receives the target cell ID included in cell switch command MAC CE. In R19 inter-CU LTM, if we follow this fully subsequent LTM mechanism, UE needs to derive security keys for the target cell autonomously.
According to observation 2, there are three types of handling for key generation during mobility, and it’s totally up to network implementation. In our view, it’s not feasible for UE to predict when network will initiate a new security context, and when to perform horizontal key derivation or vertical key derivation.
Observation 3: how to handle security key during mobility is up to network implementation, and it’s not feasible for UE to predict when network will initiate a new security context, or when to perform horizontal key derivation or vertical key derivation.
In R18 subsequent CPAC, a SN security key can be generated at UE side based on the pre-configured sk-counter values. For each candidate SN, a list of sk-counter values is provided to UE. And for each PSCell change, if SN changes simultaneously, a UE will use the next unused sk-counter value of the corresponding SN for security key generation.
If the similar mechanism is adopted, a list of {NH, NCC} pairs could be pre-configured to source gNB, and then provided to UE as a part of candidate cells’ configuration. But in this way, it seems to be contradictory with the forward security principle specified in TS 33.501 as below, since in this way the source gNB will be able to calculate the security keys for several next hops.
	forward security: The fulfilment of the property that for an entity with knowledge of Km that is used between that entity and a second entity, it is computationally infeasible to predict any future Km+n (n>0) used between a third entity and the second entity. 
NOTE 6:	In the context of KgNB key derivation, forward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to predict any future KgNB that will be used between the same UE and another gNB. More specifically, n hop forward security refers to the property that a gNB is unable to compute keys that will be used between a UE and another gNB to which the UE is connected after n or more handovers (n=1 or more).


Observation 4: if the similar security key mechanism like R18 subsequent CPAC is adopted, i.e., a list of {NH, NCC} pairs are pre-configured to source gNB and UE, it is contradictory with the forward security principle specified in TS 33.501, since in this way the source gNB is able to calculate the security keys for several next hops.
In subsequent inter-CU LTM, it might be only possible that key synchronization is based on vertical derivation with increasing NCC by one each time as illustrated in Figure 3, because UE can’t predict whether/when AMF will activate a new 5G NAS security context and whether there is an unused {NH, NCC} pair at source gNB. UE may only assume vertical derivation is applied and NCC is increased by one for the next LTM execution. And after each inter-CU LTM, AMF provides a new {NH, NCC} pair for further handover along with the path switch procedure.
Network operation of vertical key derivation:
According to TS 33.501, the vertical key derivation at network side is described as below:
	target gNB send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex A.10. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB/ng-eNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB/ng-eNB shall store the received {NH, NCC} pair for further handovers. 



UE operation of vertical key derivation:
At UE side, UE performs key derivation based on stored NCC, and also increases its locally kept NCC value by one and compute a new fresh NH for next hop as illustrated in figure 3.



Figure 3. vertical key derivation for subsequent inter-CU LTM

But taking different security key handlings in multiple cases into account, RRC reconfiguration in inter-CU case has to be performed more times than that in intra-CU case. Some cases that lead to RRC reconfiguration due to key handling reasons are as below: 

RRC key reconfiguration case 1: KAMF is changed.
Next hop NH is calculated based on current NH and KAMF, so when KAMF is changed the key chaining has to be re-generated. From RRC signaling perspective, keySetChangeIndicator needs to be indicated to UE.

RRC key reconfiguration case 2: AMF increases its locally kept NCC value by two or more.
UE may assume to increase NCC by one after each inter-CU LTM, but it’s not always true from network side. For example, a N2 handover may be prepared during the subsequent inter-CU LTM, but finally cancelled, in this case AMF may also increase its locally kept NCC value by one (but this value is never used for key derivation). Then after an inter-CU LTM, the target gNB can find out that the NCC is increased by two for next hop (as AMF increases its locally kept NCC value by one for one more time previously). Then a RRC reconfiguration message has to be sent to UE for re-synchronization, otherwise a NCC unsynchronization issue occurs as illustrated in figure 4.



Figure 4. unsynchronized NCC in vertical key derivation 

RRC reconfiguration case 3: Horizontal key derivation is applied.
Even for an intra-gNB LTM, network can also decide to perform key change, e.g., when PDCP COUNTs are about to wrap around. Depending on whether an unused {NH, NCC} pair is available at source gNB, it could be horizontal derivation (no unused {NH, NCC} pair), or vertical derivation (unused {NH, NCC} pair is available). And after an intra-gNB LTM, the next hop could be with no key change (for intra-CU LTM case), horizontal key derivation (for inter-CU LTM or intra-CU LTM) as the previously strore {NH, NCC} pair has been used, and it’s all up to network to decide which way to go. Compared to specify different UE behaviors for key derivation to address all cases above, a RRC reconfiguration message seems more practical. 

To sum up, the expected “fully subsequent LTM procedures without need for RRC configuration” has to be interrupted multiple times by RRC reconfiguration messages handling key synchronization. Considering the potential large spec impact of addressing autonomous key synchronization in all cases, it seems not worth working on this “fully subsequent inter-CU LTM” feature. Instead, we suggest making it clear in R19 mobility WID that security key configuration is still provided by RRC message for each LTM execution, which means “partially subsequent inter-CU LTM” can be supported.

Observation 5: the expected “fully subsequent LTM procedures without need for RRC configuration” may not be practical, as it’s based on the assumption that ONLY vertical key derivation is applied with increasing NCC by one after each inter-CU LTM execution.

Observation 6: multiple RRC reconfigurations during inter-CU handovers cannot be avoided to support network to handle security key derivation flexibly (e.g., in case KAMF is changed, vertical key derivation with increasing NCC by two or more, Horizontal key derivation is applied at least in case PDCP counts are about to wrap around), which makes fully subsequent inter-CU LTM less applicable.
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Mobility Enhancements WI

References: RWS-230488, RP-231540, RP-232618

A Potential objectives:

*  Specify support for inter-CU Layer 2 Mobility (LTM)
*  Prioritize the case when CU is acting as MN when DC is not configured

£

*  Measurements related enhancements for purpose of supporting LTM:
« Specify event triggered L1 measurement reporting for triggering LTM > depending on the detailed discussion in RAN#102, resolve how to avoid
overlapping with similar objective in MIMO WI
« Specify support for CSI-RS measurements for LTM procedures and enable CSI-RS based beam management and/or other physical layer operations
on candidate cells before LTM
*  Support of conditional mobility (including set of candidate cells, UE evaluated mobility conditions, ability for UE to perform subsequent
mobility procedures without need for RRC configuration) along with short mobility interruption time (similar to that achievable with
LTM).
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