Page 1



3GPP TSG GERAN WG3#65 
GP-150022
Electronic Meeting, Feb 2nd – Mar 6th, 2015
	CR-Form-v11

	CHANGE REQUEST

	

	
	51.010-1
	CR
	5054
	rev
	-
	Current version:
	12.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	44.2.5.2.1 AUTHEN. RESPONSE Parameter reported in GMM AUTHENTICATION and CIPHERING RESPONSE

	
	

	Source to WG:
	Rohde & Schwarz

	Source to TSG:
	G3new

	
	

	Work item code:
	TEI9_Test
	
	Date:
	2015-02-06

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	If the AUTN IE is present in the GMM AUTHENTICATION and CIPHERING REQUEST, the MS must returns the RES value which can have a value higher than 4 bytes if the USIM RES Length is greater than 4.

The specific message content GMM AUTHENTICATION and CIPHERING REQUEST in step 5 and 13 indicates the presence of AUTN for K=4, the comment in test sequnce have been updated accordingly.

	
	

	Summary of change:
	·     AUTHEN. RESPONSE Parameter IE included in GMM AUTHENTICATION and CIPHERING RESPONSE in step 6 and 14 for K = 4

·     Comment updated in step 5 and 13

	
	

	Consequences if not approved:
	A correctly implemented MS may fail the test case.

	
	

	Clauses affected:
	44.2.5.2.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	This CR applies to Rel-9 and later MS.


44.2.5.2.1
Ciphering mode / start ciphering

44.2.5.2.1.1
Conformance requirements

1.
When the MS receives the AUTHENTICATION AND CIPHERING REQUEST message during the attach procedure, with Ciphering indicator information element set to 'ciphering mode off', the Mobile Station shall:

1.1.
responds with an AUTHENTICATION AND CIPHERING RESPONSE message;

1.2.
not start ciphering.

2.
When the MS receives the AUTHENTICATION AND CIPHERING REQUEST message during the routing area updating procedure, with Ciphering indicator information element set to 'ciphering mode on', the Mobile Station shall:

2.1.
responds with an AUTHENTICATION AND CIPHERING RESPONSE message;

2.2.
start ciphering and deciphering with the algorithm indicated by the Ciphering algorithm information element;

2.3.
the ciphering uses the cipher key determined during the authentication procedure.

Reference(s):

3GPP TS 04.08 / 3GPP TS 24.008 subclause 4.7.7.

44.2.5.2.1.2
Test purpose

To test the behaviour of the MS if the network accepts the authentication and ciphering procedure with ciphering.

44.2.5.2.1.3
Method of test

Initial conditions

System Simulator:


Two cells (not simultaneously activated), cell A in MCC1/MNC1/LAC1/RAC1, cell B in MCC1/MNC1/LAC1/RAC2.


Both cells are operating in network operation mode II.

Mobile Station:


For execution counter K = 4 (GEA4) Test USIM has to be plugged into the MS 
The MS has a valid IMSI. MS is Idle Updated on cell A.

Specific PICS statements:

-
MS operation mode B (TSPC_operation_mode_B).

-
MS operation mode C (TSPC_operation_mode_C).

-
Switch off on button (TSPC_Feat_OnOff).

-
Automatic GPRS attach procedure at switch on or power on (TSPC_AddInfo_on_auto_GPRS_AP).

-
Supported encryption Algorithm : GEA1 (TSPC_Feat_GEA1)

-
Supported encryption Algorithm : GEA2 (TSPC_Feat_GEA2)

-
Supported encryption Algorithm : GEA3 (TSPC_Feat_GEA3)

-
Supported encryption Algorithm : GEA4 (TSPC_Feat_GEA4)

PIXIT statements:

-

Test procedure

A GPRS attach is performed. Authentication procedure without ciphering is performed.

The MS initiates a routing area updating procedure, and the SS initiates an authentication and ciphering procedure to start ciphering. GEA1, GEA2, GEA3 or GEA4 encryption is used depending on the execution counter K.

The test is performed for all GEAx encryption algorithm supported by the MS.

Maximum duration of test

15 minutes.

Expected sequence

The sequence is performed for execution counter K=1 when the MS supports GEA1, for K=2 when the MS supports GEA2, for K=3 when the MS supports GEA3 and for K=4 when the MS supports GEA4.

	Step
	Direction
	Message
	Comments

	
	
	
	The following messages are sent and shall be received on cell A.

	1
	SS
	
	The SS activates cell A.

	2
	MS
	
	The MS is set in MS operation mode C (see PICS). If MS operation mode C not supported, goto step 28.

	3
	MS
	
	The MS is powered up or switched on and initiates an attach (see PICS).

	4
	MS -> SS
	ATTACH REQUEST
	Attach type = 'GPRS attach'

Mobile identity = IMSI
Message not ciphered

	5
	SS -> MS
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Ciphering off 

Set GPRS-CKSN-1

RAND
For K=4 AUTN

Message not ciphered

	6
	MS -> SS
	AUTHENTICATION AND CIPHERING RESPONSE
	For K=1,2,3 SRES
For K=4 RES
"Auth. Response Parameter (extension)" IE might be included if the RES value is more than 4 octets long.
Message not ciphered

	7
	SS -> MS
	ATTACH ACCEPT
	Attach result = 'GPRS only attached'

Mobile identity = P-TMSI-2

P-TMSI-2 signature

Routing area identity = RAI-1
Message not ciphered

	8
	MS -> SS
	ATTACH COMPLETE
	Message not ciphered

	9
	SS -> MS
	PAGING REQUEST TYPE 1
	Mobile identity = P-TMSI-2
Paging order is for TBF establishment.

Message not ciphered

	10
	MS -> SS
	UPLINK RLC DATA BLOCK
	LLC PDU implicitly indicating paging response.

Message not ciphered

	
	
	
	The following messages are sent and shall be received on cell B.

	11
	SS
	
	Activate cell B with a lower signal strength than cell A The RF level of cell A is lowered until cell B is preferred by the MS.

	12
	MS -> SS
	ROUTING AREA UPDATING REQUEST
	Update type = 'RA updating'

P-TMSI-2 signature

Routing area identity = RAI-1
Message not ciphered

	13
	SS -> MS
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Ciphering on with encryption:

GEA1 for K=1,

GEA2 for K=2,

GEA3 for K=3.

GEA4 for K=4.

Set GPRS-CKSN-2

RAND
For K=4 AUTN
Message not ciphered

	14
	MS -> SS
	AUTHENTICATION AND CIPHERING RESPONSE
	For K=1,2,3 SRES
For K=4 RES
"Auth. Response Parameter (extension)" IE might be included if the RES value is more than 4 octets long.
Message not ciphered

	15
	SS -> MS
	ROUTING AREA UPDATING ACCEPT
	Update result = 'RA updated'

Mobile identity = P-TMSI-1

P-TMSI-1 signature

Routing area identity = RAI-4
Message ciphered

	16
	MS -> SS
	ROUTING AREA UPDATING COMPLETE
	Message ciphered

	17
	SS -> MS
	PAGING REQUEST TYPE 1
	Mobile identity = P-TMSI-1
Paging order is for TBF establishment.
Message not ciphered

	18
	MS -> SS
	UPLINK RLC DATA BLOCK

 
	LLC PDU implicitly indicating paging response.

Message may be ciphered depending on the type of LLC PDU that are sent. The 'E' bit is therefore not checked.

	19
	SS -> MS
	P-TMSI REALLOCATION COMMAND
	Mobile identity = P-TMSI-2

P-TMSI-2 signature
Routing area identity = RAI-4

Message ciphered

	20
	MS -> SS
	P-TMSI REALLOCATION COMPLETE
	Message ciphered

	21
	SS -> MS
	IDENTITY REQUEST
	Identity type = IMEI
Message not ciphered

	22
	MS -> SS
	IDENTITY RESPONSE
	Mobile identity = IMEI
Message not ciphered

	23
	SS -> MS
	P-TMSI REALLOCATION COMMAND
	Mobile identity = P-TMSI-1

P-TMSI-1 signature
Routing area identity = RAI-4

Message ciphered

	24
	MS -> SS
	P-TMSI REALLOCATION COMPLETE
	Message ciphered

	25
	MS
	
	The MS is switched off or power is removed (see PICS).

	26
	MS -> SS
	DETACH REQUEST
	Message not sent if power is removed.

Detach type = 'power switched off, GPRS detach'

Message ciphered

	27
	SS
	
	Cell B is powered down and Cell A is restored to full power.

	28
	MS
	
	The MS is set in MS operation mode B (see PICS) and the test is repeated from step 3 to step 26.


Note that due to the test of ciphering, it is in this test case indicated whether each message is ciphered or not.

Specific message contents

AUTHENTICATION AND CIPHERING REQUEST in step 5:

Same as default content except :

	Information element
	Value/remark

	IE AUTN
	Not present for K = 1

Not present for K = 2

Not present for K = 3

Present for K = 4, calculated as defined for Test USIM

	Ciphering Algorithm
	

	Type of Algorithm
	No ciphering


AUTHENTICATION AND CIPHERING REQUEST in step 13:

Same as default content except:

	Information element
	Value/remark

	IE AUTN 
	Not present for K = 1

Not present for K = 2

Not present for K = 3

Present for K = 4, calculated as defined for Test USIM

	Ciphering Algorithm
	

	Type of Algorithm
	GEA/1 for K = 1

GEA/2 for K = 2

GEA/3 for K = 3

GEA/4 for K = 4


