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Architecture Discussion for Cellular IoT
INTRODUCTION

During GERAN#63 it was discussed whether the CIoT architecture will be based on Gb or S1 interface, and what kind of enhancements are needed for better support to ‘small’ data transmission.
S1 VERSUS Gb INTERFACE

As described in [1] and [2], the S1 interface has significant overhead compared to Gb interface for ‘small’ data transmission. Therefore, [1] and [2] propose to enhance the S1 interface by supporting ‘data over NAS’.  
The problem with ‘data over NAS’ is that if the MS sends small data in the NAS signaling (or using SMS) towards the MME, then it should be transmitted over the control plane also to the destination (i.e. application server). Otherwise this would mean introducing GTP-U in MME, i.e. mixing user plane and control plane. This is not acceptable from network architecture point of view.
As described in [2], optimization for ‘small’ data transmission is more feasible with Gb than S1 interface based architecture. Possible solutions are robust header compression or a PDP context avoiding the IP/UDP overhead on the radio interface by carrying just the payload of the UDP/IP packet. If e2e ciphering will be introduced, optimization solutions will be different.
Therefore, it is proposed to reject the S1 interface based architecture (i.e. EPC/SAE architecture) for CIoT in case of both ‘evolved GERAN’ and ‘clean slate’ solutions. It was already agreed at GERAN#63 that ‘evolved GERAN’ solutions will use the enhanced Gb interface.
SECURITY
[1] states that the S1 interface is more secure than the Gb interface. As CIoT MSs do not have to be compatible with the current GPRS MSs, it is possible to introduce security enhancements for CIoT when an enhanced Gb interface is used. Some security enhancements are presented in [3].
It is noted that there is a study item proposal in SA3 for ‘Security aspect of cellular systems for ultra low complexity and low throughput Internet of Things’. Assuming this study item proposal is approved in SA3, discussion of CIoT security should be continued in SA3. Therefore, it is proposed to wait for security requirements and security architecture from SA3. 
CONCLUSION

It is proposed to base the CIoT architecture on Gb interface with enhancements, such as robust header compression or non IP based PDP context, for both ‘evolved GERAN’ and ‘clean slate’ solutions. It is further proposed to wait for security requirements and security architecture from SA3.
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